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In the machine learning (ML) era, people are paying more and more attention to the
economic value of data in improving the efficiency of analysis, simulation, calculation,
forecasting, and decision-making. It results the rise of data markets. As ML requires high-
complexity calculations, individuals and companies tend to use cloud computing with data
markets. However, this platform is known to have data security issues in privacy protection.
The most modern method for privacy protection in cloud computing is fully homomorphic
encryption (FHE). However, the high calculation cost makes conventional FHE impracti-
cal for real-world applications. Although many researchers use CKKS FHE to resolve this
problem, our experiments show that the calculation cost of some operators in CKKS FHE
are still very high. In this paper, we propose new security protocols to design a new data
packing method and to reduce the usage of time-consuming calculations. Then, an out-
sourced K-means clustering method based on these new security protocols is proposed for
demonstration and evaluation. Experiments show that our method is faster than SEOKC.
It has shown good performance in high-dimensional data analysis with our new data pack-
ing method.

Keywords: privacy protection, K-means clustering, cloud computing, high-dimensional
data analysis, fully homomorphic encryption

1. INTRODUCTION

In the machine learning (ML) era, people pay more and more attention to the eco-
nomic value of data in improving the efficiency of analysis, simulation, forecasting, and
decision-making. It results the rise of data markets, such as Statista [1], Snowflake [2],
Datarade [3]. ML often requires processing with high computational complexity. ML as a
Service (MLaaS) has become popular because of its cost-benefit advantages. Many cloud
computing companies, e.g., Alibaba [4], AWS [5], Microsoft [6], and Google [7], provide
users with ML platforms to use the high-performance computing resources. However,
there is a challenge of MLaaS to generate ML models on the cloud under the protection of
privacy and confidentiality of user data. The security problem of private data has become
an important research topic to train ML models. In data applications, privacy is defined as
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people’s right to control the use of their personal information, exclude others from viewing,
using, or intruding, including the collection, processing, storage, and use of personal in-
formation [8-12]. Data privacy and confidentiality are now considered indispensable.
Companies, organizations, and other institutions must securely handle users’ personal in-
formation. While providing user services, they must also pay attention to confidentiality
and privacy.

To protect data privacy in MLaaS, a modern method is to use Homomorphic Encryp-
tion (HE). HE is a form of encryption which allows specific types of calculations to be
carried out on ciphertexts and generate an encrypted result which, when decrypted, mat-
ches the result of operations performed on the plaintexts [13]. Conventional MLaaS up-
loads the data x to the cloud for calculation f and then send the calculated result f(x) back
(as shown in Fig. 1 (a)). There may have a data privacy problem if the uploaded data is not
properly deleted after the calculation. HE solves data privacy problem by uploading the
homomorphically encrypted data E(x) to the cloud. Perform the homomorphic operation g
(related to f) on this homomorphically encrypted data E(x) in the cloud, then return the
result g(E(x)) to the user. The user uses the secret key (related to E) to decrypt the result
of the homomorphic operation as D(g(E(x))). This decrypted result is exactly the expected
target f(x) (as shown in Fig. 1 (b)). As the data uploaded to the cloud for computing are
encrypted, no one can read the content of the data even if the data is not deleted afterward.
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Fig. 1. (a) Conventional MLaaS operation method; (b) HE MLaaS operation method.

Nowadays, there are three categories of HE algorithms; (1) Partially HE (PHE), which
only allows an unlimited number of limited operations to be performed on the ciphertext;
(2) Somewhat HE (SWHE) supports a limited number of calculations; (3) Fully HE (FHE)
has no restrictions on the number of times and calculation methods, but the efficiency is
poor [14-17]. Due to the theoretical breakthrough in these years, FHE has made great pro-
gress in efficiency [18]. The current mainstream FHE algorithms include BFV (Brakerski/
Fan-Vercauteren) [19, 20]. CKKS (Cheon-Kim-Kim-Song) [21], and TFHE (Fast Fully
Homomorphic Encryption over the Torus) [22-24]. [25] evaluated the suitable application
scenarios of these three HE algorithms and shown that CKKS has the best performance for
the homomorphic operation of floating-point data with approximated precision. However,
our experiments show that the calculation cost of some operators in CKKS FHE (such as
ciphertext multiplication, ciphertext rotation, encryption, and decryption) are still very
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high. In this paper, we propose new security protocols to design a new data packing method
and to reduce the usage of time-consuming calculation. Then, an outsourced K-means clus-
tering method based on these new security protocols is proposed for demonstration and
evaluation.

We adopt two non-colluding servers same as SEOKC (Secure and Efficient Outsourc-
ed K-Means Clustering) [26] to design our security protocols. The data packing method of
SEOKC is based on attributes. It uses some calculations that are more time-consuming in
FHE. Our paper takes the shortcomings of SEOKC as a reference to design a new out-
sourced K-means clustering method through CKKS FHE. Our method uses a new data
packing method based on record, and can reduce the usage of time-consuming calculation
in CKKS FHE. Experiments show that our method is faster than SEOKC. It has shown
good performance in high-dimensional data analysis with our new data packing method.

2. LITERATURE REVIEW

In 2014, [27] used FHE to propose privacy of outsourced K-means clustering. In order
to compare encrypted distances in the process of clustering, the client is required to provide
trapdoor information with huge online costs on the client-side. In 2017, [28] proposed K-
means clustering using HE and updatable distance matrix (UDM). Secure third party stores
encrypted data and associated UDMs. Then, the data owner (DO) can request the clustering
of the data. In order to make the clustering run correctly, UDM needs to be updated in each
iteration of the K-means algorithm. It relieves [27] from requiring the client to provide
trapdoor information with participation cost. Both of the above two papers disclose private
information, such as the distance between the data record and the cluster center, to the
cloud server. They are proved to be unsafe [29].

In 2014, [30] used Asymmetric Scalar Product Preservation Encryption (ASPE) [31]
with secure cloud computing to resist sample attacks of outsourcing data mining. In 2016,
[32] proposed a method with linear transformation and random perturbation of the kernel
matrix in K-means clustering to protect the privacy and perform outsourcing. The above
methods also disclose some private information to the cloud server. In addition, neither of
these two tasks can achieve the semantic security of encrypted databases, that is, they can-
not resist chosen plaintext attack (CPA).

In 2015, [33] used the Paillier cryptosystem to propose privacy-preserving and out-
sourced multi-user K-means clustering. They further considered the overhead of multiple
DOs, the participation of DO is not required if outsourcing the encrypted database. In ad-
dition to protecting database security, their method also uses two non-colluding cloud serv-
ers, which together form a joint cloud environment. However, this method introduces high
calculation cost through the use of complex interactive protocols for encrypted data, which
affects its application in large encrypted databases. In 2017, [34] proposed a privacy-pre-
serving K-means clustering under a multi-owner setting in the distributed cloud environ-
ment. The ciphertext under different secret keys is converted to the ciphertext under the
unified secret key. Their experimental results show that their solution requires less calcu-
lation cost than [33] but produces higher communication costs.

Although these two works [33, 34] achieve better privacy requirements such as the
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semantic security of databases and the hiding of data access patterns, they cannot be ap-
plied to large databases due to the high cost of computing and communication. In 2017,
[35] proposed privacy-preserving data clustering in cloud computing based on an FHE
PPC framework, which uses MapReduce to complete distributed computing to perform
data clustering on a large number of virtual machines (VM). They use a fixed-width clus-
tering (FWC) algorithm to implement basic operations in the cloud. However, the cipher-
text comparison operation proposed in this work is not safe, because the semantically safe
ciphertext cannot be compared directly.

In 2017, [36] proposed CKKS FHE whose security depends on the difficulty of the
Ring Learning with Errors (RLWE) problem. As shown in Fig. 2, data m is a vector on
which you want to perform certain calculations. First, encode this vector into a data poly-
nomial p = m(X), and then use public key encryption to encrypt it into c. Through the
calculations in f, the result of the ciphertext operation is expressed as ¢’ = f(c), and decryp-
tion with the key will produce p’ = f(p). Therefore, the decoding results in m’ = f(m).

Data polynomial Ciphertext
p=m(X) c

calculations f
(ciphertext-ciphertext/ciphertext -plaintext
Addition,Multiplication,etc.)

Public key
encryption

Data encode

Secret key Y

Data polynomial decryption ‘ Ciphertext operation result M
p ¢ ~fic)

Fig. 2. CKKS flow chart [37].

The data appears in the form of a vector, not a polynomial, so the data vector z € C?
must be encoded into a data polynomial m(X)eR. N is the degree of polynomial modulus,
apower of 2,and N = M . Du(X) = XN + 1 represents the Mth cyclotomic polynomial. The

plaintext space is a polynomlal ring R = ZD&) = (kal The ciphertext space is the re-

maining ring R, — qR - (i IEX] H is a subspace of CN that is isomorphic to C*, Embed-

ding standard deviation o: R—)o-(R) cH. Natural projection z:1H — C?,which projects
the vector from the subspace of CN to Ct.
Our proposed method uses the CKKS FHE. Based on the general HE of RLWE, the

plaintext space polynomial quotient ring is 2 [Xl] and the values involved in general use

can only be represented by a natural number smaller than the prime g. The plaintext space
of CKKS is the complex vector space C*. Through the mapping of these two spaces, the
complex vector can be expressed in polynomial terms as the input to the encryption; con-
versely, the result of decryption can be reduced to the complex vector. The calculations
provided by CKKS FHE are as follows [36]:

KeyGeneration(N): Let s(X)eRq be the key polynomial, and the public key polynomial
p(X) = (—a(X) - s(X) + e(X), a(X)) where a(X)eRq is a uniformly randomly selected poly-
nomial, and e(X)eRq is a small random polynomial.
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Encoding(z): In order to encode the data vector z € (C2 into a data polynomial m(X)eR,
first apply 771(z) eH to convert the data vector z from ct expands to H. Multiply it by the
scaling factor A and then randomly round to LA-z1(z)1 to scale the vector appropriately.
Since rounding may lose precision, scaling is performed to achieve a predefined precision.
In order to obtain the data polynomial, use the canonical embedding o and get m(X) = o
A7z (2)NeR.

Decoding(m(X)): In order to decode the data polynomial m(X)eR into a data vector ze
(C2 first use canonical embedding o to obtain z = [A-7°%(z)1eH. Then divide it by the
scaling factor A to get A4 A- T 1(2)T=7"%(z). To obtain the data vector, use the 7 projection
vector and get #(z1(2))=¢ c*.

Encryption(m(X), p(X)): In order to obtain the ciphertext polynomial c(X) corresponding
to the data polynomial m(X)eR, apply RLWE encryption and obtain c(X) = (m(X), 0) +
p(X) = (M(X) - a(X) - s(X) + e(X), a(X))€(Rq)* = (Co(X), C1(X)).

Decryption(c(X), s(X)): In order to obtain the data polynomial corresponding to the ci-
phertext polynomial c(X) e R, use the secret key polynomial s(X), apply RLWE to decrypt
and get m(X) = co(X) + c1(X) - s(X) = m(X) + e(X).

Addition(c(X), ¢'(X)): Two ciphertexts c(X) = (co, ¢1) and ¢’(X) = (cp, c1) add the ciphertext
Cadd(X) = (Co + Cp, €1 + C%).

Multiplication(c(X), ¢’(X): Two ciphertexts c(X) = (co, ¢1) and c'(X) = (cp, c1). Multiply to
generate ciphertext cmui(X) = ((Ch, €%) - Co, (Co, C1) - €1) = (CoCh, CuC1 + CoCh, CuC1) = (Co(X),
c1(X), c2(X)) then the ciphertext is re-linearized and then the modulus is switched.

Relinearization(cmuit(X), r(X)): Re-linearization reduces the size of the ciphertext after
multiplying two ciphertexts. Let Cmui(X) = (Co(X), c1(X), c2(X)) be the result ciphertext after
multiplying two ciphertexts. After re-linearization, the ciphertext Creiin(X) = (Co(X), c1(X))
+[b™-ca(X) - r(X)] mod(q) is obtained.

3. PROPOSED SCHEMES

In this paper, two schemes are proposed. In the first scheme, we propose LiteSEOKC
to improve the conventional SEOKC method by reducing its time-consuming calculations.
Besides, the original data packing method of SEOKC is based on attributes, which is not
suitable for high-dimensional data. In the second scheme, a new data packing method for
outsourced K-means clustering (called RP-OKC) is proposed to improve the original data
packing method of SEOKC.

3.1 LiteSEOKC: Reduce Time-Consuming Calculation in SEOKC

The system architecture of LiteSEOKC is shown in Fig. 3. DO packs the data into D’
by attributes, generates index values with random numbers, uses the index values to re-
trieve the corresponding data, encrypts them as initial clustering centers, and then sends
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them to C; for K-means clustering. Since DO encrypts the data and outsources it to C; for
k-means clustering, DO does not participate in the iterative process and receives the re-
turned results of clustering indices only after the whole clustering process is completed by
the interactions between C; and C, so C; and C; do not know the expected clustering
results when they interact. The actual clustering process is calculated by C; and C; inter-
actively. At last, C; sends the clustering result of clustering indices only back to DO. In
our first proposed LiteSEOKC, the detail modifications to reduce the time-consuming pro-
cess for SEOKC’s CAM (Computation of Assignment Matrix), CNEC (Computation of
New Encrypted Centers) and CNES (Computation of New Encryption Sizes) are described
as follows.

Cloud Cy

Cloud C,

6. Interactive
K-means

| BB ‘ clustering G 2. Generate public
$ | | B $
i ‘ ‘ ‘ § ‘ S ‘ ‘ ‘ § ’ : key and secret key

secret key(sk) /

] 8. DO can restore

- - CKKS FHE ® all clustering data
i
4. Use a public key to

homomorphically

encrypt data public key (pk) /

Fig. 3. LiteSEOKC system diagram.
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SEOKC CAM is a security protocol executed by C, to find the minimum distance
values to current clustering centers. While C, send the encrypted data to C,, SEOKC CAM
will initialize a zero matrix (i.e., assignment matrix) at the beginning. The corresponding
position on assignment matrix will be set to 1 when the minimum distance value and its
index are found. The size of each cluster will be calculated by SEOKC CNES using this
CAM assignment matrix, since the cluster sizes can be simply calculated by the sum of 1
on each column.

SEOKC CNEC is a security protocol to find the new cluster centers during the inter-
active K-means clustering process between non-colluding Ci and C; using the cluster sizes
obtained from SEOKC CNES. In CNES and CNEC of the original SEOKC, C; will always
send C, with the public-key-encrypted CAM assignment matrix after randomly transpos-
ing matrix columns, C, will then use the secret key to decrypt the incoming data. Finally,
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C, will send the calculated result back to C; after public-key encryption, C1 will then trans-
pose back the result of public-key-encrypted assignment matrix to original column orders.

In LiteSSEOKC, we merge CNES and CNEC of SEOKC into our CNEC to find new
cluster sizes and centers furnished by C; only without bothering C; for the iterative secret-
key decryptions and public-key encryptions. Since C1 doesn’t have the secret key to restore
the plaintext from CAM assignment matrix and known encrypted data, LiteSEOKC can
still achieve the privacy protection for DO’s outsourced K-means clustering data. Mean-
while, both of the chances of revealing the plaintext of clustering information to C, and
the FHE computations of private-key decryption and public-key encryption are cost-effec-
tively decreased.

,J/ I 3 \
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i Cloud Cj K-means Cloud C;
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Fig. 4. RP-OKC system diagram.

3.2 RP-OKC: Record Packing Outsourced K-means Clustering

In the second proposed RP-OKC scheme of this paper, we consider the non-collusion
architecture which is widely used in cloud computing for data protection [33, 34, 38-40].
This RP-OKC system architecture is shown in Fig. 4 where clouds C; and C, cannot col-
lude with each other and are semi-honest. Assume that DO hopes to safely perform data
applications (such as K-means clustering) on the cloud server. By following the basic se-
curity protocol of FHE (i.e. CKKS), C; first generates (pk, sk) as a pair of public key and
secret key. The secret key sk is kept secret by C,. DO obtains the public key from C,. Then,
DO uses the public key to homomorphically encrypt its private data according to the data
record packing, and the encrypted data is outsourced to C; for homomorphic data applica-
tion. When the termination conditions are met, the final results will return to DO for de-
cryption.

Although CKKS FHE was shown to resolve the problem of data outsourcing privacy



532 RAY-l CHANG, YEN-TING CHANG, CHIA-HUI WANG

security, there are some operators (such as encryption/decryption, homomorphic multip-
lication of ciphertext/plaintext, and rotation) still take high calculation cost. In this paper,
we use an outsourced K-means clustering as an example to design new security protocols
to reduce the usage of time-consuming calculation. Then, we propose a record packaging
method, called RP-OKC, to improve the conventional attribute packaging method. The
time sequence diagram of DO’s data encryption and outsourcing is shown in Fig. 5 ().
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(Algorithm 4

Update_Cluster)

P E—
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(b)
Fig. 5. (a) Timing diagram of DO encrypting the data and then outsourcing; (b) Timing diagram of
K-means clustering process after receiving encrypted data.

Step 1: DO calls the initial settings of C, and stores the communication bridge with C,. C,
uses TenSEAL Context [41] to encrypt the managed object and generates an object con-
taining encryption keys and parameters. Remove the secret key from the object, and keep
the public key to wait for DO to get it. The purpose is to keep the secret key secret.
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Step 2: DO calls the initial settings of Cy, tells C; and C, the communication bridge, and
stores the communication bridge with Cs.

Step 3: DO obtains the public key through the bridge of communication with C,, C, will
pass the object with the secret key removed to DO, then DO will receive the object with
only the public key.

Step 4: DO uses objects with only public keys to encrypt data. After the data is encrypted,
DO tells C; to perform K-means clustering on these encrypted data. As shown in Fig. 5
(b), Ci selects the cluster center through random numbers. Then, it checks the termination
conditions of the clustering through. C, decrypt the value passed in, do arithmetic to de-
termine whether to terminate, and return True or False.

Step 4 (a): When C; receives True, it will do clustering to calculate the center of each
cluster. C, will find the minimum value in the distance array passed from Ci, and return
the index value of the minimum value. After C; receives the return of C, it will update the
cluster. Then, it checks the termination conditions of the clustering through Ca.

Step 4 (b): When C; receives False, it will stop clustering and return the cluster that of the
point DO.

3.2.1 Data encryption

DO first pre-processes the data and converts the data into tensor data type. The pro-
cessed data is called D. DO first obtains the public key from C,, and uses the public key to
encrypt the data. The encryption method is shown in Algorithm 1. The input is processed
data D. The output is the encrypted data D'. Algorithm 1 is performed by DO. z is the
number of data, and m is the attribute of the data. Then, Algorithm 1 saves all the attribute
values in each piece of data as an array assignment to Pack. It assigns Pack to D4 using
CKKS FHE. All D3 is saved as an array assignment to D’. DO sends the encrypted data D’
to C; for K-means clustering.

Algorithm 1: Encrypt Data (D)—»D’
Input: database D
Output: Encrypted database D’
Performed by: DO
LD« ]
2:fora=1toz
: Pack <[ ]
fors=1tom
Pack.append(ra[s])
4 < Encrypt(Pack)
D’.append(D3)

Noarkw

3.2.2 Find the cluster of the point

C, performs the calculation of finding the cluster to which the point belongs. In Al-
gorithm 2, C; first decrypts the received encrypted distance Dis, decrypts to plaintext array
PDis, rounds the values in PDis, runs Min(-) to find the minimum distance MDecDis, finds
the position 1dxDis of MDecDis in PDis, and sends ldxDis back to C.
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Algorithm 2: Find_Cluster(Dis) — ldxDis
Input: Encrypted distance Dis

Output: Minimum index 1dxDis
Performed by: C;

1:PDis« [ ]

2:forj=1tok

3 PDis.append(Decrypt(Dis;))

4: PDis < Roung(PDis, decimals = 4)

5: MDecDis « Min(PDis)

6: ldxDis «— PDis.index(MDecDis)

3.2.3 Calculate the distance between the point and the center of each cluster

Algorithm 3 is performed by Cs, takes the encrypted data D’, the cluster center Center,
and the belonging cluster Cluster as input. It outputs the updated cluster Cluster and the
encrypted cluster distance DisCluster. C; first calculates the Euclid distance (Steps 1-11).
When the length of the calculated distance array Dis is equal to k, it means that the data is
not the cluster center. The calculated distance array Dis is passed to C», and the index value
IdxDis of the minimum value in the distance array Dis is obtained through C,. C; obtains
the index value IdxDis, uses the index value to find the encrypted minimum distance
MEncDis, stores it in the encrypted cluster distance DisCluster, and updates the cluster to
which it belongs (Steps 12-16). If the data is the cluster center, store zero in the encrypted
cluster distance DisCluster (Steps 17-18).

Algorithm 3: Square_Distance (D', Center, Cluster)—Cluster, DisCluster

Input: Encrypted database D’, cluster centers Center and Belongs to the cluster Cluster
Output: Belongs to the cluster Cluster and Encrypted cluster distance DisCluster
Performed by: C;

1: DisCluster «— [ ]

2:fora=1toz

3 Dis<« [ ]

4 forj=1tok

5: if D4 = Center;

6: Be1l]

7 fors=1tom

8: S < (Dis©Center;[s])?
9: P.appned(fs)

10: Disaj < Sum(p)

11: Dis.appned(Disy)

12: if len(Dis) = k

13: Get the minimum index ldxDis through C, /* from Algorithm 2 */
14: MEncDis « Dis[ldxDis]

15: DisCluster.append(MEncDis)

16: Cluster[a] = IdxDis + 1

17: else

18: DisCluster.append(0)
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3.2.4 Update cluster center

Algorithm 4 is executed by C;, takes the encrypted data D', the Cluster to which it
belongs, and the encrypted cluster distance DisCluster as input, and outputs the updated
cluster center NewCenter and the sum of squared errors (SSE) within the new clusters
NewClusterSize. The initial value setting (Steps 1-4), the method of updating the cluster
center is to add up all the points of the cluster and divide by the number of the cluster
(Steps 5-18). SSE within the new clusters NewClusterSize is to add the encrypted cluster
distance DisCluster (Steps 19-21).

Algorithm 4: Update_Cluster (D', Cluster, DisCluster) — NewCenter, NewCluster-
Size

Input: Encrypted database D’, Belongs to the cluster Cluster and Encrypted cluster
distance DisCluster

Output: Updated cluster center NewCenter and SSE within the new clusters New-
ClusterSize

Performed by: C;

1: TmpNewCenter < [ ]

2:forj=1tok

3: TmpNewCenter.update({j: 0})

4: Count « [0]xk

5:fora=1toz

6: if Cluster[a] in TmpNewCenter

7. Temp < TmpNewCenter.get(Cluster[a])

8: Count[Cluster[a] — 1] = Count[Cluster[a] - 1] + 1
9: fors=1tom

10: Temp = Temp @ D3

11: TmpNewCenter.update({Cluster[a]: Temp})

12: NewCenter < [ ]

13:forj=1tok

14: Temp < TmpNewCenter.get(j)

15: TempCount « 1 + Count[j — 1]

16: fors=1tom

17: Temp < Temp X TempCount

18:  NewCenter.append(Temp)

19: NewClusterSize « 0

20:fora=1toz

21: NewClusterSize<— NewClusterSize®DisCluster[a]

3.2.5 Check termination conditions

Algorithm 5 is executed by C,, which takes SSE within the new clusters NewCluster-
Size and SSE within the old clusters OldClusterSize as input, and outputs the termination
condition Flag. If the difference between SSE within the new and old clusters is less than
1, set flag to False. Otherwise, set to True.
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Algorithm 5: Termination(NewClusterSize, OldClusterSize)—~Flag

Input: SSE within the new clusters NewClusterSize and old cluster size OldClusterSize
Output: Termination condition Flg

Performed by: C;

1: if abs(Decrypt(NewClusterSize) — Decrypt(OldClusterSize)) < 1

2: Flag < False
3: else
4: Flag < True

3.2.6 The methods applied in RP-OKC

Algorithm 6 for furnishing RP-OKC is executed by C;, taking the encrypted data D’
and the number of clusters k needed to be divided as input, and outputs the last clustering
result. First randomly generate k integers CenterIndex and takes out the corresponding data
in the data set as the cluster center Center. Initial value setting (Steps 2-3), update the
cluster according to Center (Steps 4-6), set the initial value of the new cluster SSE and the
old cluster SSE. According to the proposed termination condition in Algorithm 5, check
whether to continue clustering. After confirming to continue clustering, use the calculation
distance and encrypted cluster distance (in Algorithm 3) to obtain the updated cluster Clus-
ter and the encrypted cluster from the distance DisCluster. Through Algorithm 4, the up-
dated cluster center NewCenter and SSE within the new clusters NewClusterSize are ob-
tained. The updated cluster center is set as the cluster center, and check whether to continue
clustering (Algorithm 5). After receiving the stop clustering, the last cluster to belong to is
passed to DO.

Algorithm 6: kMeans(D’, k)—Cluster

Input: Encrypted database D’ and Number of cluster k

Output: Belongs to the cluster Cluster

Performed by: C;

1: Randomly generate k integer numbers Centerindex and take out the corresponding
data from the dataset as the center of the cluster Center

: Cluster «<— [None] * z

: TempK <0

cforj=1tok

Cluster[CenterIndex[j]] = TempK + 1

TempK < TempK + 1

: NewClusterSize « 100

: OldClusterSize « 0

: Flag < Termination(NewClusterSize, OldClusterSize)

10:While Flag

11: OldClusterSize «<— NewClusterSize

12: Cluster, DisCluster«<-Square_Distance(D’, Center, Cluster)

13:NewCenter, NewClusterSize<—Update_Cluster(D’, Cluster, DisCluster)

14: Center<—NewCenter

15: Flag<«Termination(NewClusterSize, OldClusterSize)

16: if Flag = False

17: Send Cluster to DO

©ONOU A WN
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Since clustering is to group all data into similar groups together, each data can only
belong to one group, and each group is called a cluster. Assume DO has a dataset D = {r;,
rs, ..., I}, with z pieces of data, and each data record ra(ae[z]) consists of m attributes
denoted as ra[s] for se[m]. Apply its data to traditional K-means clustering [42], the algo-
rithm divides the dataset D into k clusters {clusters, cluster, ..., clustery}, and it is hoped
that the inter-cluster similarity of the clustering results is low and intra-cluster similarity is
high. Using Euclidean distance as a similarity measure, there are four main stages: (1)
Initialization; (2) Find the cluster of the point; (3) Update cluster center; and (4) Termina-
tion.

Stage (1): in order to initialize k clusters clusters, clusters, ..., clustery, DO selects k index
values by random numbers and sets the data corresponding to the index values as cluster
centers ta, ta, k.

Stage (2): The K-means clustering algorithm calculates the Euclidean distances between
each record, and g4 for ae[z] and je[k], which is given in Eq. (1) as follows

I, s 1l =20, (I] - 44, sD)?, (1)

where £4[s] denotes the sth attribute of z4. Based on the Euclidean distance, K-means clus-
tering algorithm determines the cluster center closest to ra (such as £4) and assigns 7, to a
new cluster clusterj, where je[k].

Stage (3): The K-means clustering algorithm calculates the mean values of all data records
in the corresponding cluster clusterj, which is the new cluster center g, (b, ..., th. Let
clusterj={r, ..., Newsier)} With a cluster size of |clusterj, then the sth attribute of £/ can be
expressed as Eq. (2)

. r'1[5]"' rl[s]"" ' '+r|cluster'j| [s]

= 2
H; [cluster] @)

Stage (4): The K-means clustering algorithm uses the within-cluster SSE, as in Eq. (3), to
determine SSE within the new and old clusters determine whether to terminate the cluster-
ing process. If the difference between SSE within the new and old clusters is less than 1,
the K-means clustering algorithm stops and returns the final clustering result. Otherwise,
the algorithm uses the new cluster center as input to continue with the next iteration (i.e.
Stage (2)).

SSE=31, 00— ) ®)

4. EXPERIMENTAL RESULTS AND ANALYSIS

There are four parts in this section to demonstrate the experimental performance for
proposed methods. In the first part, the calculation cost of SEOKC and LiteSEOKC are
compared. In the second part, analysis for various calculation costs based on record pack-
ing method proposed in this paper is through experiments, to establish a table of calculation
costs and use a proportional method to evaluate computing performance. In the third part,
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the accuracy of RP-OKC was tested. In the last part, the calculation cost of SEOKC,
LiteSEOKC and RP-OKC are all analyzed and compared. Our experiments were per-
formed on a Windows system with an Intel Core i7-7700HQ 2.80 GHz CPU and 24 GB of
RAM. The TenSEAL library [41] was used to implement the proposed methods of this
paper, the degree of the CKKS modulus polynomial was 8192, and four prime numbers
with sizes of 60, 40, 40 and 60 bits were created.

4.1 Comparison of Calculation Cost Between SEOKC and LiteSEOKC

We use a synthetic database containing 1000 records with 5, 10 and 15 attributes, gen-
erated randomly in the floating point domain among [0, 1000]. These data were clustered
into 3 clusters. We compare the calculation cost of SEOKC with LiteSSEOKC by compu-
ting one iteration of K-means clustering. The experimental results are shown in the Fig. 6.

Comparison of calculation cost between SEOKC and LiteSEOKC(k=3,n=1000)

20.0{ —#- SEOKC -
—o— LiteSEOKC -

= = = =
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o n o %]

Calculation cost (in s)

~
n
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w
o

2.5
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Fig. 6. Comparison of calculation cost between SEOKC and LiteSEOKC.

4.2 Analysis of Various Calculation Costs Based on Record Packing

In this paper, we analyze various calculation costs through experiments. By randomly
generating 10 integer random numbers in the range of 0~1000 as attributes, 10,000 records
are generated. Use these 10,000 pieces of data to analyze the calculation cost of encryption,
decryption, additive/subtractive/multiplicative homomorphic on ciphertext, and addi-
tive/multiplicative homomorphic on ciphertext-plaintext, and general addition, subtraction,
multiplication and division, and rotation. Each calculation method is executed 10 times
and then the average value is taken. At the same time, various calculation costs of one
attribute are also calculated. The calculation cost statistics results after execution are shown
in Table 1, time unit for seconds, it can be seen that the calculation cost of 10 attributes
and 1 attribute is almost due to parallel processing. Calculate the proportion of each calcu-
lation cost with 10,000 pieces of data and 1 attribute, set X with the time of general division
as the denominator, do the average calculation cost (ACC), and round the result of the
calculation to the first place of the integer. The calculated result is as follows in Table 1.
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Table 1. Calculate cost statistics (The unit is second).

Calculations 1_0,000 rec'ords 1Q,000 re(_:ords
with 10 attributes with1 attribute
encryption 58.046 56.851
decryption 14.513 14.509
additive homomorphism on ciphertext 1.223 1.221
subtractive homomorphism on ciphertext 1.218 1.215
multiplicative homomorphism on ciphertext 42.659 42.657
additive homomorphism on ciphertext-plaintext 8.756 8.535
muItlle(_:atlve homomorphlsm 17.180 17.013
on ciphertext-plaintext
General addition 0.054 0.053
General subtraction 0.050 0.050
General multiplication 0.050 0.047
General division 0.048 0.047
Rotation 14.513 14.509

Table 2. Percentage of calculation cost.

Proportion (round

. 10,000 records . -
Calculations with 1 attribute off toi:t;ssecil)glt of
encryption 56.851 1210X
decryption 14.509 309X
additive homomorphism on ciphertext 1.221 26X
subtractive homomorphism on ciphertext 1.215 26X
multiplicative homomorphism on ciphertext 42.657 908X
additive homomorphism on ciphertext-plaintext 8.535 182X
multlpllgatlve homon_’lorphlsm 17.013 362X
on ciphertext-plaintext
General addition 0.053 1X
General subtraction 0.050 1X
General multiplication 0.047 1X
General division 0.047 1X
Rotation 14.509 309X

We use the calculation cost in Table 2 to get the percentage of each calculation cost
in RP-OKC as shown in Table 3. The graph is drawn as shown in Fig. 7. It can be seen that
the more time-consuming calculations are encryption, multiplicative homomorphism, ci-
phertext-plaintext multiplicative homomorphism, decryption and rotation.

The calculation cost of RP-OKC was estimated from the experimentally obtained cal-
culation cost ratio table in Section 4.2. First, count all the calculations used in RP-OKC,
as shown in the following Table 4, where z is the number of data items, k is the number of
clusters, m is the number of attributes, c is a constant, and * is repeated execution.

Because the experimental results show that the calculation results of 1 attribute and
10 attributes are similar, it is assumed that 10,000 data are divided into 3 clusters, and each
data has 1 attribute, z = 10000, k = 3, m = 1, ¢ = 1. According to the statistical results in
Table 4.
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Table 3. Percentage of each calculation cost.

. Proportion (round off to the

Calculations firet digit(of the integer)
encryption 0.1210
decryption 0.0309
additive homomorphism on ciphertext 0.0026
subtractive homomorphism on ciphertext 0.0026
multiplicative homomorphism on ciphertext 0.0908
additive homomorphism on ciphertext-plaintext 0.0182
multiplicative homomorphism on ciphertext-plaintext 0.0362
General addition 0.0001
General subtraction 0.0001
General multiplication 0.0001
General division 0.0001
Rotation 0.0309

Seale diagram of cech calenlztion cost

Muliiplicwive
homomerhism

Ciptariex pleinie
multipiiutive bomomorphism

Deeryption

Encrypion Deerypien Additive Subteactive -plaintext General addition General subtraction  General division Rocarion
e o o v

Fig. 7. Scale diagram of each calculation cost.

Table 4. Count all the calculations used in RP-OKC.

Calculations Applied parameters Ratio
Encryption zm 1210.0000
Decryption zk + ¢” 927.0309
Additive homomorphism zkm+zm+km +z 130.0078
Subtractive homomorphism zkm 78.0000
Multiplicative homomorphism 3zkm 8172.0000
Ciphertext-plaintext additive homomorphism 0 0.0000
Ciphertext-plaintext multiplicative homomorphism km 0.1086
General addition 2z + Kk 2.0003
General subtraction c 0.0001
General division Kk 0.0003
Rotation 0 0.0000
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4.3 RP-OKC Security Analysis and Accuracy Test

Based on the security analysis of SEOKC [26], security analysis to verify the security
of our proposed RP-OKC is briefly illustrated as follows:

Security of Algorithm 1 Encrypt_Data:

This security can be directly achieved from the applied efficient CKKS encryption.
Since CKKS-encrypted data records are only submitted to C; without colluding with C,,
private data are protected from these two clouds in semantic security.

Security of Algorithm 2 Find_Cluster:

Theorem 1. The proposed protocol of “Find the cluster of the point” is secure against the
semi-honest C; as long as the CKKS encryption is semantically secure and the non-collu-
sion assumption between C; and C; is satisfied.

Proof: To prove the security of “Find the cluster of the point protocol” under the semi-
honest model, we need to demonstrate that the simulated image of Algorithm 2 Find_
Cluster is computationally indistinguishable from its actual execution image. An execu-
tion image generally contains the exchanged messages and the results computed from these
messages. According to Algorithm 2 Find_Cluster, we have the execution image of C,
denoted as /7c,(Find_Cluster) = {Disaj, 1dxDis,} for a, je[z], [K], where Dis, are CKKS
ciphertexts. Let the simulated image of C be 775,(Find_Cluster) = {63, 74}, where 6(a,
je[z], [K]) are randomly generated from the ciphertext space of CKKS cryptosystem. Since
the CKKS encryption is semantically secure, it implies that Dis,; are computationally in-
distinguishable from 6. Since we randomly initialize the cluster centers in our RP-OKC
method, the real assignment values IdxDis; are randomly distributed, which are computa-
tionally indistinguishable from 7ji(a, je[z], [k]). However, the information leaked to C; by
the plaintext distance PDis; for je[k] in Algorithm 2 Find_Cluster. Since PDis; is the result
of the calculation of two raw data records containing noise. Although C, can know the
ratios of difference between plaintext distance PDis;. But these ratios contain privacy in-
formation and are not sufficient for inferring data records. Therefore, the leakage of infor-
mation has little impact on the security of the Find the cluster of the point protocol. Based
on these analyses, I1c,(Find_Cluster) is computationally indistinguishable from HCSZ(Find_
Cluster) based on Theorem 1, which implies that C, cannot learn any private information
during the execution of Find the cluster of the point.

Security of Algorithm 3 Square_Distance:

Theorem 2: The proposed Algorithm 3 for protocol of “Calculating the distance between
the point and the center of each cluster” is secure against the semi-honest C; as long as the
CKKS encryption is semantically secure and the non-collusion assumption between C; and
C, is satisfied.

Proof: To prove the security of “Calculate the distance between the point and the center
of each cluster” under the semi-honest model, we need to demonstrate that the simulated
image of Algorithm 3 Square_Distance is computationally indistinguishable from its ac-
tual execution image. According to Algorithm 3, we have the execution image of C; de-
noted as /7c,(Square_Distance) = {Dis,j} for a, je[z], [k], where Dis, are CKKS cipher-
texts. Let the simulated image of C; be Hcs‘l(Square_Distance) = {65}, where 65 (a, je[z],
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[k]) are randomly generated from the ciphertext space of CKKS cryptosystem. Since the
CKKS encryption is semantically secure, it implies that Disyj are computationally indistin-
guishable from 6. Therefore, /7c,(Square_Distance) is computationally indistinguishable
from Hcsl(Square_Distance) based on Theorem 2. DisCluster, for ac[z] are semantically
secure CKKS ciphertexts. Therefore, by using the same analysis method in Theorem 2.
Since Dis is an array of semantically safe encrypted distances, C; cannot compute the cor-
respondence between data records and clusters Cluster. This means that C; cannot learn
any private information during the execution of Calculate the distance between the point
and the center of each cluster.

Security of Algorithm 4 Update_Cluster:

To prove the security of “Update cluster center” under the semi-honest model, we
need to demonstrate that the simulated image of Algorithm 4 Update_Cluster is compu-
tationally indistinguishable from its actual execution image. According to Algorithm 4
Update_Cluster, we have the execution image of C; denoted as /1c,(Update_Cluster) =
{NewCenter;[s], NewClusterSize} for j, se[K], [m], where NewCenter;[s], NewClusterSize
are CKKS ciphertexts. Therefore, by using the same analysis method in Theorem 2. This
means that C; cannot learn any private information during the execution of Update cluster
center.

Security of Algorithm 5 Termination:

According to Algorithm 5 of “Check termination conditions”, we have the execution
image of C, denoted as /(Termination) = {NewClusterSize, OldClusterSize}. Except that
NewClusterSize, OldClusterSize are set to the initial value of plaintext at the beginning, in
other cases, NewClusterSize, OldClusterSize are CKKS ciphertexts. Therefore, by using
the same analysis method in Theorem 1. This means that C, cannot learn any private in-
formation during the execution of Check of termination conditions.

Security of Algorithm 6 kMeans:

As shown in Algorithm kMeans, the furnished RP-OKC method is a combination of
the proposed 5 security protocols mentioned above, we have already proved the security
for all these algorithms. Since the two clouds cannot collude with each other, C; and C;
cannot figure out the assignments between data records and clusters. Therefore, data access
patterns are hidden from both of them. Although the minimum distance between each point
and k clusters is revealed to C; in the Find the cluster of the point protocol, the data cannot
be understood from it because C, does not know the number of attributes of the data and
the value of k clusters.

Furthermore, our experiments conducted to compare the results of one iteration of
general K-means clustering with proposed RP-OKC. The approach is to use customer data
on Kaggle [43]. The attributes Annual_Income_(k$) and Spending_Score are selected and
all duplicates in them are packaged according to the data records, and the packaged data
are encrypted and passed to C;. C; receives these data and generates a fixed random num-
ber with a random seed. This random number seed is executed 1000 times from 0 to 999.
If the decryption result is rounded to the first to eighth decimal place in Algorithm 2
Find_Cluster. For these eight test cases, the result of one iteration in these 1000 execu-
tions will be the same as the general K-means clustering.
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4.4 Analysis and Comparison of Calculation Cost Between SEOKC, LiteSEOKC and
RP-OKC

Encryption is the encoding of data to protect the privacy of the data so that it cannot
be accessed by unauthorized parties. Unencrypted means that the data itself, without any
protection, can be easily viewed and accessed. The difference between encrypted and un-
encrypted data is shown in Table 5 below:

Table 5. Difference between clustering encrypted/unencrypted data.

Encrypted Unencrypted
Definition Encode data Original data
Called Ciphertext Plaintext
Security Secure Insecure
Data Access Only authorized party can access data Anyone can access data

Experiments are conducted to compare and evaluate the performance of clustering
between encrypted and unencrypted data. This experimental method is to fix the number
of data records to 500 and the number of attributes as 100, 200, 500 and 1000, and to check
the calculation cost of the three methods respectively. It can be seen that the calculation
cost of this RP-OKC is lower than that of LiteSEOKC after the number of attributes is 200.
The results are shown in Fig. 8, then the RP-OKC method is suitable for use in high-di-
mensional data.

Compariscn of calculation cost between SEOKC, LiteSEOKC, RP-OKC and General k-means (k=3, n=500)
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Fig. 8. Comparison of calculation cost between SEOKC, LiteSEOKC, RP-OKC and general K-
means (k = 3, n =500).

In Fig. 8, the RP-OKC method is suitable for attribute number in greater than 200.
The following experimental method is to fix the data record. In this experiment, we fix the
attribute number to 500, the number of recorded data is 100 to 500, with interval 100. To
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observe the calculation costs of the three methods respectively, the result is shown in Fig.
9. In the method with encryption, it can be seen that the calculation cost of RP-OKC is
lower than SEOKC and LiteSEOKC.

The computational cost of clustering unencrypted data is the lowest because both en-
crypting and computing encrypted data are more computationally expensive, but clustering
encrypted data is a way to protect data security. The above two experiments show that RP-
OKC is suitable for high-dimensional data among the methods of clustering encrypted data.

Comparison of calculation cost between SEOKC, LiteSEOKC, RP-OKC and General k-means (k=3, m=500)
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Fig. 9. Comparison of calculation cost between SEOKC, LiteSEOKC, RP-OKC and general K-

means (k = 3, n =500).

5. CONCLUSIONS AND FUTURE WORK

After finding the CKKS FHE operations of encryption, multiplicative homomorphism,
ciphertext-plaintext multiplicative homomorphism, decryption and rotation operations are
time-consuming calculation, we first propose LiteSEOKC to improve the SEOKC effi-
ciency by slimming CKKS FHE operations. In order to meet more needs of diversified-
attribute data for users in secure and efficient outsourced K-means clustering, we further
propose a new security protocol called RP-OKC with a new diversified-attribute data-rec-
ord packing method for more secure and efficient outsourced K-means clustering. There
are 5 security protocols in the proposed RP-OKC scheme, including data encryption, find
the cluster of the point, calculate the distance between the point and the center of each
cluster, update cluster center, and check termination conditions. It also uses these 5 security
protocols to achieve privacy for outsourcing encryption database in MLaaS. The calcula-
tion cost of SEOKC and LiteSEOKC for large number of data records were conducted in
our experiments. The performance results show that LiteSEOKC is more efficient than
original SEOKC and more suitable for applications using large database. The further per-
formance results of computational costs of SEOKC, LiteSEOKC and RP-OKC with high-
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dimensional data demonstrate that the RP-OKC method is more applicable to high-dimen-
sional database than both LiteSEOKC and original SEOKC. In this paper, more effective
privacy protection is proposed for outsourcing encryption database in MLaaS using K-
means clustering as an example.

In the near future, we hope to meet the needs of mare users and various applications,

such as using different ML and deep learning for calculations. In addition, the HE technol-
ogy built on the cloud platform is used for calculations. This results in users not knowing
the accuracy of the calculation results. We hope to provide verifiable methods for evaluat-
ing the accuracy of the calculation results for their services in the future.
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