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Because of its sparsity, triple-base number system is used to accelerate the scalar
multiplication in elliptic curve cryptography. Yu et al. presented an estimate for the
length of triple-base number system at Africacrypt 2013. However, the efficiency of sca-
lar multiplication is not only associated with the length of representation but also the
numbers and costs of doubling, tripling, quintupling and addition. It is necessary to set a
restriction for exponents of base 2, 3 and 5, which will lead to longer expansion length.
In this situation, we prove a stronger result: the upper bound on expansion length of con-
strained triple-base number system is still sub-linear. This result provides more practical
boundary of the triple-base number system to speed up the scalar multiplication. At the
same time, it also generalizes the result of Méloni et al. about double-base number sys-
tem.

Keywords: elliptic curve cryptography, scalar multiplication, constrained triple-base num-
ber system, greedy algorithm, sub-linear

1. INTRODUCTION

In 1985, Miller [1] and Koblitz [2] independently proposed elliptic curve cryptog-
raphy (ECC), whose security relies on the computational intractability of elliptic curve
discrete logarithm problem (ECDLP). In contrast with the discrete logarithm problem in
finite field and the integer factorization problem, there is no known sub-exponential time
algorithm to solve the discrete logarithm problem on a well-chosen elliptic curve. There-
fore, ECC can offer the same security level as other public key schemes with a much
smaller key. Due to the advantage of storage space, processing speed and bandwidth,
ECC is now widely used in many application scenarios, such as wireless sensor networks
[3], cloud computing [4-7], privacy protection [8, 9] and entity authentication [10, 11].
Scalar multiplication is the core operation in elliptic curve cryptosystems, which involves
the computation of kP, where k is an integer, and P a point on the elliptic curve. The
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calculation speed of scalar multiplication determines the efficiency of elliptic curve cryp-

tosystems. How to accelerate the scalar multiplication algorithm has always been a hot
topic of elliptic curve cryptography.

In recent years, double- and multi-base representation of integers have been paid

much attention. Double-base number system (DBNS) was first proposed in [12], where
!

an integer £ is represented as k = 22"' 3". Some DBNS representations for an integer are

i=1

very sparse. Usually, one can use the greedy algorithm to find a fairly sparse DBNS rep-
resentation. An important theoretical result [13] about DBNS is that for any large integer
k, the length of representation returned by greedy algorithm is sub-linear. Double-base
number system has been used to design fast and low power multiplier [14]. However,
DBNS cannot be used directly to elliptic curve scalar multiplication efficiently. In order
to use Horner scheme, double-base chain (DBC) was introduced by Dimitrov et al. [15].
As a special case of DBNS, double-base chain requires the restriction that (b;) and (#;) are
decreasing sequences. However, the restriction significantly increases the number of
terms of double-base chain. At present, the bound for the DBC is still an open problem,
it seems almost sure that the length of the shortest double-base chain is linear [16]. In
2015, Méloni and Hasan [17] designed an efficient scalar multiplication algorithm by
combining the double-base number system with Yao algorithm [18]. In order to reduce
the computation cost, the authors proposed to set maximum bounds for () and (#;). Un-
der reasonable restrictions, they showed the number of terms of DBNS representation is
still in O(log k/log log k).

In 2007, Mishra and Dimitrov [19] presented efficient formulas for point quintu-
pling and introduced triple-base number system (TBNS) for computing scalar multiplica-
tion more efficiently. Longa et al. [20, 21] proposed a multi-base non-adjacent form
(mbNAF) to speed up the computation of scalar multiplication. In 2013, Yu et al. [22]
estimated the number of terms for TBNS and showed that sub-linear bound still holds.
However, the efficiency of scalar multiplication is not only associated with the length of
representation but also the numbers and costs of doubling, tripling, quintupling and addi-
tion. It is important for TBNS speeding up scalar multiplication to select reasonable re-
striction for exponents of base 2, 3 and 5. Recently, constrained triple-base number sys-
tem is proposed to accelerate the scalar multiplication in [23]. The authors present two
efficient algorithms for situations with and without precomputations. As an intermediate
representation between TBNS and triple-base chain, the length of constrained TBNS
must be longer than TBNS. The theoretical analysis of the expansion length for con-
strained TBNS is a number-theoretic problem. The completed proof for the question has
not been given.

In this paper, we give an estimate for the length of constrained triple-base represen-
tation with bases {2, 3, 5} of an integer k, which is O(log k/log log k) by the greedy al-
gorithm. The result provides the theoretical basis for selecting optimal parameters and
has more practical significance than the result in [22].

The sequel of the paper is organized as follows: In Section 2, some main results
about DBNS and TBNS are presented. We review the concept of constrained triple-base
number system in Section 2.2. In Section 3, we present a detailed theoretical analysis
about the expansion length of constrained triple-base number system. Finally, we con-
clude the paper in Section 4.
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2. PRELIMINARIES

2.1 Multi-base Representation of an Integer

In this section, we present the concepts of double-base number system and triple-
base number system, along with some main properties and results. Details can be found
in [19, 24].

Definition 1 (S-integer): Given a set of primes S, an S-integer is a positive integer whose
prime factors all belong to S.

Definition 2 (DBNS): Given two relatively prime positive integers p and ¢, the DBNS is
a representation scheme of integer in which every integer £ is represented as

i=1

with b;, ¢; > 0. The number of terms / is also called the length of DBNS representation, p
and ¢q are usually chosen as 2 and 3 in practice.

The double-base number system is highly redundant, some possible DBNS repre-
sentations for a given integer are extremely sparse. Although it is always difficult to find
the canonical (shortest) representations, one can use greedy algorithm (Algorithm 1) to
compute near canonical DBNS expansions.

Algorithm 1: Greedy algorithm to compute DBNS representation
Input: a positive integer k

Output: (b;, t,)»; such that k = Zizl 2%3% with b,, ;> 0

1. i1

2. while k>0 do

3 find {2, 3}-integer ¢ = 23’ the best approximation of k
4, bbb, t<t, i<—i+1
5

6

7

k—|k — |
. end while
.return (by, 1,)is1

Definition 3 (TBNS): Given three relatively prime positive integers p;, p» and ps, the
TBNS is a representation scheme of integer in which every integer k is represented as

i
k=Y p!pipi,
i=1

with by, t;, e; > 0. Similarly, the number of terms / is also called the length of TBNS rep-
resentation, p;, p, and p; are usually chosen as 2, 3 and 5 respectively in practice. The
TBNS representations are sparser and more redundant than the DBNS.

In 1998, Dimitrov et al. [13] presented an important theoretical result about DBNS,
they gave an estimate for the length of DBNS (See Theorem 1 below).
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Theorem 1: The greedy Algorithm 1 terminates after O(log k/log log k) steps.

In 2013, Yu et al. [22] estimated the number of terms for TBNS and showed that
sub-linear bound still holds: the greedy algorithm to compute TBNS representations ter-
minates after O(log k/log log k) steps. Lemma 1 [25] makes analysis of the maximum
distance between S-integers, the result is used in the proofs of Theorem 1 [13, 22] and
Theorem 2 below.

Lemma 1: There):c exist two constants C, N > 0 such that when x > N, there is an S-integer
between x —————— and x.
(log x)

2.2 Constrained Triple-Base Number System

Definition 4 (Constrained TBNS): Given three relatively prime positive integers p;, p,
and ps, the constrained TBNS is a special TBNS representation scheme, where every
integer k is represented as

!
k=Y plpipi.
i=1
with b;, t;, e; > 0, but meanwhile with the restrictions b; < byax, 4 < fmax, and €; < epay for
all .
In [23], the authors present efficient algorithms for elliptic curve scalar multiplica-
tion using constrained triple-base expansions instead of the triple-base chains. By im-
posing a maximum bound on (b;), (#,) and (e;), constrained triple-base number system is
clearly less restrictive than the TBC condition. Their algorithms outperform DB chain,
TB chain and 4-NAF methods. In this paper, we will present a detailed theoretical analy-
sis about the expansion length of constrained TBNS, and demonstrate the length of con-
strained TBNS is sub-linear in Section 3. We mainly focus on the constrained triple-base
number system with S={2, 3, 5}. However, the Algorithm 2 and Theorem 2 below can be
generalized to other selections of the three bases.

Algorithm 2: Greedy algorithm to compute constrained TBNS representation

Input: a positive integer k, the exponent restriction by, fax, €max Of {2,3,5}

Output: (by, 1, €)1 such that k=" 2"3%5% with by, 1;, ¢,2 0

1. i1

2. while k>0 do

find {2,3,5}-integer ¢ = 2°3'5¢ the best approximation of k, with b < by, ¢ < taxs
€ < emax

4 bi<b, t<—t, ec—e, i<itl

5 k—|k—c|

6. end while

7. return ((b;, t;, €;))is1

w
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3. THE LENGTH OF CONSTRAINED TRIPLE-BASE NUMBER SYSTEM

In this section, we give an estimate for the length of constrained triple-base repre-
sentation of an integer. We use similar proof of Theorem 1 to prove Theorem 2. Howev-
er, the proof of Theorem 2 is more complex since it involves three bases. In order to use
the conclusion of Theorem 1, we first define two sets, which are related to TBNS and
constrained TBNS respectively. Then, we prove Theorem 2 by examining the relation-
ship between the two sets.

Theorem 2: Let ¢y, ¢,, c3 be three positive real numbers such that ¢; + ¢, + ¢3 > 1. Then,
for k large enough, Algorithm 2 with parameter k and bounds by, = Lejlogok |+ 1, iy =
Leslogsk ]+ 1 and ey =Leslogsk ]+ 1 terminates in O(log k/log log k) steps.

Proof: Let us define Th;5(k) = {2°3'5° < k} and Th35(k) = {2°3'5° < k: b < gy £ < Iy €
< emax}. Without loss of generality, we can assume that 5 < 3 < 2°m According to
the value of £, the proof of this theorem will be split into four cases. For ease of under-
standing, we first give our intuitions before the proof:

— Case 1 is the most simplest and can be proved directly using the conclusion of Theo-
rem 1.

— The proofs of Cases 2 and 3 are similar, the problem can be transformed into the case
of Theorem 1 to prove.

— Case 4 is more complex. We firstly show that every integer k > 2" can be reduced to
integer k,,,+; < 2" after O(log k/log log k) steps, then use the previous three cases to
prove.

Case 1: k < 56m < 3fmex < pbman
Due to k < min(5%, 3™, 2bm“*), we have T5;5(k) = T2,3‘5(k). Hence, the greedy
algorithm and algorithm 2 return the same results. By Theorem 1, our conclusion
holds.

Case 2: 5 < < 3m < 20m

Case 3: 5 < 3fmx < fr< 20m

Sl < 2% < 5%« _For k large enough, we ap-

Let B be the smallest integer such that

. k .
ply Lemma 2 to integer K = —-. There exists absolute constant C > 0 and 23'5¢ € Ty 5 5(K)
such that 2

K

0<K-2"35 < ——.
(log K)

We claim that 287%3/5¢ ¢ T2,3,5(k). By definition of B and K, we know k < 2°5° and k >
23+b3t5(3'

— If b+B > byygy, then 25773'5¢ > 2540 > pbmx > | resylting in a contradiction.
— 1 1> tyy, then 25703'5¢ > 2831 > pB3tmax > 4 contradiction.
—1If e > ey, then 2510315¢ > 2B5¢mx > g contradiction.
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Hence b+B < by, £ < lnaxs € < €max and 25773'5¢ € T, 5 5(k).

€max.

On the other hands, logK = logziB > 10g52

=¢,, log5-log2. Since 2£B <5 it
follows that log logk — Blog2 < e, 10g5. So enalogs — log2 > logk — (B+1)log 2,

k k
<

k—27"3'5¢ < < —.
(logK)¢ (e, log5-10g2)¢ ~ (logk—(B+1)log2)

Hence, there exists constant ¢ such that

k

0<k—2%"3'5° <.
(clogk)

In other words, there always exists a number 2B*b3i5e ¢ T2,3,5(k). Note that the big-
gest integer from 755 5(k) satisfies the previous propriety. By Theorem 1, we conclude
that the constrained greedy algorithm terminates in O(log & / log log k) steps.

Case 4: 5 < 3fmx > pfman < o

Let ky = k. By Algorithm 2, we can construct a sequence ko > k| > ... > k; such that
ki1 = k; — 2713"15%, By the definition of bumax, fmaxs €max, WE know 2°m3magems > gerrezies
> k. So there exists d = 2°375" e T3 5(k) such that /2 < d < k. More generally, the se-

quence (k;) satisfies k;1; < k/2, then k; < k/2". Let n = _logk . For k large enough, we

loglogk

can apply Lemma 1 to any integer larger than —\/2” ". To complete the proof of Theo-
rem 2, we first prove Lemma 2 below. 30

Lemma 2: For any integer £’ smaller than £, there exists d € T2‘3,5(k') and constants 4,
C > 0 such that

k’
k'—-d< .
An®

Proof: Since k' < k, and k, < k/2", it follows that <~ k >2". For0<bh<B,0<t<Tand0<
e < E, we define

K(b,t,e) = W and FB,T,E = {K(b, t, 6‘) < min(Zb, 3t, 56)}

K k
0 283sE 2"2 3'5%
is not empty. Let K(b, t, e) be the maximum of the set F575, then K(b+1, t, e)eFB TE
which means_that K(b+1, ¢, e) > mln(2thl 3", 5%. We remark that 2°"' must be larger

than 3" and 5°, otherwise K(b+1, 1, e) > 2" and thus K(b, t, e) > 2°, which contradicts

with the definition of K( b, ¢, e).

Obviously, X(0,0,0) = <1, then K(0,0,0) € F 1 and the set Fp g

B3T5E
k’
to six cases according to the relationship between 25, 3'and 5°.

Below, we show that K (b ‘ e) >§ , of which the proof can be divided in-
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1. Suppose 2P <3/<5° Since K(b+1,1,e)> min(ZEH, 3?, 55) = 3’: it follows that

' ! - , o BAT cE
BigilkTii — _ BkT - _2b+]3t56 > 3t = 21;4.]5‘/ > 2 3 '5 .
2 375 2°3°5 k
K K inivice p o ainee L 2°3'5"
2B—E3T—}—ISE—; - 2B3T5E . 2 3 5 > 2 = 3 5 > T

Due to 2° <3< 3-25, we explain according to the relationship between 5¢and 3-2".

235

—if2P<3i<5°< 3-25, because we have known 2°7'5¢ > , then

0 BATcE - BAT ok
(2") >235 =2> ﬁ
6k’ 6k’

—if2" <3/<3.2" < 5% then %25 <5, Hence

K(b,t+1,e—1)= %K(Z,E,E} < %mm(zz ,3,59) <min(2°,3"",5°"),

that is K(b, t+1,e —1)eFyrp Since K(b,t+1,e -1 > K(b t,e) and K(b, 1, e) be the
maximum of the set Fj 7, it follows that K(b+1, t+1, e —1) > m1n(2b+1 311, 51, then
27" must be larger than 5°'. Otherwise, K(b+1, t+1, e —1) > 2"", s0 K(b, t+1, e -1) >
2°. But due to K(b,t+1, e — 1)eFg 1, then K(b, t+1, e —1) < 2°, which leads to a contra-
diction. Hence

_ BAT cE B E
(2“1) >235 :>2b>l 27375
5k’ 2V 5k
: B 51 [2°375"
So regardless of the relationship between 5° and 3-2°, there is always 2 > S\ sk

Hence

o ' ' BATgE BATgE
K(b,t,e)=— LU BkT —.2" .35 > ] 1\/2 35 =l\/2 Sl
28-37-i5E 3 273" 23V s 6V sk

2. Suppose 2” < 5° < 3. Since K(b+1, 1, ¢) > min(2""", 3', 59) = 5°, it follows that

- BATcE

g 5233

2°3"5"

T ~ kKo _
Due to 2” < 5° < 5.2, similarly we explain according to the relationship between 3’

and 5-2°.

Since K(b, 1+1, ) > min(2”, 3", 5%) = 2°, then 3"'5° >



728 YUN-QI Dou, JIANG WENG, CHUAN-GUI MA AND FU-SHAN WEI

. _ _ _ _ B 23 TgE
—if 2" < 5°< 5.2, because we have known 2°"'3' > == then
2 BAT<E _ BATcE
(2”)>235 :2”>4/235 )
10k’ 10k’
_if2b <5< 5-25<3?, then 325 <32, Hence
T, el N B S R oD aie2 cesl
K(b,t—2,e+l):§K(b,t,e)sgmm(2 ,3,59) <min(2°,37°,5°7),

thatis, K(b, t-2, e +1)€Fprp. L

Since K(b+1, -2, e +1) > K( b, t, e) and K( b, t, e) be the maximum of the set Fz 7.z,
it follows that K(b+1, -2, e +1) > min(Zb“L 3:“, 5j+1), then 2”"' must be larger than 372,
Otherwise, K(b+1, t-2, e +1) > 2" so K(b, t-2, e +1) > 2°. But due to K(b, t-2, e +1)
€Fyrp then K(b, t-2,e+1) < 2”  which leads to a contradiction. Hence

o BATgE _ BAT<E
() > 228y, L 2O
ok’ 6 k'

_ _ _ BAT cE
So regardless of the relationship between 3’ and 5- 2, there is always 2° >l 235 .
Hence 6 k
_—- = 4 ’ _ _ _ BAT gE BAT gE
K(b,t,e)=—— k —— _L BkT —-2" .35 >l-l\/2 35 =L\/2 35 .
pEb3T5Eme 3 27375 36 k' 18 k'

T _Ab_ ce —--_ 1 [2%375F
3. Suppose 3’ <2” < 5° Then K(b,t,e) >— —.
6 Sk
_ _ o BATcE
4. Suppose 3’ < 5°<2°. Then K(b,t,e) > % /%

¢ _nb_ at —-—- 1 [27375"F

5. Suppose 5° <2” < 3. Then K(b,t,€) > —,|———
30V 5k

1 [2°3"5"

6. Suppose 5° < 3’ < 2°. Then K E,;,; >—
PP (0:1:0)> 26\ sk

In a word, regardless of the relationship between 23, 3’: and 5;, there must be

o BATgE
Kbios— 2L & Lo
30 k' 30V2%" 30
Now we can apply Lemma 1 to K(b, 1, e), then there exist constant C and &', ¢/, ¢’
such that

K(b,1,e)

0<K(bt,e)-2"3'5" < —— 22l
(log K (b,t,e))
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Due to K(b_, 1, 2) < min(ZZ, 3;, 55), there must be b’ < b, £ < t, and €' < e. Thus there ex-
ists constant 4 such that

OSkf_28+b’—53T+r’—E5E+e’—E < k < k < k )

T logKGito)  (n- <’
(log K (b.1.2)) (nzllogz_logwj n

Hence d = 25+0-b3T+-i5E+e-e o Ty5.5(k') is what we are looking for. a

By Lemma 2, we know the sequence k, > k.1 >... > k., returned by Algorithm 2
satisfies
k =k 2/’”+.+1 34m+1 envisl & kﬂﬂ'
n+i+l — Mavi T 5 - A_l’lc
Hence
k k
kn+m+l < m nm-C < n m_mC *
A"n 2"-A"n

To complete the proof of Theorem 2, we show there exists a function f: k—f(k)
such that the integer m = [f{k) 1+ 1 satisfies k.1 < 2°™. So every integer belonging to [1,

kuem+1] can be represented by the sum or difference of at most O ﬁj {2,3,5}-inte-

gers. Since

log kn+m+l < log(

loglogk
Lj—lo k—nlog2—-mlog A—Cmlogn
2n . Amnm«C g g g g )
in order to make £,,,+; smaller than 2”"““, we can let

logk — nlog2 — mlogA — nlog2 — mlogA — Cmlogn < c|logk,

so logk,.,1 < cilogk < byclog2.
The condition above is equivalent to

(I-¢)logk — ﬁ log2 <m| log A+ Clog M )
loglog k loglog k

Then for k large enough and some real number C’,

, logk

<m
loglogk —logloglogk

logk logk

Let f(k)=C"
S &) loglog k

. To show f(k)= O[ J, that is, there

loglogk —logloglogk
exists constant D such that

e logk <D logk

loglogk —logloglogk loglogk

We only need to prove that C'loglogk < Dloglogk — Dlogloglogk. However, when D >
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(' and £ large enough, this condition is established. So we have f (k) = O(M) .Qa

loglogk
4. CONCLUSION
In this paper, we have studied constrained triple-base number system, and shown
that an integer k£ can be represented using at most O % {2,3,5} -integers under
oglog

reasonable restriction of exponents. Compared with the result of Theorem 1, this result is
more practical and provides a theoretical basis for selecting appropriate parameters in
practical application.
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