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When new vehicles dynamically join in vehicular ad hoc networks (VANETs), there 

will be hundreds of messages with signatures need to be authenticated by road side units 
(RSU) in a very short time. If those signatures can be batch verified, the verification effi-
ciency will be greatly improved. The aggregate signature technology is the desired tech-
nique towards addressing such problem. It can greatly reduce the total signature length 
and verification cost and is very efficient and useful in VANETs. In this paper, a novel 
security-enhanced certificateless aggregate signature scheme for VANETs (SCLAS) is 
proposed. Our SCLAS scheme can resist the existing powerful attacks and have a higher 
efficiency than the existing related schemes. The SCLAS scheme also can provide con-
trolled privacy-preserving, which ensures both authentication security and privacy pro-
tection simultaneously. Besides, in the random model, it is proven existentially unforgea-
ble against adaptive chosen message and identity attacks under the hardness assumption 
of the computational Diffie-Hellman problem. The performance evaluation shows our 
proposed scheme has little storage space and low computation cost compared to prior re-
lated work. Hence the SCLAS scheme is very suitable for the VANETs safety-related 
applications.     
 
Keywords: certificateless public key cryptosystem, aggregate signature, computational 
Diffie-Hellman problem (CDHP), vehicle-to-infrastructure (V2I), vehicular ad hoc net-
works (VANETs) 
 
 

 1. INTRODUCTION 
 
With the massive development of wireless communication technologies, vehicular 

ad hoc networks (VANETs) have become a significant research area for its specific ap-
plications such as road safety and traffic management. A VANET consists of trusted 
authorities (TAs), road side units (RSUs) and on board units (OBUs) installed in the ve-
hicles, see Fig. 1. In VANETs, there mainly are two challenges. On the one hand, vehi-
cles communicate with each other, as well as with RSUs through an open wireless chan-
nel, attackers can easily get users’ private information, such as identity, track, hobbies, 
etc., if they are not properly protected. On the other hand, high-speed mobility leads to 
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limited communication time among RSUs and vehicles. As a result, it is crucial to design 
an efficient authentication scheme with privacy preserving for VANETs.  

Privacy protection is an important factor for the public acceptance and successful 
deployment of VANETs and V2I technology. In general, the users do not want their sen-
sitive information such as real identities to be exposed. The pseudonym is widely used in 
the communication among entities to provide users’ anonymity, such as schemes in [1, 2]. 
However, when a traffic collision or crime occurs, the legal authorities should be able to 
retrieve or trace vehicle message by revealing their identities. So many security frame-
works based on cryptographic techniques have been proposed so far to achieve the users’ 
privacy preserving in VANETs. Gamage et al. [3] put forward an ID-based ring signa-
ture scheme with enhanced privacy. And some schemes based on group signature are 
proposed in schemes [4-7]. However, Malhi et al. [8] point out that both ring signature 
and group signature are not practical in context of VANETs applications because of their 
complex structure and high computation cost. More efficient and lightweight schemes 
are urgently needed for mobile OBUs with limited storage, computation and communi-
cation capabilities in VANETs.  

Nowadays authentication is the most crucial security issue for VANETs. And au-
thentication with conditional privacy-preserving becomes a public challenge in security 
field. Generally digital signatures are widely used to authenticate messages senders or 
provide integrity of messages. According to the dedicated short range communications 
protocol [9], each vehicle broadcasts traffic related messages every 100-300 ms, an RSU 
usually is needed to oversee 180 vehicles in a high density traffic scenario. Hence one 
RSU needs to complete at least about 600 authentications per second. A lot of time will 
be consumed if the message signatures are verified independently (such as one by one), 
which may cause the important messages without being verified to be lost. In this case, it 
would be preferable to introduce a new technique which can verify all the signatures 
received from vehicles in a batch manner and greatly saves the signature verification 
time. The aggregate signature is an ideal technique towards solving these problems. 

1.1 Related Work 

In 2003, Boneh et al. [10] put forward the concept of aggregate signature that it al-
lows an efficient algorithm to aggregate n signatures on n distinct messages from n dis-
tinct users into one signature. An aggregated signature allows the verifier to authenticate 
the n signatures simultaneously by one verification equation (in a batch manner). Due to 
the characteristics of aggregate signature, the workload of signature verifier is greatly 
reduced and the authentication efficiency is improved simultaneously. Both memory 
space and communication cost will also be saved at the same time, and the loss of au-
thenticated messages because of congestion also is reduced. Hence, aggregate signature 
schemes are attractive to applications in environments with low bandwidth communica-
tions, low storage and low computability such as mobile authentication.  

Several PKI (Public Key Infrastructure)-based and ID-based aggregate signature 
schemes have been proposed [11-17] in the last few years. However, PKI-based authen-
tication mechanisms require a certificate authority to maintain a huge pool of certificates 
for users, and users need additional computation to verify the validity of other users’ 
certificates. Although ID-based authentication mechanisms alleviate the certificate man-
agement and solve the problems of dynamic certificate revocation, they are considered 



A PRIVACY-PRESERVING V2I AUTHENTICATION SCHEME WITHOUT CERTIFICATES 1027

suitable only for private network because of the inherent key escrow problem. In addi-
tion, some of ID-based aggregate signature schemes also have different security flaws. 
For example, Song et al. first proposed an ID-based aggregate signature scheme [13], but 
it is proved to be universally forgeable later. The scheme in [14] is inefficient since each 
signer’s private key is composed of two group elements, which will bring the security 
storage problem for each signer. Wen et al. [15] pointed out a security drawback of the 
scheme in [16] and proposed a new one, but the signature length of the new scheme [15] 
linearly increases with the number of signers, resulting a huge verification cost. Yu et al. 
[17] presented a new ID-based aggregate signature which is easy vulnerable to parameter 
substitution attack. An adversary can forge anyone’s signature if he replace Q with 
Q′=xP, xZ*

q. Hence, those schemes are still infeasible in practice.  
In order to overcome the key escrow problem of ID-based public key cryptosystem 

(ID-PKC), Al-Riyami and Peterson [18] proposed certificateless public key cryptography 
(CL-PKC) in 2003. In CL-PKC the Key Generation Center (KGC) does not know the 
user’s full private key. Thus, CL-PKC systems solve the key escrow problem inherent in 
ID-PKC, as well as, the certificate management problems in traditional PKI cryptosys-
tem. Some other mechanisms may also be used to eliminate the key escrow problem. For 
instances, in [19], a new aggregate signature scheme and distributed mechanism are ap-
plied to solve this problem. But in this paper, we mainly investigate the aggregate signa-
tures schemes in the CL-PKC for VANETs. 

A certificateless aggregate signature (CLAS, for short) scheme combines advan- 
tages of aggregate signatures and CL-PKC. In a well-designed CLAS scheme, the signa-
ture sizes and verifications costs are independent of the number of the original signing 
messages. Due to this advantage, much attention has been paid to CLAS schemes in re-
cent years. In 2007, Gong et al. firstly present two CLAS schemes and define the securi-
ty model of CLAS schemes [20]. However, Zhang et al. pointed out some drawbacks of 
the security model in [20] and proposed a new scheme [21]. Xiong et al. recently pro-
posed a certificateless aggregate signature (CLSA) scheme which is suitable for vehicu-
lar ad hoc networks [22]. However, in Xiong et al.’s new scheme, the aggregate signa-
ture length linearly increases with the number of signers, the same problem cannot be 
solved in schemes [23, 24]. Recently, in the up-to-date CLAS schemes proposed [25-29], 
the length of the aggregate signature becomes constant and the efficiency of CLAS 
schemes is greatly improved. Chen et al. [29] and Cheng et al. [24] point out that Xiong 
et al.’s scheme [22] is insecure against the type II adversary and then propose two im-
proved schemes, respectively. Unfortunately, Zhang et al. [30] gives a more powerful 
attack on Chen et al.’s scheme. Although Cheng et al.’s scheme can resist Zhang et al.’s 
attack, the final aggregate signature of their scheme linearly increases with the number of 
original signers, as well as the scheme in [31], which leads to lower efficiency. So there 
is still a space to improve the efficiency of the aggregate signature scheme. And few 
studies combine CLAS and privacy-preserving. We are trying to design a new securely 
lightweight CLAS scheme with conditional privacy-preserving for VANETs.  

1.2 Our Contributions 

In this paper, a new certificateless aggregate signature scheme with conditional pri-
vacy-preserving for V2I authentication in VANETs is presented. Compared with the 
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existing batch verification schemes, our SCLAS scheme has the following advantages: 
 

 Firstly, our proposed scheme can provide controlled anonymity, i.e., each vehicle is 
distributed a pseudonym (i.e. an assumed identity) to ensure the private communica-
tion, meanwhile, a legal trace authority (TRA) can retrieve the real identity from any 
pseudo identity for any dispute event; 

 Secondly, the final aggregate signature of our proposed SCLAS scheme only consists 
of two group elements, which have a lower storage and communication cost than 
Cheng et al.’s scheme. In addition, in our SCLAS scheme, the verification algorithm 
needs only four pairing computations, which does not linearly increase with the num-
ber of signatures being aggregated. So the scheme is highly efficient in computation; 

 Thirdly, our SCLAS scheme can resist Zhang et al.’s powerful attack [30]. It also is pro- 
ven existentially unforgeable against adaptive chosen-message and chosen-identity at-
tacks in the random oracle model under the CDHP assumption over an additive group. 

 
The rest of the paper is organized as follows. Section 2 gives some preliminaries 

and the generic security model of CLAS schemes. The new SCLAS scheme is presented 
in Section 3 and its security is proven in Section 4. In Section 5, the performance of our 
scheme and some existing CLAS schemes for VANETs is compared. Finally, Section 6 
concludes our paper. 

2. PRELIMINARIES 

2.1 Bilinear Pairing 

Let G1 be an additive group of prime order q, and G2 be a multiplicative group with 
the same order. A map e: G1×G1  G2 is called a bilinear map if it satisfies three prop-
erties: Bilinearity (i.e. P, QG1, a, bZ*

q, e(aP, bQ) = e(P, Q)ab), non-degeneracy and 
computability. Details please see [1, 10]. 

2.2 Computation Assumptions 

The security of our scheme is based on the assumption of intractability of the CDHP 
and DLP. DLP assumption means it is computationally infeasible to obtain integers a, r 
from given UG1, VG2 such that U=aP and V=e(P, Q)r. CDHP assumption refers to 
that it is hard to compute abP given (P, aP, bP) for unknown a, bZ*

q
 
where P is a gener-

ator of a cyclic group G1 with order q. In other words, there is no algorithm solve it in 
polynomial time with non-ignorable probability. 

2.3 Framework of Certificateless Aggregate Signature Scheme 

Definition 1: Our SCLAS scheme involves n vehicles V1, V2, …, Vn, some road side 
units (RSUs) and a trusted authority TA. TA is composed of a trace authority (TRA) and 
a key generation center (KGC). It is composed of six polynomial time-bound algorithms:  
 
Setup, Pseudo-Identity-Generate (PIG), Vehicle-Key-Generate, Partial-Private-Key- 
Extract (PPKE), Sign, Aggregate-Sign-Verify (ASV). Six algorithms are described as 
follows. 
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Setup: This algorithm is performed by TRA and KGC. Input a security parameter 1 to 
the algorithm, output master public secret key pair (mpkK, mskK) for KGC, (mpkT, mskT) 
for TRA, and a list of system parameters params.   
 
PIG: This algorithm is run by TRA that accepts a vehicle Vi’s real identity RIDi to cal-
culate the corresponding pseudo identity IDi.   
 
VKG: This algorithm is run by each vehicle that takes a vehicle Vi’s pseudo identity IDi, 
selects a random value xi and outputs the vehicle’s secret value/public key xi/pki. 
 
PPKE: This algorithm is performed by KGC. Input mskK, system parameters params, a 
vehicle Vi’s pseudo identity IDi and his public key pki, output the Vi’s partial private key 
Di.KGC sends it to Vi by a secure channel. The secret key of Vi is (Di, xi). 
 
Sign: This algorithm is run by each vehicle. A vehicle Vi inputs system parameters pa- 
rams, a message mi, and pseudo identity IDi and his private key (Di, xi) and public key 
pki, and outputs a signature i on message mi. 
 
ASV: This algorithm has two steps and is performed by one of RSUs. First, it takes n 
vehicles’ signature i on message mi as input and outputs an aggregate signature σ on 
message (m1, m2, ..., mn). Second, it inputs system parameters params, n vehicle’s pseu-
do identity (ID1, ID2, ..., IDn) and corresponding public keys (pk1, pk2, ..., pkn), message 
(m1, m2, ..., mn), and an aggregate signature . It outputs true if the aggregate signature is 
valid, or false otherwise. 

2.4 Security Models of Certificateless Aggregate Signature Scheme 

Generally, two types of adversaries are considered in CL-PKC-type I adversaries 
and type II adversaries. A type I adversary A1 does not have access to the master key, but 
he has the ability to replace the public key of any vehicle with a value of his choice. 
While a type II adversary A2 has the ability to obtain the mskK, but cannot perform public 
key replacement. The security of our SCLAS scheme is modeled via the following two 
games between a challenger C and an adversary A1 or A2. BRoth Game 1 and Game 2 
are composed of three phase: Setup, Attack, Forgery, which are described as follows. 
 
Game 1 (For type I adversary) 
Setup: The challenger C run the Setup algorithm that takes a security parameter 1 as in- 
put to obtain the system parameters params and a mskK s. C then sends params to the 
adversary A1 while keeps the mskK s secret. 
 
Attack: A1 can perform a polynomially bounded number of the following types of que-
ries in an adaptive way. 
 
 Hash queries: A1 can request any hash value, C return the corresponding value. 
 PPKE queries: When A1 requests the partial private key of a vehicle Vi with pseudo 

identity IDi, C responds Vi’s partial private key Di by running PPKE algorithm. 
 Public-Key queries: When A1 requests the public key of Vi with pseudo identity IDi, C 
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answers the corresponding public key pki by running Vehicle-Key-Generate algorithm.  
 Secret-Value queries: When A1 requests the secret value of a vehicle whose pseudo 

identity is IDi. In respond, C outputs the secret value xi (C outputs , if the signer’s 
public key has been replaced). 

 Public-Key-replacement queries: For any vehicle Vi with pseudo identity IDi, A1 can 
choose a random value pki' as the new public key of Vi. C will record this replacement. 

 Sign queries: When A1 requests Vi’s signature on a message mi in the region of RSUj, C 
responds the corresponding signature i by running Sign algorithm. 

 
Forgery: Finally, A1 outputs a tuple (m*, ID*, RSU*, *) in which m* = (m*

1, m
*
2, …, m*

n), 
ID* = (ID*

1, ID
*
2, …, ID*

n), and * is an aggregate signature. A1 wins Game 1 if and only if: 
(1) * is a valid aggregate signature on messages m* under identities (ID*

1, ID
*
2, …, ID*

n) 
and the corresponding public keys (pk*

1, pk*
2, …, pk*

n); (2) At least one of the identities, 
without loss of generality, say ID*

1ID* has not been queried during the PPKE queries 
and the (m*

1, ID
*
1) has never been queried during the Sign queries. 

 
Game 2 (For type II adversary) 

In this game, C works similarly in Game 1 and interacts with adversary A2 in almost 
the same way, except the flowing differences. 

 
 In Setup phase, C will send the mskK to the adversary A2 since A2 simulates a malicious 

KGC. 
 In Attack phase, A2 has never performed PPKE queries to get Vi’s partial private key Di, 

nor performed Public-Key-replacement queries to replace Vi’s public key pki.  
 
Remark 1: In two above games, the responses from the random oracle to A1’s and A2’s 
are uniformly random and independently distributed in G1. From the A’s view, all re-
sponses are valid and random, which are indistinguishable from the real life. 

 3. OUR EFFICIENT SCLAS SCHEME FOR VANETS 

In our scheme, it involves n vehicles V1, V2, ..., Vn, some road side units (RSUs) and 
a trusted authority (TA), which is composed of a trace authority (TRA) and a key gener-
ation center (KGC). And TRA is only responsible for Vi’s pseudonym generation and 
tracing the dishonest Vi’s real identity. KGC is only charge of the generation of Vi’s par-
tial private key Di. Since we assume that the KGC may be dishonest and TRA must be 
fully trusted, so KGC and TRA need be separated and each performs its own functions. 
RSUs are the aggregator and verifier of n signatures from n mobile vehicles Vi (Fig. 2).  

A novel and efficient SCLAS scheme for VANETs is stated as follows. 
 
Setup: Both the KGC and TRA input a security parameter 1, the algorithm outputs a 
cyclic additive group G1 on elliptic curve which is generated by P with prime order q ≥ 
2, a cyclic multiplicative group G2 with the same order, a bilinear map e: G1×G1  G2, 
four cryptographically secure hash functions H0: G1{0,1}n, H1: {0,1}*×G2

2G1, H2: G1
2 

 G1, H3: {0, 1}*×G1
3  Z*

q. 
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Fig. 1. Generic Framework of VANETs. Fig. 2. Function of each participator in our SCLAS 

scheme.
 

The KGC selects a random sZ*
q as the system master secret key mskK and sets 

Ppub=sP as master public key mpkK. And the TRA chooses a random tZ*
q as mskT and 

sets Tpub=tP as mpkT. Both of them keep their mskK, mskT secret. Each RSUi (i = 1, 2, ..., 
n) have a different identity number Nrsui

{0, 1}*, which is public. The KGC and TRA 
publish the system parameters params ={q, G1, G2, e(.,.), P, Ppub, Tpub, H0, H1, H2, H3}. 
 
PIG: A vehicle Vi computes IDi1=kiP for a randomness kiZ*

q and V=kiTpubRIDi, then Vi 
transmits (IDi1, V) to the TRA. RIDi is the real identity of the vehicle Vi and |RIDi|=n. 
After receiving (IDi1, V), the TRA calculates RIDi=VtIDi1 and verifies RIDi’s validity, 
then computes IDi2=RIDitH0(IDi1) then sends a pseudo identity IDi=(IDi1, IDi2) to vehi-
cle Vi. It’s worth mentioning that the TRA does not need to record anything in its secret 
database, because TRA can get any Vi’s real identity from its pseudo identity IDi=(IDi1, 
IDi2) by calculating RIDi=IDi2tH0(IDi1). 
 
VKG: A vehicle Vi selects a random xiZ*

q as his secret value and computes pki=xiP. Vi 
publicly released his public key pki. 
 
PPKE: KGC inputs params and mskK s, Vi’s identity IDi and his public key pki, and 
computes Qi=H1(IDi1||IDi2||pki), sends partial private key Di=sQi to Vi via a secure chan-
nel. The Vi’s full private key ski=(xi, Di). 
 
Sign: Input params, a signed message miM (M={0,1}*), the vehicle Vi’s identity IDi 
and his private and public key ski and pki, the vehicle Vi in the region of RSUj (see Fig. 3 
which show the RSUs’ regional regulation), performs the following steps. 

 
1. Chooses riZ*

q and computes Ri=riP, hi=H3(mi||Qi||pki||Ri); 
2. Computes W=H2(Ppub, Nrsuj

), T = H2(Tpub, Nrsuj
), Si=Di+xiW + hiriT; 

3. Outputs i=(Ri, Si) as the signature on mi. 
 
ASV: After receiving n signatures {mi, i=(Ri, Si) }

n
i=1 from n distinct vehicles, RSUj first 

aggregate n signatures into one. The RSUj inputs params and computes hi=H3(mi||Qi||pki||  

Ri), 1 ≤ i ≤ n. Then RSUj computes R = 
n

i=1hiRi, S = 
n

i=1Ri. Finally, it outputs the aggre- 

            RSU3
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




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gate signature  = (R, S). Secondly, the RSUi verify this aggregate signature =(R, S) is 
signed by n vehicles with pseudo identities {IDi}

n
i=1 and corresponding public key {pki}

n
i=1 

on message {mi}
n
i=1, he will do the following steps: 

 
1. Computes W=H2(Ppub, Nrsuj), T=H2(Tpub, Nrsuj), Qi=H1(IDi1||IDi2||pki), 1≤ i ≤ n; 
2. Verifies e(S, P) ?= e(

n

i=1Qi, Ppub)e(
n

i=1pki, W)e(R, T); (1) 
 
If the Eq. (1) holds, the algorithm outputs true. Otherwise, it outputs false. 

 
Remark 2: Many schemes in [20, 21, 23, 26, 27, 29] require certain synchronization like 
state information so that all vehicles must share the same state information to generate an 
aggregate signature. As Horng et al. [1] said it is not easy to achieve synchronized in 
many computing scenarios. Clearly, our scheme does not require the synchronization of 
aggregated state information. But in [32], a recent new scheme shows a way to achieve 
such synchronization in VANETs. 

4. SECURITY PROOF OF OUR PROPOSED SCHEME 

4.1 Correctness 

This equation shows that our SCLAS scheme satisfies correctness, 

).,(),(),(

),(),(),(),(),(

11

1111

TReWpkePQe
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i ipub
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n
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








   (2) 

4.2 Security Proof 

Theorem 1: In the random oracle model, if there exists a type I adversary A1 who has an 
advantage  in forging a valid aggregate signature of our scheme in an attack modeled by 
Game 1 within a time t for a security parameter k, after A1 asking at most qHi

 times Hi (i = 
1, 2, 3) queries, qp times Partial-Private-Key-Extract queries, qpk times Public-Key que-
ries, qsv times Secret-Value queries, qs times Sign queries, then the CDHP can be solved 
within time t  t+O(2qH1

+2qH2
+2qp+qpk+qsv+5qs+2n+1)tsm and with the probability  

 1
pq n e（ （  (e is the natural base), where tsm is the time to compute a scalar multiplication  

in G1, n is the size of the aggregating set. 
 
Proof: We will describe how C can use A1 as a subroutine to solve a given instance (P, 
aP, bP) of CDHP in G1 in the following. 
 
Setup: Firstly, C sets Ppub=aP and selects params={q, G1, G2, e(.,.), P, Ppub, Tpub, H0, H1, 
H2, H3}, then he sends params to A1. 
 
Attack: The adversary A1 can perform a polynomially bounded number of the following 
types of queries in an adaptive manner. C maintains four lists LH1

, LH2
, LH3

, Lpk that are 
initially empty, C simulates three Hash oracles and VKG oracle.   
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H1 queries: C maintains a list LH1
 of tuples (IDk, pkk, αk, Qk, Dk, ck). When A1 initiates a 

H1 query on IDi, if the request has been asked before, C returns the same answer from the 
list LH1

. Otherwise, C first randomly picks i Z*
q, then flips a coin ck{0,1} that yields 0 

with probability  and 1 with probability 1− ( will be determined later). If ci=0, C sets 
Qi=ibP, Di=; Otherwise, sets Qi=iP, Di=iaP; Finally, C adds (IDk, pkk, αk, Qk, Dk, ck) 
to LH1

, returns Qi as answer. 
 
H2 queries: C maintains a list LH2 

of tuples {(Ppub, RSUk, k, Wk), (Tpub, RSUk, k, Tk)}. On 
receiving a query H2(Ppub, Nrsui

) or H2(Tpub, Nrsui
), the same answer from the list LH2

 will 
be given if the request has been asked before. Otherwise, C selects randomly i, kZ*

q, 
computes Wi=iaP or Ti=iP, adds (Ppub, RSUi, i, Wi) or (Tpub, RSUi, i, Ti)} to LH2

 and 
returns Wi or Ti as answer. 
 
H3 queries: C maintains a list LH3

 of tuples (mk, Qk, pkk, Rk, hk). When A1 launches a 
query (mi, Qi, pki, Ri) to H3, if the request has been asked before, C returns the same an-
swer from the list LH3

. Otherwise, C selects randomly hiZ*
q, adds (mi, Qi, pki, Ri, hi) to 

LH3
 and returns hi as answer. 

 
PPKE queries: If A1 issues a PPKE query on IDi, C makes an H1 query on IDi and finds 
the tuple (IDi, pki, i, Qi, Di, ci) on LH3

. If ci=0, C returns . Or else, C returns Di. 
 
Public-Key queries: C maintains a list Lpk of tuples (IDk, xk, pkk, dk). Whenever A1 issues 
a Public-Key query on IDi the same answer from the list Lpk will be given if the request 
has been asked before. Otherwise, C selects randomly xiZ*

q, computes pki=xiP, sets di:= 
0 (di denotes the times of public key replacement), adds (IDi, xi, pki, di) to Lpk and returns 
pki as answer. 
 
Secret-Value queries: When A1 issues a Secret-Value query on IDi, C first makes a Pub-
lic-Key query on IDi and finds the tuple (IDi, xi, pki, di) on Lpk. If di=0, C returns xi, oth-
erwise, C returns . 
 
Public-Key-Replacement queries: When A1 issues a Public-Key-Replacement query on 
IDi, C first makes a Public-Key query on IDi and finds the tuple (IDi, xi, pki, di) on Lpk, 
then C replaces pki with pki chosen by A1 and puts d:=d +1. C returns pki. 
 
Sign queries: When A1 issues a Sign query on tuple (mi, IDi, pki, RSUi), C finds tuple 
(IDi, pki, i, Qi, Di, ci), (Ppub, RSUi, i, Wi) and (Tpub, RSUi, i, Ti) from LH1

 and LH2
.  

 
1. If ci=0, C selects a random riZ*

q computes Ri=riPQi, sets hi=i
-1, adds (mi, Qi, pki, Ri, 

hi) to LH3
. Then C sets Ti=iPpub, computes Si=ipki+riPpub; 

2. If ci=1, C executes Sign algorithm in the normal way and returns what the Sign algo-
rithm returns. Finally, C returns i=(Ri, Si). 

 
Forgery: Eventually, A1 outputs a tuple (m*, ID*, RSU*, *) in which m* = (m*

1, m
*
2, …, 

m*
n), ID

* = (ID*
1, ID

*
2, …, ID*

n), and * is an aggregate signature . It satisfies that: (1) * is 
a valid aggregate signature on messages m* under identities (ID*

1, ID
*
2, …, ID*

n) and the 
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corresponding public keys (pk*
1, pk*

2, …, pk*
n); (2) At least one of the identities, say ID*

1 
ID* has not been queried during the PPKE queries. And the (m*

1, ID*
1) has never been 

queried during the Sign queries.  
For all 1 ≤ i ≤ n, C finds tuple (ID*

i, pk*
i, *

i, Q
*
i, D

*
i, c

*
i) from LH1

, (Ppub, RSU*, *, W*) 
and (Tpub, RSU*, *, T*) from LH2

. If c1 = 0 and ci = 1, i = 2, 3, …, n, C continues. Other-
wise, C aborts. The forged signature * = (R*, S*) must satisfy Eq. (1).  

e(Q*
1, Ppub) = e(S*, P)e(

n

i=2Q
*
i, Ppub)e(

n

i=1pk*
i, W*)e(R*, T*)    (3) 

By our setting, Q*
1 = *

1bP, W*=β*P, T =γ*P and for all 2  i  n, Q*
i = *

iP, hence, C  
can compute abP = (*

i)
-1(S* 

n

i=2*
iPpub  

n

i=2*pki  *R*). To complete the proof, we 
shall show that C solve the given instance of CDHP with probability    

1

pq n e
. First 

we analyze the three events for C to succeed: 
 
E1: C does not abort any A1’s PPKE queries; 
E2: A1 generates a valid and nontrivial forged aggregate signature. 
E3: Event E2 occurs, and c*

1 = 0 and c*
i = 1 for all i, 2  i  n. 

 
C succeeds if all the above events happen. The probability Pr[E1E2E3] can be de-

composed as Pr[E1E2E3]=Pr[E1]Pr[E2|E1]Pr[E3|E1E2].  
 
Claim 1: As Pr[ci=1]=1, the probability that C doesn’t abort for a PPKE query is 1. 
Since A1 makes at most qp times to the PPKE oracle, the probability that C does not abort 
any A1’s PPKE queries is at least (1)qp. Hence we have Pr[E1]  (1)qp. 
 
Claim 2: Suppose C does not abort any A1’s signature queries and PPKE extraction que-
ries, then A1’s view is the same as the view in the real attack. Hence, Pr[E2|E1]=. 
 
Claim 3: Suppose Event E2 occurs, C will abort unless A1 generates a forgery such that 
c1=0 and ci=1, i = 2, 3, …, n. Hence we have Pr[E3|E1E2]  (1)n-1. Totally, we have 
 = Pr[E1E2E3]  (1)qp(1)n-1 = (1)qp+n-1 when δ= nqp 

1 , (1)qp+n-1 is max- 

imized at 

11 1(1 ) p

p p

q n

q n q n

 
  . When qp is sufficient large, this probability approaches    enqp

1 . 
Hence we have    

1

pq n e
. 

The running time t for C is the sum of A1’s running time, the time that C answers 
queries and C computes the CDHP instance. During each H1 query, H2 query, PPKE 
query, Public-Key query, Secret-Value query and Sign query, it needs 2,2,2,1,1,5 scalar 
multiplications respectively. And during C computing the CDHP instance, it needs 2n+1 
scalar multiplication. So t  t + O(2qH1 

+ 2qH2 
+ 2qp + qpk + qsv + 5qs + 2n + 1)tsm. 

 
Theorem 2: In the random oracle model, if there exists a type II adversary A2 who has 
an advantage  in forging a signature of our scheme in an attack modeled by Game 2 
within a time span t for a security parameter k, after asking at most qHi

 times Hi(i = 2, 3) 
queries, qpk times Public-Key queries, qsv times Secret-Value queries, qs times Sign que-
ries. Then the CDHP can be solved within time t  t + O(2q

2 
+ qpk + qsv + 5qs + 2n + 1)tsm 

and with the probability    
1

pq n e
 (e is the natural base). 
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Proof: The following will show how C can use A2 as a subroutine to solve a given in-
stance (P, aP, bP) of CDHP in G1.  
 
Setup: Firstly, C chooses a random sZ*

q as the mskK, sets Ppub = sP and selects params 
= {q, G1, G2, e, P, Ppub, Tpub, H0, H1, H2, H3}, then he sends params and s to A2. Since A2 
gets s and can do PPKE by himself and it don’t need H1 queries. 
 
Attack: The adversary A2 can perform a polynomially bounded number of the following 
types of queries in an adaptive manner. C keeps three lists LH2

, LH3
 and Lpk to simulate 

hash oracles H2, H3 and VKG oracle, they are initially empty. 
 
H2 queries: C maintains a list LH2

 of tuples {(Ppub, RSUk, k, Wk), (Tpub, RSUk, k, Tk)}. On 
receiving a query H2(Ppub, Nrsui

) or H2(Tpub, Nrsui
), the same answer from the list LH2

 will 
be given if the request has been asked before. Otherwise, C selects randomly i, iZ*

q, 
computes Wi = iaP or Ti = iP, adds (Ppub, RSUi, i, Wi) or (Tpub, RSUi, i, Ti) to LH2

 and 
returns Wi or Ti as answer. 
 
H3 queries: C maintains a list LH3

 of tuples (mk, Qk, pkk, Rk, hk). When A2 issues a query 
(mi, Qi, pki, Ri) to H3, if the request has been asked before, C returns the same answer 
from the list LH3

. Otherwise, C selects randomly hiZ*
q, adds (mi, Qi, pki, Ri, hi) to LH3

 and 
returns hi as answer. 
 
Public-Key queries: C maintains a list Lpk of tuples (IDk, xk, pkk, ck). Whenever A2 issues 
a Public-Key query on IDi, the same answer from the list Lpk will be given if the request 
has been asked before. Otherwise, C first selects random xiZ*

q, then flips a coin ci{0, 1} 
that yields 0 with probability  and 1 with probability 1. If ci=0, C sets pki=xibP; if 
ci=1, C sets pki=xiP. Finally C adds (IDi, xi, pki, ci) to Lpk and returns pki.  
 
Secret-Value queries: When A2 issues a Secret-Value query on IDi, C first makes a 
Public-Key query on IDi and finds the tuple (IDi, xi, pki, ci) on Lpk. If ci=1, C returns xi. 
Otherwise, C returns . 
 
Sign queries: When A2 issues a Sign query on tuple (mi, IDi, pki, RSUi), C finds tuple 
(Ppub, RSUi, i, Wi) and (Tpub, RSUi, i, Ti) from LH2

. Then C performs as follows: 
 
1. If ci=0, C selects a random riZ*

q; computes Ri=riPβipki, sets hi=i
-1, adds (mi, Qi, pki, 

Ri, hi) to LH3
. Then C sets Ti=iaP and computes Si=Di+ri aP; 

2. If ci=1, C executes Sign algorithm in the normal way and returns what the Sign algo-
rithm returns. At last, C returns i=(Ri, Si). 

 

Forgery: A2 outputs a four-tuple (m*, ID*, RSU*, *) in which m* = (m*
1, m

*
2, …, m*

n), ID
* 

= (ID*
1, ID

*
2, …, ID*

n) and * is a valid aggregate signature. A2 wins the Game. 
 
For all 1  i  n, C finds tuple (Ppub, RSU*, *, W*) and (Tpub, RSU*, *, T*) from LH2

, 
and (m*

i, ID*
i, pk*

i, h*
i) from LH3

. If c1=0 and ci=1, 2  i  n, C continues; otherwise, C 
aborts. Since the forged *=(R*, S*) must satisfies Eq. (1), we have 
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e(pk*
1, W

*) = e(S*, P)e(
n

i=1D
*
i, P)e(

n

i=2pk*
i, W*)e(R*, T*).    (4) 

By our setting, pk*
1 = x*

2bP, T* = *P and for 2  i  n, pk*
i = x*

iP. Hence, C can com- 
pute abP =(x*

i)-1  (S*
n

i=1D
*
i  

n

i=2x
*
iW

*  *R*).
 

 
Three events needed for C to succeed are following:  
 
E1: C does not abort as a result of any of A2’s Secret-Value queries. 
E2: A2 generates a valid and nontrivial forged aggregate signature. 
E3: Event E2 occurs, and c*

1 = 0 and c*
i = 1 for all i, 2  i  n.   

 
The rest proof is very similar with Game 1. C can solve the given instance of CDHP 

with probability    
1

pq n e
 within time t  t + O(2q

2 
+ qpk + qsv + 5qs + 2n + 1)tsm. Due  

to the limited space, we omit it here. 
According to Theorems 1 and 2, we can get the conclusion: Our SCLAS scheme is 

(t, , n, qH, qp, qpk, qsv, qs)-secure against existential forgery under adversaries A1 and A2 
adaptively choosing message and identity attack. 

5. PERFORMANCE EVALUATION 

In this section, we first compare the computational costs of our scheme with some 
existing CLAS scheme [23, 24, 26-29] in Table 1, where we omit the computations 
which take little time such as Hash algorithm etc. From Table 1, the whole computation 
is mainly composed by A-V cost and Sign cost. From overall perspective, our scheme 
has little computation and better efficiency than other schemes in Table 1. And the par-
tial private key of a signer is only one element in G1, whose length is shorter than that of 
scheme in [23, 26]. As for the final aggregate signature length, our new scheme only 
requires two elements in G1, far shorter than [24, 29], and approximately 320 bits if G1 is 
an additive group on elliptic curve with 160 bits. Therefore, our scheme is the most 
bandwidth-saving and storage-saving simultaneously. 

 

Table 1. Comparisons of computation cost and signature length for six CLAS schemes. 

1. p: Computation cost of pairing operation e(·, ·); 2. sm: Computation cost of scalar multiplications in G1; 3. 
A-V cost: Computation cost of aggregate signature verification; 4. sign cost: Computation cost of signature 
generation; 5. |G1|: Size of one element in G1; 6. q: Size of one element in Z*

q; 7. A-S size: Size of an aggregate 
signature; 8. sk size: Size of user’s secret key. 

Scheme Sign cost A-V cost A-S size sk size Security 

Scheme in [26] 5 sm 5p+2n sm 2|G1| 2|G1|+q  
Scheme in [27] 3 sm (n+3)p 2|G1| |G1|+q √ 
Scheme in [28] 4 sm 4p+2n sm 2|G1| |G1|+q  
Scheme in [29] 4 sm 4p+2n sm (n+1)|G1| |G1|+q √ 
Scheme in [23] 4 sm 4p+2n sm 2|G1| 2|G1|+2q  
Scheme in [24] 4 sm 3p+2n sm (n+1)|G1| |G1|+q √ 

Our Scheme 3 sm 4p 2|G1| |G1|+q √ 
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Next, we evaluate the efficiency on applying the proposed schemes for VANETs [1, 
8, 33, 34] in Table 2. We adopt the experiment in [35, 36], which observes processing 
time for Tate pairing on a 159-bit subgroup of an MNT cure with an embedding degree 6 
at an 80-bit security level, running on an Intel i7 3.07 GHz machine, the following result 
is obtained: p is 3.21 ms and sm is 0.39 ms. The computational cost of our scheme is 
dominant to pairing operation, which does not linearly increase with the number of ag-
gregated signatures. Then, with the increasing of the vehicles numbers within a RSU’s ra- 
diation range, the RSU’s verification cost is constant. We show our advantage in Fig. 4. 
 

 
Fig. 3. A diagram of RSUs regional regulation. Fig. 4. Verification delay vs. traffic density in 

VANET-based schemes. 
 

Table 2. The comparison of verification overhead of related schemes in VANETs. 

6. CONCLUSIONS 

In this paper, a novel and efficient certificateless aggregate signature scheme is pre-
sented for vehicle communications. The proposed scheme is proven existentially un-
forgeable against adaptive chosen-message attacks and chosen-identity attacks in the 
random model assuming that the DLP and CDHP are hard. The new aggregate signature 
consists of only two group elements which significantly saves storage space. Our scheme 
is designed specifically for securing vehicle communication in VANETs by reducing the 
signature verification time drastically and verifying more messages in specific stipulated 
time, thus increasing the efficiency of communication. So it is more suitable for the ap-
plications in bandwidth-limited, computing-limited and storage-limited mobile devices 
and scenarios such as VANETs.  

Schemes Scheme in [34] Scheme in [33] Scheme in [1] Scheme in [8] Our SCLAS 

Verify a signature 2p+2 sm 2p+sm 3p+ sm 3p+ 3n sm 4p 

Verify n signatures 2p+2n sm 2p+3n sm 3p+ n sm 3p+ 3n sm 4p 
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