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With the large-scale application of blockchain technology, especially the deep inte-
gration of blockchain technology into the administrative and judicial systems, many legis-
lative provisions re-enter into force in the form of codes, and its technical logic and market
logic are preset. The company's values pose a series of unconventional risks and challenges
to the existing legal system, which determines the inheritance and breakthrough of block-
chain legislation to the existing legal framework. In this paper, the existing part based on
encryption traceability technologies, such as blockchain, are analyzed and studied from a
technical point of view, and the traceability technology is simulated and experimentally
analyzed, which can better reflect the importance of corresponding laws.
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1. INTRODUCTION

In recent years, the rapid development of exports in various countries has brought
many problems. Including intellectual property rights, counterfeit goods, logistics and
transportation, information security, etc., it is difficult to solve the traceability problem of
cross-border e-commerce products with existing technical capabilities. All countries have
formulated corresponding laws and regulations to regulate safety issues. An important part
of this technology is to solve the traceability problem of cross-border products by the emer-
gence of blockchain technology. The traceability system of products in cross-border elec-
tronic commerce can be established from the industrial chain of production, processing,
transportation and consumption.

Blockchain and other new technologies follow a three-stage rule: the first stage is
driven by interest. The leading creators and audiences are laboratory technicians, and sel-
dom involve business values, laws and regulations. The second stage is business-driven.
After the new technology shows its commercial potential, investors and speculators have
followed suit. The lagging supervision leads to a lack of supervision in the emerging mar-
ket. The third stage is rule-driven. After the market is stable, both enterprises and govern-
ments standardize relevant technical standards and social applications [8, 9].

In modern cryptographic systems, cryptographic algorithms, cryptographic proto-
cols and key management are three indispensable parts, and among these three, crypto-
graphic algorithm is undoubtedly the core. Although the practice has proved that most
security vulnerabilities are generated during the process of implementation and deploy-
ment, the security of the algorithm directly determines whether the foundation of a remote
system is secure [10, 11]. For example, using unsafe algorithms such as SHA-1, MD 4,
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MD 5, RC 4, RSA, etc., and the critical length is less than 2048 bits, it is impossible to
realize a secure cryptosystem. Thus, the secrecy laws and password laws promulgated by
various countries have their implementation effects.

Passwords are divided into core passwords, common passwords and business pass-
words. Core passwords and conventional passwords are state secrets, while retail pass-
words protect information that is not a state secret. Therefore, in common applications,
business passwords have been widely promoted. Therefore, in practice, when “state secrets”
are mentioned, each country’s own domestic business password algorithms are often used
as the default.
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Fig. 1. The cloud pipe end of industrial internet security.

Industrial Internet security is an indispensable part of industrial information security,
and the development of the industrial Internet urgently needs the synchronous application
and development of passwords. Passwords can avoid the back door. By using crypto-
graphic technology, people, software and hardware, process and so on Can be trusted to
ensure that there is no back door. The identity of the future needs to be authenticated when
it is connected, and the identity of the sender needs to be shown when the end executes
important instructions; “pipeline” can be understood as a communication channel. The data
collected by the end is sent out, the platform transmission needs to be encrypted, and the
platform also needs to be encrypted when sending data to specific actuator; “cloud” can be
understood as a platform, and the security policy of the platform needs a password protec-
tion.

In this paper, the existing part based on encryption traceability technologies, such as
blockchain, are analyzed and studied from a technical point of view, and the traceability
technology is simulated and experimentally analyzed, which can better reflect the im-
portance of corresponding laws.

2. RELATED WORK

Blockchain refers to a series of data records with time stamps managed by a computer
cluster that does not belong to any single entity. The whole data network has no central
authority, because it is a shared network and its information is open to all. The problem of
cross-border logistics can be solved through blockchain technology. The logistics of cross-
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border electronic commerce products mainly passes through postal parcels, cross-border
logistics and memorial lines, while the construction of international express delivery and
overseas warehouses is relatively slow. There are many difficulties in the traceability of
cross- border logistics [16]. With an efficient and safe operating system, the whole block-
chain is a data storage point, which can optimize the whole cross-border logistics and find
a more suitable path. It can solve the problems of high cost and slow speed of cross-border
logistics at present, and then determine which link has the problem and track the responsi-
ble person.

Cross-border product quality problems can be solved through blockchain technology.
After many years of export development of cross-border electronic commerce, the quantity
and value of products have increased rapidly, but the quality problem of product have also
been exposed. The main reason is that most cross-border e-commerce export companies
have no brand awareness, and foreign trade companies that have grown up with OEM
orders cannot form competitive international brands by competing at low prices. Some
cross-border export companies have grown up on the Taobao platform, over-pursuing sales,
and product quality cannot be guaranteed. It is difficult to unify the standards because the
product quality of cross-border commodity export companies is not uniform. Cross-border
product are difficult to return and exchange, enterprises consume a lot, and products they
sell cannot be traced back. The most fundamental reason is that foreigh consumers can not
accurately grasp the product information, and it is also difficult for domestic merchants to
recourse, and the responsible person cannot be confirmed. Therefore, by using the time
stamp technology of the blockchain, cross-border export companies can verify each links
with problems and find out the responsibility of each node according to the records of
different times and the transparency and invariance of the blockchain technology. Man.
From the raw materials to semi-finished products and finally to finished products, every
link can be traced back. Whether government regulatory agencies or cross-border export
companies can obtain product quality composition information, they can find the nodes of
product quality problems.

3. RESEARCH ON SECRECY LAW BASED ON BLOCKCHAIN
ENCRYPTED TRACEABILITY TECHNOLOGY

3.1 Classification of Blockchain

Blockchain anti-counterfeiting technology makes it less and less possible to tamper
with various types of data of products [1-3]. By recording the whole product data and tran-
saction data from the source, it is possible to build a product traceability and anti-counter-
feiting system by using blockchain technology. The transaction process style can also be
verified through various intermediate institutions, especially the traceability tracking of
logistics information, forming a traceability and anti-counterfeiting system for the whole
process of production, sales, and consumption.

The regulation of blockchain can be divided into two parts: blockchain-related law
and blockchain-specific law. On the one hand, this regulation continues the existing net-
work law system, which is reflected in the individual legal norms of each sectoral law in
the existing legal framework that regulates blockchain through individual cases, and the
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new blockchain-specific legislation is bound by the higher norms and legislative principles
of the existing network law. On the other hand [4], blockchain can guarantee the efficient
flow of production factors and assist in the implementation of laws, and the potential mul-
tiple risks and challenges in its application determine that the relevant legislation and reg-
ulation must break through the established legal framework.

Blockchain technology has developed rapidly and gradually materialized from the
concept, and the actual blockchain technology has become more and more mature, show-
ing diversity, specifically divided into three frameworks: public blockchain [5, 6], private
blockchain, and federated blockchain. The following table shows the comparison of the
three blockchains in terms of participants, trust consensus, centralization, and carrying ca-
pacity, and it can be found that the advantages of the coalition chain in terms of throughput
rate are obvious.

Table 1. Blockchain classification.

Private chain Alliance chain, Public chain

participants

Individual or com-

Business or organiza-

Free for anyone to go

pany tion in and out
consensus mechanism | Self-endorsement Collective endorsement | Proof of work
bookkeeper Up to you Participants decide to- All participants
gether
incentive mechanism | Not needed Optional Needed

degree of centralization

Centralization

Multi-centralization

Decentralization

advantages

Transparent and
traceable

Efficiency, cost optimi-
zation

Credit self-establish-
ment

TPS

1000-10000 Times per

3-29 Times per second

second

Public blockchain uses complex algorithms to achieve consensus among network par-
ticipants, but because public blockchain lacks protection measures for privacy, it is not
suitable for corporate business activities in many cases. Alliance blockchain, the members
of the alliance blockchain are different enterprise institutions or organizations, and each
participating institution or organization runs one or more nodes in the blockchain. These
nodes licensed by the network jointly participate, record transaction data, and manage the
alliance blockchain, and the institutions in the system can read, write, and interact with the
real data and the data on the chain through these nodes that join the network, record trans-
action data etc.

Private blockchain, private blockchain designates network participants by using an
access control layer and usually uses a high-throughput consensus mechanism [11, 12]. So
far, there is no application of private blockchain in traceability systems.

3.2 Traceability Technology Advantages

Although blockchain technology is relatively new, it has emerged in the traceability
industry. Blockchain technology has several advantages, which are valuable and available
for all kinds of participants in the supply chain.

(1) Blockchain allows each participant to upload information and data related to
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products, and the system can also display the latest real-time updates of product infor-
mation. In addition, every transaction in blockchain is recorded in sequence, so it provides
a permanent audit trail to verify the authenticity of the product and track them through the
traceable chain of supervision; (2) product traceability. At present, the supply chain needs
to view product information, including product location, product source, batch number,
production and order details. Blockchain can achieve wider product traceability across
multiple partner companies without changing the company’s own system; (3) simplify the
auto-mation of supervision and discipline. With the blockchain, key data can be stored and
provided to users in real time. Intelligent contracts are a component of blockchain-based
systems, which automatically executes the rules and processing steps agreed by partici-
pants, thus simplifying, verifying, and executing the agreement terms between counterpar-
ties.

3.3 Homomorphic Cryptography in Blockchain

One of the most powerful aspects of blockchain technology is that it is a decentralized
and distributed structure, which is used not only for the decentralization of data storage but
also for the decentralization of management rights [13, 14]. Any change made by any data
node to data can only be made after all nodes reach an agreement. Therefore, even if a
hacker invades a node, the data cannot be tampered.

Although homomorphic encryption technology has not been completely realized, it
has not been widely used. Homomorphic encryption is a special encryption method, which
allows the ciphertext to be processed to get the same result as the plaintext, that is, cipher-
text is directly processed and then encrypted to get the same result. From an algebraic point
of view, it means homomorphism.

(a) If the f(A) + f(B) = f(A + B)

We call this cryptographic function an additive homomorphism.
(b) If the f(A) x f(B) = f(A x B)

We call this cryptographic function a multiplicative homomorphism.
(c) If the f(A) + f(B) = f(A + B) and f(A) x f(B) = f(A x B)

Then, we call it a homomorphism algorithm.
The application of privacy protection technology in blockchain is still in the early
stage, and the process of implementing homomaorphic encryption for FISCO BCOS chain:

Paillier precompiled :

contprecompiled
; > |

Fig. 2. Application of homomorphic encryption.
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all the data on the chain can be encrypted by calling the paillier library, and the ciphertext
data on the chain can be homomorphically added by calling the paillier pre-compiled con-
tract to realize the ciphertext, and after the ciphertext is returned to the business layer, it
can be decrypted by calling the paillier library. After the ciphertext is returned to the busi-
ness layer, the decryption can be completed by calling the paillier library to get the execu-
tion result. The specific flow is shown in Fig. 2.

4. TRACEABILITY AND IMPLEMENTATION BASED ON
BLOCKCHAIN TECHNOLOGY

After the user interaction module is implemented according to the requirements of
traceability system, we consider the design of the underlying blockchain. In the whole
traceability system design, the blockchain network is a part of the back-end business logic
implementation, and the application interactive module calls the SDK to communicate
with the traceability network. Here, for the sake of consistency of system language, we
choose to use JavaSDK to manage the calling of channel, organization domain and user
chain code.
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Fig. 3. Blockchain nétwork node topology diag;;m.

4.1 Program Functional Module Division

The main challenges of data traceability systems are credible collection, credible stor-
age, and credible verification of traceability information. The blockchain-based data trace-
ability solution proposed in this paper aims to achieve credible data traceability by solving
technical issues such as identity authenticity verification of the parties involved in data
traceability, what traceability data should be recorded, and distributed storage of trace-
ability data.

First, the solution provides the storage function of traceability data to solve the prob-
lem of possible tampering of traceability data, ensure the security and reliability of the
stored data, and facilitate the credible verification of traceability data afterwards. Secondly,
the scheme provides the verification function of traceability data, through which the
scheme proposed in this paper can be tested, and the precondition is that the traceability
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data has been stored successfully.

These two functions are mainly realized through the 10T devices (i.e., 10T nodes) and
data operators (i.e., blockchain nodes) in the 10T environment. The 10T devices are the
source of data and provide the data base for the blockchain; the blockchain nodes jointly
participate in and maintain the blockchain network and are responsible for the recording
and verification of traceability data. In addition, this paper also carries out the design of
visualization module to facilitate the viewing of traceability data. From the perspective of
functional implementation, the structure of functional modules is divided as shown in Fig.
4,

Data traceability based on
bloclﬂchmn

IoT node User node [

[ Authenticity

Authenticity ‘ Storage of traceable
verification

verification data

: Verification of |
i traceable data
i

The components in the functional module structure diagram can be divided into two
categories: One is the physical components, including Internet of Things nodes and block-
chain nodes. The other categories are functional components, including data collection,
authentication, traceable data storage and traceable data verification. 10T devices (mainly
various types of data collection devices) collect data information from the environment,
and transmit the data to gateway nodes or data operators, etc. Their main function is data
collection in order to provide data for blockchain after trusted authentication. In this paper,
we focus on the design of the storage function of traceability data, the design of the verifi-
cation function of traceability data and the design of the visualization module.

4.1.1 Storage technology for data traceability

To achieve secure and trustworthy data traceability, the definition of traceability data
and safe and reliable storage are very critical. In this paper, the storage of traceability data
is realized in two parts. First, a traceability data model in the 10T environment is estab-
lished based on the PROV data model to describe traceability records in order to track
changes in data and identify entities that cause changes; then, a set of smart contracts for
traceability data management is designed based on the traceability data model. After the
compiled contract is deployed to the blockchain, when a transaction meets the pre-set con-
ditions, it will trigger the automatic execution of the contract to achieve data storage. Due
to the characteristics of blockchain, it is difficult to tamper with the data after it is uploaded,
thus ensuring the reliability of traceability data.
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4.1.2 Validation techniques for data traceability

The verification function of traceability data can test the correctness of the scheme
proposed in this paper. After the participating parties store the data on the blockchain, other
nodes can obtain the traceability data of the traceability object from the blockchain to ver-
ify the authenticity of the traceability data. The contract contains the logic of the traceabil-
ity data verification function. Here, the normal case of untampered data and the abnormal
case of possible tampered data are considered, and if the data is untampered, other nodes
can obtain the real traceability data from the blockchain, containing some attributes, agents
and a series of operations performed on the traceability object, etc. Conversely, if the data
is tampered, the obtained traceability data is empty.

4.1.3 Visualization techniques for data traceability

In order to visualize the process of storing and querying traceability data by block-
chain nodes, this paper designs a JavaScript web application based on React to provide a
visual graphical interface. The front-end interface contains the two main functions imple-
mented in the blockchain-based data traceability scheme, namely uploading traceability
data to the blockchain and obtaining traceability records from the blockchain, and the ap-
plication is designed to facilitate checking the success of traceability data storage and que-
rying traceability records.

4.2 Blockchain Technology-Based Data Traceability Implementation Solution

Structurally speaking, the Internet of Things can be divided into three parts: sensor
control layer, network layer and application layer. The perception layer is the data source
for network layer transmission, and also the database of application layer computing. Var-
ious sensors and gateways are the important components of the sensing layer, and the net-
work layer. The application layer is the interface between the Internet of Things and users,
and realizes various intelligent applications on the basis of the normal operation of the
sensing layer and the network layer.

Combining the functional structure of the Internet of Things and the division of pro-
gram functional modules, this paper designs the data traceability function implementation
architecture based on blockchain, as shown in Fig. 6. The architecture consists of four parts,
which are 10T devices, blockchain network built by blockchain nodes, smart contracts and
the front-end of the application. In the following, each part will be described separately.

(1) 10T equipment

From the bottom to top, 10T devices (mainly various data acquisition devices, includ-
ing sensors, RFID tags, card readers, etc.) are used to collect data information from the
environment, and transmit the data to gateway nodes or user nodes for processing, which
is used as the source of blockchain data.
(2) Blockchain Network

The blockchain network is jointly established by geth customers, which is used to
store traceability data and provide basic traceability data query services. Blockchain nodes
participate in and maintain the blockchain, and are responsible for generating and storing
blockchain data, and providing necessary calculations for the blockchain network.
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Fig. 5. Smart contracts class diagram.
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Fig. 6. Overall flow chart of the program.
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(3) Intelligent Contract

In the part of smart contract, the solidity language supports the flexible writing of
smart contract scripts that are applicable to applications and need to be strictly executed
by all network nodes to describe the business logic realized by blockchain-based data
scheme, mainly including the logic of traceability data storage and traceability data query
i.e. (e) Verification.

(4) Front-End Page Display

Based on the normal operation of blockchain network and successful deployment of
contracts, each participant can realize the functions of storing traceability data and verify-
ing traceability records based on the front-end page.

First, the Solidity language is used to write a smart contract with data traceability sys-
tem logic and the whole network nodes need to strictly execute the smart contract, and the
solc compiler is used to compile the Resolve the contract into EVM byte code. Data trace-
ability participants upload files and store them in the blockchain. After the data storage is
successful, the data uploaders and other parties can verify the traceability data by querying
the blockchain for traceability records.

4.3 Testing and Results Analysis

The running system of the experiment is Ubuntul6.04, which is based on the imple-
mentation of the ethereum blockchain platform. The client chosen is the geth client (short
for go-ethereum), which is officially recommended by ethereum and currently more pop-
ular. client. All geth clients participate and maintain the blockchain together.

According to the storage test scheme of traceability data, it is tested and subsequent
tests can be performed only when the MetaMask password is entered correctly. The ac-
count is imported, and the result is shown in Fig. 7. The balance of Ether for Account3
user is 100ETH at this time, and the storage of data will consume a certain amount of Ether.

g @ Private Network ¥ . ﬁ © FrivateNetwork .
= Account 3
New Account
Import
L +
100ETH

POSIT

Select Type Private Key

Paste your private key string here: #9-1/10/2019 a1 16:03
[ ‘ Contract Interaction 0ETH

$0.00 USD

w0 110/2079 201503
| . Contract Interaction 0ETH
$0.00 USD

CANCEL MPORT
o1 02019 1503

Fig. 7. Before and after account importation.

In the front-end of the application, after the user uploads the file and clicks submit,
the corresponding transaction will be generated, and the transaction will be signed by
MetaMask, and the specific block and transaction information is shown in Fig. 8.
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Fig. 8. Block generation diagram.

First, considering the case that normal data has not been tampered with, the test is
executed according to the normal verification test case of traceability data, and after the
traceability data is stored successfully, the traceability records are queried to the block-
chain, and the test results are shown in Fig. 9, which are consistent with the expected results
of the test case.
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Fig. 9. Validation block generatiolri diagram for traceability data.

5. CONCLUSION

The correspondence between virtual space and the real world, and the correspondence
between code and law, make us closer to the essence of law, when it comes to new tech-
nologies legislation like blockchain. The code of blockchain technology, which sets rules
to reach consensus, is the law of this distributed computer community that has wholly
realized “from identity to contract”, and its regulation highlights the principle of combin-
ing self-regulation and other code in cyberlaw: on the one hand, it directly sets obligations
for blockchain information service providers and incorporates the endogenous regulation
of blockchain. On the one hand, it directly stipulates the obligations for blockchain infor-
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mation service providers, and absorbs endogenous control of blockchain by technical
means; On the other hand, it promotes autonomy of public sphere by integrating technical
standards and authorizing enterprises to enforce laws.
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