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Outsource computing might reveal some private information in open cloud systems 

and the concern of users’ privacy will be a crucial issue. Program obfuscation is an im-
portant cryptographic primitive that perfectly hides the secrets inside a program while 
preserving its functionality. In this paper, we give a two-form re-encryption scheme that 
achieves the security against adaptively chosen-ciphertext attacks, which allows any third 
party (e.g., cloud server) to re-encrypt the ciphertext that delegates the decryption right 
from one to another. However, as the third party knows the sensitive secret (i.e., re-key), 
and thus we should guarantee the trustworthy of this cloud server. Based the re-encryp- 
tion algorithm, we propose an efficient obfuscator that implements the re-encryption 
functionality in such a way that not only the private information is protected but also 
cloud users’ privacy is preserved, and thus the re-encryption procedure can be run on un-
trusted outsourcing server. We prove the virtual black-box security of the obfuscation. 
The proposed obfuscator can be run on untrusted server to help the perform of the func-
tionality of re-encryption without any sensitive secret revealing. 
 
Keywords: cyptographic obfuscation, unidirectional, re-encryption, virtual-black box, bi-
linear map  
 
 

1. INTRODUCTION 
 

Cloud computing has become an increasingly popular computing paradigm that 
provides users and enterprises with various capabilities to store and process their data in 
third-party data centers, such as in an untrusted server. However, when outsourcing data 
and heavy computation tasks to the cloud, cloud users can enjoy these benefits only 
when the cloud is fully trusted. Therefore, cloud users are more concerned about their 
privacy whether it is leaked in this environment. 

In this paper, we present an algorithm ReEncObf to obfuscate a re-encryption cir-
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cuit efficiently. Actually, a re-encryption algorithm is to delegate the decryption ability 
by re-encrypting a ciphertext of cloud user Alice to a new form ciphertext of Bob. Con-
cretely, this re-encryption algorithm is performed by (untrusted) outsourced cloud server, 
however, the server may obtain the sensitive information such as the keys of Alice or 
Bob since the re-encryption procedure needs the keys of Alice or Bob. We consider the 
issues as follows:  
 
(1) Does the algorithm executor (i.e., untrusted outsourcing server) cannot learn sensitive 

information from the re-encryption key or ciphertext? e.g. plaintext or secret key 
during the computation;  

(2) May Bob re-delegate the re-encrypted ciphertext to another for decryption success-
fully? e.g. only a single-hop;  

(3) Could the algorithm executor derive users’ identities, the delegator Alice or the dele-
gatee Bob? 
 
In order to solve above issues, we develop a program obfuscator to perform the re- 

encryption while preventing the untrusted outsourcing server from gaining the private 
information. A program obfuscator is a compiler that takes a program (namely, a binary 
circuit) as input and outputs an equivalent and unintelligible program. According to the 
requirement and the property defined in literatures [1, 2], an obfuscator must satisfy the 
properties: preserves the functionality, incurs a polynomial slowdown (compared to the 
original program) and satisfies the virtual black-box security property. That is, an obfus-
cated program can prevent the attacker from reversing engineering thus it could be ap-
plied on intellectual property protection for embedded sensitive algorithms [1, 3, 4] or 
softwares/fingerprints [5-11], controlled delegation [11-19] and encrypted signatures [20] 
etc. 

In the program obfuscator ReEncObf, the main goal is to securely enable the re-en- 
cryption of message from one to another, without relying on trusted proxy. We also re-
quire that process of the re-encryption is unidirectional, anonymous and single-hop. 

The main contribution of this paper is to design a virtual black-box (VBB) secure 
program obfuscator with the functionality of anonymous re-encryption algorithm. Con-
cretely, the obfuscator algorithm can re-encrypt the cipertext for one-hop manner and 
provides the anonymous property. Moreover, the output of the obfuscated circuit cannot 
be re-encrypted anymore [4, 6, 21-23]. At first we give two-type of encryption schemes 
under an indicator . The first form ciphertext  = 0 can be converted to the second form 
ciphertext  = 1 under some auxiliary information. We then propose the obfuscation al-
gorithm to implement the anonymous re-encryption algorithm, and provide the analysis 
of functionality and prove the virtual black-box property of security. The obfuscator al-
gorithm can be run by any untrusted proxy without the leakage of sensitive information 
such as secret key and plaintext during the execution. 

2. PRELIMINARIES 

A function is said to be negligible in security parameter l (denoted negl(l)) if it is 
smaller than inverse of any polynomial, for all large enough value of l. In this paper, we 
use the term PPT to denote the Probabilistic Polynomial Time algorithm. Let s r S  
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denote selecting element s from set S at random. Let  = <g> be a finite group  of or-
der q created by a generator g, and denote T be a bilinear group such that a map e is 
defined by T. 
 
Definition 1 (Average-Case Secure Obfuscation): An algorithm Obf that takes as input 
a (probabilistic) circuit C and outputs a new (probabilistic) circuit C, is an average-case 
secure obfuscator for the family C = {Ck}, if it holds the following properties: 
 
1. Preserving Functionality: Pr[C(x)C(x)] < neg(l) 
2. Polynomial Slowdown: There exists a polynomial p(|C|) such that for sufficiently 

large input lengths n, for any C{Ck}, Obf only enlarges C by a factor p, i.e. |Obf(C)| 
 p(|C|). 

3. Virtual Black-box Security: For any PPT adversary , there exists a PPT simulator 
Sim, for every efficient distinguisher D, every input length n and for every polynomi-
al-size auxiliary input aux: 

 
|Pr[C r Ck: D

c((Obf(C), aux), aux) = 1] 
Pr[C r Ck: D

C(SimC(1n, aux), aux) = 1)]| < negl(l) 
 
We let  denote an error message, and || denote string concatenation. Let U be the 

set of users, denoted by U = {1, …, n}. Denote the set of uncorrupted users by Uh and set 
of corrupted users by Ue, such that Uh∪Ue = U. The proxy re-encryption (PRE) [21, 24] 
and the CCA notion of PRE are defined as follows. 
 
Definition 2 (A single-hop, unidirectional PRE): A single-hop, unidirectional proxy 
re-encryption is comprised of the following algorithms: 
 
1. Setup(1l): On input a security parameter 1l, this algorithm generates the public param-

eter Param. Note that the public parameter Param is used in the other algorithms and 
we take it as input implicitly. 

2. KeyGen(i): On input the parameter Param, this algorithm is run by user i to generate 
public and private key pairs (pki, ski). 

3. ReKeyGen(pki, ski, pkj): On input a secret key ski and public key pkj, this algorithm is 
run by user i to output a re-encryption key rkij, which can be used to re-encrypt a 
first form ciphertext of user i to a second form which can decrypted by user j. 

4. Enc(pki, m): Taking public key pki and a message m as inputs, this algorithm is run to 
encrypt a message m to a first form cipertext CT. 

5. ReEnc(rkij, CT): On input a re-encryption key rkij, and a ciphertext CT, this algo-
rithm is run to re-encrypt a first form ciphertext CT to a second form CT . 

6. Dec(ski(j), CT(CT )): On input a secret key ski(j) and a cihpertext CT or CT , this algo-
rithm is run to decrypt a first form ciphertext CT (or a second form ciphertext CT ), 
and outputs the message m if succeeds or an error  if fails. 

 
Correctness: A single-hop, unidirectional PRE is correct if: at random select m from the 
message space, i, j  U, pki, ski  KeyGen(i), pkj, skj  KeyGen(j), and rkij  Re-
KeyGen(ski, pkj), we have Dec(skj, ReEnc(rkij, Enc(pki, m))) = m. 
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We use the terms OKeyGen() and ODec() to denote the oracle access to the KeyGen al-
gorithm and Dec algorithm, respectively. 
 
Definition 3 (CCA-Security): Let  be a PPT adversary,  be a challenger. The CCA 
security is defined by the following game with a negligible advantage. 
 
l. Key generation OKevGen(1

l): (pki, ski) OKevGen(1
l). 

2. (m0, m1, i, aux)ODec()(l), m0, m1  M s.t. |m0| = |m1|. 
3. CTEnc(pki, m), where  r {0, 1}. 
4. ODec()(CT, aux), s.t. ODec()  ODec(CT). 
5. Challenge:  outputs (pki, m0, m1), and sends to , where pki is the challenge key.  at 

random selects {0, 1}, and runs CT*Enc(pki, m), then returns CT* to . 
6. Guess: Finally,  outputs {0, 1}, and wins the game when  = . 
 
Definition 4 (Anonymity): Let  maintain a re-encryption key list storing all rkij with 
the form (ij,{rkij, query}). Let ij be the search key to identify each pair of users. If 
rkij has been queried by oracle OReKeyGen, then set query = 1, otherwise set query = 0. 
Initially, the list is {rkij, query} empty for the search key (i, j). The anonymous game is 
defined as follows: 
 
1. OKeyGen(1

l): same as in Definition 3. 
2. OReKeyGen(pki, pkj): (i  j, {rkij, query}) and works as follows: 

(1) If {rkij, query} is null or all rkij have been queried, sets rkij ReKenGen(ski, 
pkj), adds (rkij, query = 1) to the list (rkij, query), and the returns rkij. 

(2) Otherwise, sets rkij
r {(rkij, query = 0)}, updates query = 1 for rkij, and re- 

turns rkij to . 
3. OReEnc(pki, pkj, CT):   (i  j, {rkij, query}) and works as follows: 
4. ODec(pki, CT): performs {m, }  Dec(ski, CT), and returns the result to . 
5. Challenge (i*, j*)  ,   (i*, j*, {rki*j*, query}), works as follows: 

(1) If i*Ue or j*Ue,  aborts. 
(2) If the list {(rki*j*, query)} is null or all rki*j* have been queried, compute rki*j* 

 ReKenGen{(ski, pkj)} to the set {(rki*j*, query)}. 
(3) Otherwise sets rki*j*

r {(rki*j*, query = 0)}, and updates query = 1 for rki*j*. 
 at random selects  r {0, 1}, if  = 0, sets rki*j*, otherwise returns a re- 
encryption key selected from the re-encryption key space uniformly.   

6. Guess: Finally,  output a guess {0, 1}, and  wins the game if  = . 

3. CCA-SECURE ENCRYPTION AND RE-ENCRYPTION FUNCTION 

Like in [10], we give the global parameters of bilinear group generator, some secure 
hash functions and secure pseudorandom generators that will be used in our scheme. The 
encryption scheme Π can output two types of ciphertexts. Also, we use a flag  to assign 
the ciphertext form, when  = 0, the ciphertext has first form, and when  = 1, the ci-
phertext has second form. The first form of ciphertext can be re-encrypted into the sec-
ond form under some auxiliary information, but the second form of ciphertext cannot be 
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converted to the first form (i.e., unidirectional). We prove that the encryption scheme Π 
achieves CCA security. In this section, we first give the global parameters of bilinear 
group generator, and then propose the encryption scheme and the re-encryption scheme. 

3.1 Cryptographic Assumptions 

Let , T be two cyclic groups of order q, a 1-bit prime, and g be a generator of G. 
Let e be a bilinear map: e:T satisfying: (i) x, y r q, e(gx, gy) = e(g, g)xy, (ii) 
e(g, g)  1, and (iii) e can be computed efficiently. 

Let H0, H1, H2, H3, H4 be secure hash functions modeled as random oracles, s.t. H0: 
, H1: {0, 1}2Tq, H2: T{0, 1}2, H3: {0, 1}61+2Tq, H4:q 
q, where 2 is another security parameter. Let F1, F2 be two secure pseudorandom 
generators, where F1: T{0, 1}2, F2: T{0, 1}61+2. 

We will use the following security assumption. 
 
Definition 5 (Decisional Bilinear Diffie-Hellman (DBDH)): x, y rq and Q r  
T, given (g, gx, gy, gz, Q) for any PPT algorithm A, the following two distributions are 
computationally indistinguishable:  

 
{g, gx, gy, gz, gxyz}  {g, gx, gy, gz, Q}.   
 

Definition 6 (Squared Decisional Bilinear Diffie-Hellman (SDBDH)): x, y rq 
and Q rT, given the tuple (g, gx, gy, Q) for any PPT algorithm A, the following two 
distributions are computationally indistinguishable:  

 
{g, gx, gy, e(g, g)x2y}  {g, gx, gy, Q}.   
 

3.2 CCA-Secure Encryption Scheme Π 
 
Under the idea in [19], we give the extensional two-form CCA secure encryption as 

follows: 
 

Setup(1): Given the security parameter , this algorithm obtains two secondary secu-
rity parameters 1, 2 and instantiates H0, H1, H2, H3, H4, F1, F2, and the bilinear map 
(q, g, , T, e), where q is a 1-bit prime and the message m{0, 1}2. In addition, let 
g1

r and set Param = {q, g, g1, , T, e} 
KeyGen(1, Param): At random select x rq, and set sk = x and pk = gx. 
Enc(pk, , m): 
1. Parse pk = gx. 
2. Choose R rT randomly, and compute r = H1(m, R). 
3. If  = 0, output ciphertext (C0, C1, C2, C3, C4, C5) = (0, gr, Re(gx, H0(g

x))r, mF1(R), 
gr

1, H2(C0, C1, C2, C3, C4)
r). 

4. If  = 1, at random select s, t, w rq, let R1 = gH4(s)  gt
1, R2 = gt, R3 = gw, R4 = 

e(gx, gx)tw, R5 = e(gx, g)tw, and let T1 = gr, T2 = Re(gr, gxH4(s)), T3 = mF1(R), T4 = 
gr

1, and set  = T1||T2||T3||T4||R1||R2||R3, random select R rT, let r = H3(, R), 
output the ciphertext (C0, C1, C2, C3, C4, C5) = (1, R5

r, RR4
r, F2(R), , ). 
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Dec(sk, CT): 
1. At first parse sk = x. 
2. If  = 0, check the equation e(g, C5)  e(C1, H2(C0, C1, C2, C3, C4) holds, then out-

put . Otherwise let R = C2/e(gr, H0(g
x))x, and compute m = (C3F1(R)). 

3. If  = 1, compute R = C2/C1
x, let  = C3F2(R), and parse  = T1||T2||T3||T4||R1||R2|| 

R3. If e(R2, R3)
xH3(, R)  C1 holds, then return . Otherwise set 

2 4
2

1 1

( , )
( )

( , )
xe R T

R T
r R T

 , 
and output m = T3F1(R). 

Fig. 1. Two-form CCA-secure encryption scheme Π. 
 

Theorem 1: Assume that the DBDH assumption holds the scheme is CCA secure in the 
random oracle model for the first form ciphertext, and the SDBDH assumption holds, 
then the second ciphertext is CCA secure. 

 
3.3 Re-encryption Functionality 

 
Let (pk1, sk1) and (pk2, sk2) be two key-pairs which are generated by KeyGen algo-

rithm, the re-encryption functionality of performing re-encryption from pk1 to pk2 is de-
scribed as follows. 

 
ReEnc12 

Input: CT = [C0, C1, C2, C3, C4, C5] or special symbol denoted by keys 
Constants: sk1 = x, pk1 = gx, pk2 = gy, R rT, and let r = H1(m, R)  
1. If input = keys, output (pk1, sk2)  
2. If C0 = 1, output  
3. Else 

 Compute R = C2/e(gr, H0(g
x))x   

 Output = (C3F1(R))  
 Encrypt m as same as the Step 4 in encryption of Π 

Output: (C0, C1, C2, C3, C4, C5)  
Fig. 2. Functionality of ReEnc12. 

4. OBFUSCATOR FOR CCA-SECURE RE-ENCRYPTION FUNCTION 

4.1 Algorithm for CCA-Secure Re-encryption Functionality 

Let pk1 = gx, pk2 = gy, and let C denote the re-encryption circuit Csk1,pk2
, and let 

Rsk1,pk2 
Obf(C) be an obfuscated version of C. The obfuscator for re-encryption circuits 

is described as follows: 
 

Algorithm Obf, on input a circuit Csk1,pk2
Ck 

1. Read sk1 = x, pk2 = gy, from the description of Csk1,pk2
 

2. At random select s, t, w r Zq, generates the re-encryption key rk12 = (rk1, rk2, 
rk3, rk4, rk5, rk6) as (H0(g

x)-x(gy)H4(sx), gH4(sx)  gt
1, g

t, gw, e(gy, gy)tw, e(gy, g)tw)   
3. Construct and output an obfuscated circuit Rsk1,pk2

 that contains the values pk1, pk2,  
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rk12 as follows: 
 On input keys, output (pk1, pk2) = (gx, gy)  
 On input 6-tuple [C0, C1, C2, C3, C4, C5]  

(a) At first check e(g, C5) = e(C1, H2 (C1, C2, C3, C4)). If the equation does not 
hold, it aborts. 

(b) Otherwise, let  
T1 = C1 = gr, T1 = C1 = gr 

T2 = C2  e(C1, rk1) = R  e(gr, (gy)H4(sx)),   
T3 = C3 = mF1(R), 
T4 = C4 = gr

1, and 
set  = T1||T2||T3||T4||rk2|rk3||rk4. 

(c) At random select R rT, let r = H3(, R). 
(d) Compute C1 = rk6

r, C2 = Rrk5
r, C3 = F2(R).     

(e) Set C0 = 1, C4 = , C5 = . 
(f) Output the tuple [C0, C1, C2, C3, C4, C5]. 

Fig. 3. Obfuscator for re-encryption circuits for Π. 

4.2 Analysis 

Theorem 2 (Preserving Functionality): The proposed re-encryption obfuscator Obf sa- 
tisfies the preserving functionality.  
 
Proof: For any circuit CCk and let Rsk1,pk2

Obf(C). For any possible input, the output 
distributions of C and Rsk1,pk2

 are statistically close, we consider the following three clas-
ses of inputs. 

 
First, for any message m{0, 1}2, observe that 
 

1 0 1 2 3 4 5Enc( ,0, ) [ , , , , , ]pk m C C C C C C  

1 1 2 1 2 3 40[0, , ( , ( )) , ( ), , ( , , , )]r x x r rg R e g H g m F R g H C C C C    
 
For a randomly chosen, when such a ciphertext is fed as input, the circuit outputs 
 

6 5 2[1, , ' , ( ), , ]r rrk R rk F R       
' '

2[1, ( , ) , ' ( , ) , ( '), , ]y twr y y twre g g R e g g F R      
 

where s, t, w, r rq randomly. The output is identically distributed to the output of 
Enc(pk2, 1, m). Secondly, the same holds for all m{0, 1}2. Finally, for keys and illegal 
inputs, the outputs are also identical. 
 
Theorem 3 (Anonymity): Assume that SDBDH assumption holds, the obfuscated re-en- 
cryption scheme Obf achieves the anonymity for re-encryption keys in Definition 4 in 
the random oracle model.  

 
The proof of Theorem 2 is similar with [19] and we omit it here. 
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Theorem 4: (Polynomial Slowdown) The proposed obfuscator Obf has the performance 
of polynomial slowdown. 
 
Proof: This property is obviously. The obfuscated circuit computes a few bilinear maps 
and hash functions compared with the original unobfuscated algorithm. 
 
Theorem 5 (Virtual Black-box Security): The proposed obfuscator satisfies the average- 
cage virtual black-box security. 
 
Proof: In order to hold the virtual black-box property, we consider an adversary who 
outputs the code of the obfuscated circuit Obf(C). Thus, we must construct a simulator 
SimC(1l, aux) such that the distinguisher DC takes as input an obfuscated circuit and aux-
iliary input aux, we require 

 
| Pr[ ( ( ), )] 1 Pr[ ( (1 , ), )] 1 | ( )C C C lD Obf C aux D Sim aux aux negl l     
 
The simulator SimC(1l, aux) definition as follows: 

 
1. Query the oracle C on keys to obtain pk1, pk2. 
2. Sample rk1

r, rk2
r r. 

3. As in Step (3) of the Obf algorithm, create and output a circuit Rsk1,pk2
 using the values 

(pk1, pk2, rk1, rk2, rk3, rk4, rk5, rk6). 
 
We devise two experiments Nice(DC, aux) and Junk(DC, aux) such that outputs of 

DC(Obf(C), aux) and DC(SimC(1l, aux), aux) are identically distributed to Nice(DC, aux) 
and Junk(DC, aux), respectively. 

 
Nice(DC, aux) 

0 1 2 3 4, , , , , , (1 )r lq H H H H H BG  
, rx y  

1 2,x ypk g pk g   
4 ( )

1 0 ( ) ( )H s xx x yrk H g g    
4 ( )

2 1
H s x trk g g   

1 2 1 2 3 4 5 6( , , , , , , , )Cb D pk pk rk rk rk rk rk rk
Output b 

Junk(DC, aux) 

0 1 2 3 4, , , , , , (1 )r lq H H H H H BG  
, rx y  

1 2,x ypk g pk g   
'
1

rrk   
'
2

rrk   

1 2 3 4 5 61 2( , , , , , , , )Cb D pk pk rk rk rk rk rk rk   
Output b 

 
We can prove that, in case the distinguisher D having oracle access to Csk1,pk2

 for the 
keys sk1 and pk2 that are generated in the above experiments, there have the identical 
distribution, and thus the distinguisher D obtaining the knowledge of the obfuscated cir-
cuit can be simulated only knowledge of auxiliary input. This indicates that the obfusca-
tor satisfies the average-case virtual black-box property. 

We now show that the obfuscator Obf satisfies the average-case virtual black-box 
property. The proof techniques used here are similar to [2]. 
 
Lemma 1: Under the secure hash functions and SDBDH assumption, for all PPT distin-
guishers D and auxiliary input aux, the following two distributions are statistically close. 
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Proposition 1: Under the secure hash functions, Nice1
l.aux  Junk1

l.aux where 
 

Nice1: Proceed as Nice except that the output is (pk1, pk2, rk1, rk2, rk3, rk4, rk5, rk6). 
Junk1: Proceed as Junk except that the output is (pk1, pk2, rk1, rk2, rk3, rk4, rk5, rk6). 
 
If there exists a distinguisher D which distinguishes Nice1 from Junk1 with ad-

vantage , then there exists a distinguisher D which solves the resistance of hash func-
tions. 

We now extend proposition 1 by providing the distinguisher with an oracle which 
returns a 6-tuple of random values. On input the tuple [0, C1, C2, C3, C4, C5], at first 
check whether C1, C4, C5 belong to , C2 belong to T and C3 belong to {0, 1}2. If suc-
ceeds, then output [0, C1, C2, C3, , ] where C1, C2 are chosen uniformly and inde-
pendently from group , C3{0, 1}61+2. Otherwise, output . Intuitively, oracle  
outputs only random values and thus should not help the distinguisher. 
 
Proposition 2: Under the secure hash functions, Nice2

l.aux  Junk2
l.aux where 

 
Nice2: Same as Nice(D, aux), 
Junk2: Same as Junk(D, aux). 

 
Proof: The oracle  can be perfectly simulated without any auxiliary information. Thus, 
for any D, there exists another non-oracle distinguisher D, D runs D internally by giv-
ing its own input to D. The output distribution of D is identical to D. Applying Proposi-
tion 1, we thus have that for all distinguisher D, Nice2

l.aux  Junk2
l.aux. 

 
Proposition 3: For any p.p.t distinguisher DC, let 

 
( , ) Avd( ( , ), ( , ))C Cl aux Nice D aux Junk D aux   
( , ) Avd( ( , ), ( , ))l aux Nice D aux Junk D aux     

 
There exists a p.p.t algorithm  which distinguishes between the two distributions 

of the SDBDH problem with advantage at least 

1

2 | ( , ) ( , ) |l aux l aux    
 
Proof: We let  = (l, aux),  = (l, aux). Input to  is a SDBDH instance  = (g, ga, gb, 
Q) and aux, and: 
 
1.  samples a challenge bit  r {0, 1} to pick whether to run Nice or Junk. 
2.  selects integers a, b, c, s, w rq and group elements rk1, rk2, rk3, rk4, rk5, rk6 

r. 
3.  sets pk1 = ga, pk2 = gxb then computes a valid re-encryption tuple (rk1, rk2, rk3, rk4, 

rk5, rk6) by  
 

rk1H0(g
a)-a(gxb)H4(sa), 

rk2gH4(sa)gyc, 
rk3gy, 
rk4gw, 
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rk5Qb2w, 
rk6e(gxb, gy)w. 

4. If  = 1, then  runs D(pk1, pk2, rk1, rk2, rk3, rk4, rk5, rk6, aux) where  is defined 
below. If  = 0, then  runs D(pk1, pk2, rk1, rk2, rk3, rk4, rk5, rk6, aux). 
When D queries the oracle  on input [0, C1, C2, C3, C4, C5],  responds as follows: 
(a) Check the equation e(g, C5) = e(C1, H2(C0, C1, C2, C3, C4). If the equation does not 

hold, it aborts. 
(b) Otherwise let T1 = C1 = gr, T2 = C2  e(C1, rk1) = Re(gr, (gy)H4(sx)), T3 = C3 = mF1 

(R), and T4 = C4 = g4
1, and set  = T1||T2||T3||T4||rk2||rk3||rk4. 

(c) At random select T
rR, let r = H3(, R). 

(d) Compute C1, = rk6
r, C2 = Rrk2

r, C3 = F2(R), and set C0 = 1, C4 = , C5 = . 
(e) Respond with the tuple [1, C1, C2, C3, C4, C5]. 

5. Finally, D outputs {0, 1}. If  = ,  outputs 1 (i.e. it confirms that Q = e(g, g)x2y). 
Else if   , then  outputs 0 (i.e. it confirm that Q  e(g, g)x2y). 

 
Claim: When Q = e(g, g)x2y (i.e.  is an SDBDH instance), then Pr[() = 1] = ½ + (l, 
aux)/2. 
 
Proof of Claim: When Q = e(g, g)x2y, then  simulates NiceC or JunkC toward the algo-
rithm D. Since the re-encryption tuple rk1, rk2, rk3, rk4, rk5, rk6 is a valid re-encryption 
tuple for pk1pk2, the input parameters to D in Step 4 are identically distributed to the 
inputs to D in either experiment Nice or Junk, and the response to an oracle query on 
keys is also identically distributed. Note that the remains is to show that the responses  
provides to oracle queries on the tuples [0, C1, C2, C3, C4, C5] are also identically distrib-
uted. Since Q = e(g, g)x2y and rk1, rk2, rk3, rk4, rk5, rk6 are valid re-encryption tuple. 
Hence, the probability that  outputs 1 is Pr[() = 2] = ½ + /2. 
 
Claim: If Q is randomly chosen value, then Pr[() = 0] = ½ + (l, aux)/2. 
 
Proof: This proof is almost identical to the previous one. We must show that responses 
to the oracle return three randomly selected group elements. We denote by , , , ,  
the values such that C1 = g, C4 = g, C5 = g, C2 = e(g, g), C3{0, 1}2, and by e the 
value such pk2 = ge. Finally the elements returned by the oracle are 

 
C1 = e(gxb, gy)wr, C2 = RQb2wr, 
C3 = F2(R) = g||e(g, g)e(g, H0(g

a)-a(gxb)H4(sa)) 
||C3||g

||gH4(sa)gyc||gy||gw 

 
Since r, c, s, w are chosen uniformly at random from q, then C1, C2, C3 will also 

be independent on every invocation of the oracle. This is because C1, C2, C3 can be 
viewed as a generator of a group or as an element of group which has been mutiplied by 
a random group element. Hence, the probability that  outputs 0 is Pr[() = 0] = ½ + 
/2. 

Thus,  distinguishes the two distributions of the SDBDH problem with advantage 
at least ½|(l, aux)(l, aux)|. 
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Proof of Lemma 1: We know from proposition 2 that (l, aux) is negligible. By the 
SDBDH problem and Proposition 3, we can infer that |(l, aux)(l, aux)| is negligible, 
and therefore, (l, aux) is also negligible. Hence, the obfuscator Obf satisfies the aver-
age case secure virtual black box property and this concludes the proof of the Lemma. 

5. CONCLUSION 

We designed a program obfuscator to implement the secure re-encryption function-
ality in the presence of possible secret revealing. We used two types of ciphertexts to 
ensure that it could not be multiple-hop and bidirectional re-encryption when the obfus-
cator is run on the (untrusted) server. The obfuscator algorithm achieves the single-hop 
and unidirectional property and obtains the function property of anonymous notion in 
virtual black-box security. The obfuscator for re-encryption algorithm can be executed 
on an untrusted server, without revealing the sensitive information such as the user’s 
secret key and the plaintext of the message during the perform. 

REFERENCES 

1. B. Barak, O. Goldreich, R. Impagliazzo, S. Rudich, A. Sahai, S. Vadhan, and K. 
Yang, “On the (im)possibility of obfuscating programs,” Journal of the ACM, Vol. 
59, 2012, pp. 1-48. 

2. S. Hohenberger, G. N. Rothblum, A. Shelat, and V. Vaikuntanathan, “Securely ob-
fuscating re-encryption,” Theory of Cryptography, LNCS, 2007, pp. 233-252. 

3. V. Balachandran and S. Emmanuel, “Software protection with obfuscation and en-
cryption,” Information Security Practice and Experience, LNCS, 2013, pp. 309-320. 

4. J. Shao, P. Liu, and Y. Zhou, “Achieving key privacy without losing CCA security 
in proxy re-encryption,” Journal of Systems and Software, Vol. 85, 2012, pp. 655- 
665. 

5. R. Canetti, S. Goldwasser, and O. Poburinnaya, “Adaptively secure two-party com-
putation from indistinguishability obfuscation,” Theory of Cryptography, LNCS, 
2015, pp. 557-585. 

6. A. Sahai and B. Waters, “How to use indistinguishability obfuscation,” in Proceed-
ings of the 46th Annual ACM Symposium on Theory of Computing, 2014, pp. 475- 
484. 

7. J. Shen, H. Tan, J. Wang, and S. Lee, “A novel routing protocol providing good 
Transmission reliability in underwater sensor networks,” Journal of Internet Tech-
nology, Vol. 16, 2015, pp. 171-178. 

8. A. Srinivasan and C. P. Rangan, “Efficiently obfuscating re-encryption program 
under DDH assumption,” Cryptology ePrint Archive, Report 2015/822, 2015. 

9. Z. Xia, X. Wang, L. Zhang, Z. Qin, X. Sun, and K. Ren, “A privacy-preserving and co- 
py-deterrence content-based image retrieval scheme in cloud computing,” IEEE Tran- 
sactions on Information Forensics and Security, DOI:10.1109/TIFS.2016.2590944, 
2016. 



MINGWU ZHANG, YUDI ZHANG, HUA SHEN, CHUNMING TANG AND LEIN HARN 

 

1004

 

10. M. Zhang, B. Chen, and H. Shen, “Program obfuscator for privacy-carrying unidi-
rectional one-hop re-encryption,” Algorithms and Architectures for Parallel Pro-
cessing, LNCS, 2015, pp. 133-142. 

11. J. Zimmerman, “How to obfuscate programs directly,” Advances in Cryptology  
EUROCRYPT, LNCS, 2015, pp. 439-467. 

12. R. Cheng and F. Zhang, “Secure obfuscation of conditional re-encryption with key-
word search,” in Proceedings of the 5th International Conference on Intelligent Net- 
working and Collaborative Systems, 2013, pp. 30-37. 

13. Z. Fu, X. Wu, C. Guan, X. Sun, and K. Ren, “Towards efficient multi-keyword fuz- 
zy search over encrypted outsourced data with accuracy improvement,” IEEE Tran- 
sactions on Information Forensics and Security, DOI: 10.1109/TIFS.2016.2596138, 
2016. 

14. S. Garg, C. Gentry, S. Halevi, M. Raykova, A. Sahai, and B. Waters, “Candidate 
indistinguishability obfuscation and functional encryption for all circuits,” in Pro-
ceedings of the 54th IEEE Annual Symposium on Foundations of Computer Science, 
2013, pp. 40-49. 

15. S. Goldwasser and G. N. Rothblum, “On best-possible obfuscation,” Theory of 
Cryptography, LNCS, 2007, pp. 194-213. 

16. S. Hada, “Zero-knowledge and code obfuscation,” Advances in Cryptology  ASI-
ACRYPT, LNCS, 2000, pp. 443-457. 

17. M. Zhang, T. Nishide, B. Yang, and T. Takagi, “Anonymous encryption with par-
tial-order subset delegation functionality,” Provable Security, LNCS, 2011, pp. 154- 
169. 

18. M. Zhang and T. Takagi, “Efficient constructions of anonymous multireceiver en-
cryption protocol and their deployment in group e-mail systems with privacy pre- 
servation,” IEEE Systems Journal, Vol. 7, 2013, pp. 410-419. 

19. Q. Zheng, W. Zhu, J. Zhu, and X. Zhang, “Improved anonymous proxy re-encryp- 
tion with CCA security,” in Proceedings of the 9th ACM Symposium on Information, 
Computer and Communications Security, 2014, pp. 249-258. 

20. S. Hada, “Secure obfuscation for encrypted signatures,” Advances in Cryptology – 
EUROCRYPT, LNCS, 2010, pp. 92-112. 

21. G. Ateniese, K. Benson, and S. Hohenberger, “Key-private proxy re-encryption,” 
Topics in Cryptology – CT-RSA, LNCS, pp. 279-294. 

22. B. Libert and D. Vergnaud, “Unidirectional chosen-ciphertext secure proxy re-en- 
cryption,” Public Key Cryptography, LNCS, 2008, pp. 360-379. 

23. J. Shao, P. Liu, G. Wei, and Y. Ling, “Anonymous proxy re-encryption,” Security 
and Communication Networks, Vol. 5, 2011, pp. 439-449. 

24. R. Canetti and S. Hohenberger, “Chosen-ciphertext secure proxy re-encryption,” in 
Proceedings of the 14th ACM Conference on Computer and Communications Secu-
rity, 2007, pp. 185-194. 
 
 
 
 
 
 



OBFUSCATING ANONYMOUS RE-ENCRYPTION WITH VIRTUAL BLACK-BOX SECURITY 1005

Mingwu Zhang is a Professor at School of Computer Sci-
ences, Hubei University of Technology. From August 2010 to 
August 2012, Dr. Zhang has been a JSPS Postdoctoral Fellow of 
Japan Society of Promotion Sciences at Institute of Mathematics 
for Industry in Kyushu University, Japan, and From June 2015 to 
June 2016, he has been a senior visiting scholar at University of 
Wollongong, Australia. His research interests include cryptog-
raphy technology for network and data security, secure computa-
tion, and privacy preservation, etc. 

 
 
 

Yudi Zhang is a master student at School of Computer Sci-
ences, Hubei University of Technology. His research interest fo- 
cuses on applied cryptography and program obfuscation tech-
niques. 

 
 
 
 
 
 

 
 

Hua Shen is an Associate Professor at School of Computer 
Sciences, Hubei University of Technology. Her research focuses 
on security protocol designs and applications in open networks. 

 
 
 
 
 
 
 

 
 

Chunming Tang is a Professor at School of Mathematics 
and Information Sciences, Guangzhou University. His research 
interests include cryptography and applications, security in cloud 
computing etc. 

 
 
 
 
 



MINGWU ZHANG, YUDI ZHANG, HUA SHEN, CHUNMING TANG AND LEIN HARN 

 

1006

 

Lein Harn received the B.Sc. degree in Electrical Engi-
neering from National Taiwan University in 1977, the M.S. de-
gree in Electrical Engineering from the State University of New 
York, Stony Brook, in 1980, and the Ph.D. degree in Electrical 
Engineering from the University of Minnesota in 1984. He joined 
the Department of Electrical and Computer Engineering, Univer-
sity of Missouri-Columbia, as an Assistant Professor in 1984. In 
1986, he moved to the Computer Science and Telecommunica-
tion Program at the University of Missouri-Kansas City (UMKC). 
His research interests are cryptography, network security, and 

wireless communication security. In 2015, he was appointed as a Chu-Tian Researcher 
with the School of Computer Science and Technology, Hubei University of Technology, 
China. 

 
 
 
 
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


