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Now the vehicular ad hoc networks (VANETs) are extremely inhomogeneous be-

cause the vehicles come from different manufacturers around the world. It is difficult to 
realize secure communications between two heterogeneous vehicles. And confidentiality 
and authentication are the main security goals of secure communications. In order to 
achieve above two security goals simultaneously in such a heterogeneous vehicular ad 
hoc network, two efficient signcryption schemes are proposed in this paper. The first 
scheme allows a vehicle registered in a public key infrastructure (PKI) to send a message 
to another vehicle registered in an identity-based cryptosystem (IBC). And the second 
scheme allows a vehicle registered in the IBC to send a message to a vehicle registered in 
the PKI system. Two vehicles from different public key cryptosystems can freely com-
municate any authenticated and encrypted message in our proposed schemes. Finally, we 
prove that both schemes have indistinguishability against adaptive chosen ciphertext at-
tacks and existential unforgeability against adaptive chosen messages attacks under the 
hardness assumption of decisional Diffie-Hellman problem in the random oracle model. 
Performance analyses demonstrate our schemes have great advantages in computation, 
ciphertext length, communication cost and storage.       
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1. INTRODUCTION 
 

With the massive development of smart devices and wireless communication tech-
nologies, vehicular ad hoc networks (VANETs) have become a significant research area 
for its specific applications such as road safety and traffic management. The vehicle-to- 
everything communications are mainly divided into vehicle to vehicle (V2V) and vehi-
cle to infrastructure (V2I) in VANETs. Each vehicle is equiped short-range communica-
tions (DSRC) devices, which have a range of approximately 300 meters. V2V commu-
nication technology allows neighboring vehicles to transmit or exchange information, 
which can improve road safety, reduce traffic congestion and provide efficient traffic 
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management. If a traffic accident vehicle adopts the way of V2I, it will firstly send the 
message to roadside units (RSUs) which may be too far then RSU broadcasts the mes-
sage to the other vehicles. The entire process includes RSU’s message source authenti-
cation and broadcasting message. If the location of RSU is far from the accident vehicle, 
it may be already too late for an adjacent vehicle to take measures when it receives an 
accident message. If the accident vehicle transfers the message by V2V’s approach, it 
might be much faster. What’s more important, V2V communication does not depend on 
the location of RSUs and is more flexible and free. Hence, V2V communication is ur-
gently worth studying. 

Now the main problem existing in V2V communications is how to improve the ac-
curacy and timeliness of the exchanged data. Since plaintext messages are easily be in-
tercepted and altered, a vehicle cannot distinguish whether the received messages are 
true or not. Maybe the vehicle would rather trust the authenticated and confidential 
messages. Hence, authentication and tamper-resistant of the message become the fore-
most important requirements for V2V secure communication [1, 2]. 

Generally, digital signature and encryption schemes which rely on public key cry- 
ptography are commonly used to achieve authentication and confidentiality, respective- 
ly. However, we usually need to simultaneously achieve above two security goals. The 
traditional approach is first to sign a message and then to encrypt it, called the signa-
ture-then-encryption approach. Zheng first proposed a new cryptographic primitive 
which is called signcryption in 1997, which fulfills both the functions of digital signature 
and encryption in a logical step [3]. And its cost is significantly lower than that required 
by the traditional signature-then-encryption approach. An et al. put forward the frame-
work of signcryption in 2002 [4]. In 2007, the formal security model for signcryption 
was studied by Baek et al. [5]. The performance advantage of signcryption makes it be 
studied universally. 

Nowadays, vehicles come from different manufacture and the onboard devices 
maybe adopt different public key cryptosystem. In order to guarantee secure communi-
cations between these extremely heterogeneous vehicles, we should construct crypto-
graphic schemes that can provide authentication and confidentiality for heterogeneous 
vehicles in VANETs. 

1.1 Related Work  

Now there are two popular public key cryptosystems: public key infrastructure (PKI) 
and identity-based cryptosystem (IBC). In the PKI system, the certificate authority (CA) 
issues a signed certificate which can provide an unforgeable and trusted link between the 
public key and the identity of a user. In the IBC system, the public key of a user is ob-
tained directly from his identity information, such as telephone numbers, email, address-
es and social security number. Secret keys are generated by the trusted third party called 
private key generator (PKG). Both of the PKI and IBC are the most widely used public 
key cryptosystems and have a large quantity of users.   

Recently many different signcryption schemes are proposed, such as PKI-based 
signcryption schemes [6-8], IBC-based signcryption schemes [9-13] and certificate-less 
signcryption schemes [14-16]. In addition, a new type of multi-receiver signcryption 
schemes are proposed [17-19], which are similar to broadcast encryption technology. 
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Unfortunately, all these schemes are homogenous, i.e., both the sender and receiver are 
in the same public key cryptosystem. And they cannot be used in heterogeneous commu-
nications. 

It is not easy to design signcryption schemes for heterogeneous V2V secure com- 
munication. Sun and Li proposed two schemes for heterogeneous V2V communication 
between the vehicles from two popular public key cryptosystem called public key infra-
structure (PKI) and identity-based cryptosystem (IBC), respectively [20]. Unfortunately, 
their schemes are vulnerable to internal (insider) attacks and do not provide non-repu- 
diation. Huang et al. proposed a heterogeneous signcryption scheme against insider at-
tacks [21]. However, their scheme only allows a vehicle in the IBC to send a message to 
a receiver vehicle in PKI system, so do the schemes proposed in [22, 23]. A vehicle in 
the PKI is not allowed sending a message to a receiver in the IBC. Then, Li et al. solved 
the above problem and constructed two signcryption schemes that can provide the mutu-
al communications for heterogeneous public key cryptosystem in [24]. Since the PKI and 
IBC are the mainstream public key cryptosystems, this paper also supposes vehicles reg-
istered in the PKI or IBC cryptosystem and considers the scenarios that a vehicle in the PKI 
(or IBC) roaming to another region or country that belongs to the IBC (or PKI) system. 

1.2 Our Contributions 

In this paper, two new efficient bidirectional signcryption schemes (abbreviated as 
HVCS-I and HVCS-II) are constructed to provide heterogeneous V2V communications 
(see Fig. 1), in which different vehicles register in PKI or IBC. Compared with the ex-
isting schemes, our schemes have the following features: 

 
 

  

 

 

 
 

Fig. 1. The application scenarios for our schemes. 
 

 Firstly, our proposed scheme can provide bidirectional heterogeneous V2V communi-
cations. To be specific, HVCS-I can realize a vehicle in the PKI system directly send a 
message to a vehicle in the IBC, and HVCS-II can realize a vehicle in the IBC system 
directly send a message to a vehicle in the PKI; 

 Secondly, our proposed HVCS-I and HVCS-II signcryption schemes only consists of 
one group element and n bits, which have a lower storage and communication cost 
than other related schemes. In addition, the whole process of signcryption and unsign-
cryption algorithm in HVCS-I and HVCS-II only needs two pairing computations and 
two scalar multiplications, which is highly efficient in computation; 
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 Thirdly, both schemes have been proven to be indistinguishable against adaptive cho-
sen ciphertext attacks (IND-CCA2) and existential unforgeable against adaptive cho-
sen messages attacks (EUF-CMA) under the hardness assumption of decisional Diffie- 
Hellman problem (DDHP) in the random oracle model. 

 
The rest of this paper is organized as follows. The preliminaries and the generic se-

curity models for our schemes are introduced in Section 2. Then two efficient signcryp-
tion schemes are proposed in Section 3 and their security proofs are given in Section 4. 
In Section 5, we discuss the security and performance of our proposed scheme. Finally, 
we make some conclusions in Section 6. 

2. PRELIMINARIES 

2.1 Bilinear Pairing 

Let G/G1 be an additive/a multiplicative group of prime order q, respectively. A 
map e: G×GG1 is called a bilinear map if it satisfies the following three properties:  
 
Bilinear: i.e. P, QG, a, bZ*

p, (aP, bQ) = e(P, Q)ab;  
Nondegenerate: There exist P, QG, such that e(P, Q)ab1G1

; 
Computable: For all P, QG, there exists an efficient algorithm to compute e(P, Q) 
G1. Please see [1, 10] for more details. 

2.2 Computation Assumptions 

The security of our proposed schemes is based on the decisional Diffie-Hellman 
problem (DDHP), that is, given (P, aP, bP, cP)G, to determine whether ab = c mod q 
holds or not, where a, b, cZ*

q are unknown and P is a generator of cyclic group G with 
order q. The intractability assumption of DDHP is that, there is no algorithm solves 
DDHP in polynomial time with non-negligible probability. 

2.3 Framework of a Heterogeneous Signcryption Scheme 

Our heterogeneous signcryption schemes mainly consist of the following five algo-
rithms. 
 
Setup: This algorithm is performed by PKG. Input a security parameter l to the algo-
rithm, it outputs the system master secret msk and master public key Ppub and a list of 
system parameters params. 
 
PKI-KG: This is a key generation algorithm for PKI users. The user chooses its secret 
key sk and publish the corresponding public key pk.   
 
IBC-KG: This key generation algorithm is designed for IBC users. A user submits an 
identity ID to its PKG. The PKG computes the corresponding secret key sk and transmits 
it to the user in a secure way. In this case, the user’s identity ID is his public key, which 
does not need to be signed by PKG. 
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Signcryption: Input params, a message m, a sender’s identity IDs and his secret key sks, 
and a receiver’s identity IDr or his public key pkr, the algorithm outputs a signcryption 
ciphertext  of message m. 
 
Unsigncryption: The receiver Vr with identity IDr performs this algorithm. Input the 
signcrypted ciphertext , the sender Vs’s identity IDs and corresponding public key pks, 
and the receiver’s identity IDr and his secret key skr, this algorithm outputs the message 
m or⊥which means unsigncryption fails. 

2.4 Security Models of a Heterogeneous (PKI-IBC) Signcryption Scheme 

A signcryption scheme should satisfy confidentiality (i.e. indistinguishability against 
adaptive chosen ciphertext attacks, or IND-CCA2, for short) and unforgeability (i.e. ex-
istential unforgeability against adaptive chosen messages attacks, EUF-CMA). We sligh- 
tly modify the notion to adapt for heterogeneous signcryption scheme. For simplicity, 
PKI-IBC denotes the case that senders belong to the PKI system and receivers belong to 
the IBC system. And IBC-PKI denotes the case that senders belong to the IBC system 
and receivers belong to the PKI system. 
 
Definition 1 (Confidentiality in PKI-IBC): A PKI-IBC signcryption scheme is said to be 
IND-CCA2 secure if no polynomially bounded adversary has a non-negligible advantage 
in the following game. 
 
Initial: The challenger C runs Setup and PKI-KG algorithms with a security parameter l 
and sends the public parameters params and a sender’s pk*

s to the adversary A. 
 
Phase 1: The adversary A can perform a polynomially bounded number of the following 
types of queries in an adaptive way. 
 
 Hash queries: A can request any hash value, C returns the corresponding value. 
 Key generation queries: A chooses an identity ID, C runs IBC-KG algorithm and sends 

the corresponding secret key skID to A. 
 Unsigncrypt queries: A produces a receiver’s identity IDr and a signcrypted ciphertext 
. C first runs IBC-KG algorithm to generate the receiver’s secret key skIDr

. Then C 
runs Unsigncrypt(, pk*

s, skIDr
) algorithm and sends the result to A (the result can 

be the  symbol if is an invalid ciphertext). 
 
Challenge: A decides when to end Phase 1. A generates two equal length plaintexts (m0, 
m1), a receiver’s identity ID*

r which he wants to challenge and sends them to C. The se-
cret key corresponding to ID*

r should never been asked during Phase 1. C takes a ran-
dom bit  {0, 1} to compute * = Signcrypt(m, sk*

s, ID
*

r) and returns * to A. 
 
Phase 2: A can adaptively make a polynomially bounded number of queries again as in 
the Phase 1. This time, A cannot make a key extraction query on ID*

r and cannot make 
an Unsigncrypt query on (, pk*

s, skIDr
) to obtain the corresponding plaintext. 
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Guess: A produces a bit  ′ and wins the game if  ′=. The advantage of A is defined as 
Adv(A) = |2Pr[′=]−1|, where Pr[ ′=] denotes the probability that  ′=. 
 
Definition 2 (Unforgeability in PKI-IBC): A PKI-IBC signcryption scheme is said to be 
EUF-CMA secure if no polynomially bounded adversary has a non-negligible advantage 
in the following game. 
  
Setup: The challenger C runs Setup and PKI-KG algorithms with a security parameter l 
and sends the public params and a sender’s public key pk*

s to a forger F . 
 
Attack: The forger F can perform a polynomially bounded number of the following 
types of queries in an adaptive way. 
 
 Hash queries: F can ask the hash value of any string, C returns the corresponding value.    
 Signcrypt queries: F submits a message m, a sender’s identity IDs and a receiver’s 

identity IDr to C. Then C runs Signcrypt(m, sks, IDr) algorithm and sends cipher-
text to F. 

 
Forgery: After the above queries, F produces a receiver’s identity ID*

r and a new sign-
cryption ciphertext *. F wins the game if the outputs of Unsigncrypt(*, pk*

s, sk*
IDr

) is 
not  .The advantage of the forger F is defined as the probability that it wins.      
 
Definition 3 (Confidentiality in IBC-PKI): A IBC-PKI signcryption scheme is said to 
satisfy IND-CCA2 security if no polynomially bounded adversary has a non-negligible 
advantage in the following game. 
 
Initial: The challenger C runs Setup and PKI-KG algorithms with a security parameter l 
and sends the system parameters params and a receiver’s public key pk*

r to A. 
 
The remaining phases (Phase 1, Challenge, Phase 2 and Guess) are very similar to the 
game in Definition 1. Due to the limited space, we will not repeat them again. 
 
Definition 4 (Unforgeability in IBC-PKI): A IBC-PKI signcryption scheme is said to 
satisfy EUF-CMA security if no polynomially bounded adversary has a non-negligible 
advantage in the following game. 
 
Setup: The challenger C runs Setup and PKI-KG algorithm with a security parameter l 
and sends the params and a receiver’s public key pk*

r to the forger F .  
 

The remaining phases (Attack and Forgery) are very similar to the game in Defini-
tion 2. We will omit them here due to the limited space. 

3. OUR PROPOSED HVCS-I AND HVCS-II SCHEMES 

In this section, two novel and efficient signcryption schemes that provide heteroge-
neous V2V communications are stated as follows.  
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3.1 PKI-IBC Scheme (HVCS-I) 

The first scheme is adapted to a scenario that a vehicle Vr who has public/secret key 
of IBC receives the signcryption ciphers of m from a vehicles Vs who registered in a PKI 
system. 
 

Setup: Given a security parameter l, the PKG chooses a cyclic additive group G on el-
liptic curve which is generated by P with prime order q ≥ 2l, chooses a cyclic multiplica-
tive group G1 with the same order and a bilinear map e: GGG1.The PKG also choos-
es cryptographic hash functions H1: {0, 1}*G, H2: G1{0, 1}n, n is the number of bits 
of a message m to be signcrypted. The PKG chooses a random sZ*

q as the master secret 
key and sets master public key Ppub = sP. PKG makes the system parameters params = 
{q, G, G1, e, P, Ppub, H1, H2} public and keeps s secret. 
 
PKI-KG: A vehicle V in a PKI system chooses a random xV from Z*

q as its secret key 
skV = xV and computes pkV = xVP as its public key. Below we use (sks = xs, pks = xsP) to de-
note the public/secret key pair of vehicle Vs that sends the message. 
 
IBC-KG: A vehicle in the IBC system submits its identity ID (such as vehicle identifi-
cation code, license number, etc.) to the PKG. The PKG computes the corresponding 
secret key skID = sH1(ID) = sQID, and sends it to the vehicle in a secure way. We denote 
the identity of vehicle Vs which will receive the messages is IDr and its corresponding 
key pair is (pkr = IDr, skr = sQr). 
 
Signcrypt: Input params, a message m, a vehicle Vs’s secret key sks, and a vehicle Vs’s 
identity IDr , this algorithm works as follows. 
 
1. Choose a random rZ*

q and compute R = rpks; 
2. Compute k = e(sksPpub, Qr)

r, c = mH2(k); 
       The signcryption ciphertext is  = (R, c).  

 
Unsigncrypt: The receiver Vr takes the signcryption and its private key skr as inputs, 
performs as follows: 
 
1. Compute k = e(R, skr);                                                 (1) 
2. Compute m = c H2(k), and output the message m. 
 
3.2 IBC-PKI Scheme (HVCS-II) 

 
The second scheme is designed to the scenario that a vehicle Vr who has pub-

lic/secret key of PKI system will receive the signcryption ciphertext of m from a vehi-
cle Vs who registered in IBC. The detailed scheme is described as follows. 

The Setup, PKI-KG and IBC-KG algorithms are the same as the above HVCS-I 
algorithm. Here we denote the sender Vs’s key pair by (pks = IDs, sks = sQs) and the receiver 
Vr’s key pair by (pkr = xrP, skr = xr). 
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Signcrypt: Input params, a message m, a sender Vs’s secret key sks, and a receiver 
Vr’s public key pkr, this algorithm works as follows. 
 
1. Choose a random rZ*

q and compute R = rPpub; 
2. Compute k = e(pkr, sks)

r, c = mH2(k); 
The signcryption ciphertext is  = (R, c). 

 
Unsigncrypt: The receiver Vr takes signcryption  and its private key skr as inputs and per-
forms as follows: 
 
1. Compute k = e(Qs, R)skr;                                                (2) 
2. Compute m = c H2(k) and output the message m. 

4. SECURITY PROOF OF TWO HVCS SCHEMES 

In this section, the correctness and security of the proposed schemes are proved. The 
HVCS-I is proved to satisfy confidentiality and unforgeability by Theorems 1 and 2, 
respectively, and the HVCS-II is proved to satisfy confidentiality and unforgeability by 
Theorems 3 and 4, respectively. 

4.1 Correctness 

HVCS-I (PKI-IBC) scheme. We firstly prove the correctness of Eq. (1). 

e(xsPpub, Qr)
r = e(rxsP, Qr) = e(R, skr). (3) 

HVCS-II (IBC-PKI) scheme. The correctness of Eq. (2) is given below. 

e(sks, pkr)
r = e(sQsP, rxrP) = e(Qs, rPpub)

xr. (4) 

Both of above equations indicate that our schemes satisfy the correctness.  

4.2 Security Proof 

We will prove HVCS-I and HVCS-II schemes satisfy the confidentiality and un-
forgeability by following Theorems 1-4, respectively. tm denotes the time to compute 
a scalar multiplication and tp represents the time to compute a pairing in G. 
 
Theorem 1: In the random oracle model, if an adversary A has a non-negligible ad-
vantage (probability) against the IND-CCA2 security of HVCS-I scheme within a time 
span t, after asking at most qHi

 times Hi queries (i = 1, 2), qk times key generation que-
ries, qu times unsigncrypt queries, then there exists an algorithm C that can solve a DDHP 
instance in time t  t + O(qu + 1)tp + O(2qH1

 + 2qk + 1)tm with the probability   (1  
u

u

k

k

q
q

q
q )1() 11  . 
 
Proof: We will describe how C can use A as a subroutine to solve a given DDHP in- 
stance (P, aP, bP, cP), which is obtained by C in advance. 
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Initial : The challenger C runs Setup algorithm with a security parameter l, sets Ppub=aP 
and sends the system parameters to the adversary A. C also runs PKI-KG algorithm to 
get a Vs’s (pk*

s, sk*
s) and sends pk*

s to A. 
 
Phase 1: The adversary A can perform a polynomially bounded number of the following 
types of queries in an adaptive way. C maintains two lists LH1

 and LH2 to simulate hash 
oracles H1 and H2. Assume that H1 queries are distinct, and A will ask for H1(IDr) 
before IDr is used in any other queries and the target identity ID*

r is submitted to H1 at 
some point. 
 
H1 queries: C maintains a list LH1

 of tuples {IDri, i, Qri, Dri, ci}. A submits a query 
on IDri, if the request has been asked before, C returns the same answer from the list LH1

. 
Otherwise, C then flips a coin ci{0,1} that yields 0 with probability  and 1 with prob-
ability 1 −  and performs as follows: 
 
1. If ci =1, C sets Qri = bP, i = , Dri = , Otherwise; 
2. C randomly picks iZ*

p, computes Qri = iP, Dri = iaP, adds {IDri, i, Qri, Dri, ci} 
to LH1

 list and returns Qi. 
 
H2 queries: C maintains a list LH2

 of tuples {ki, i}. When A submits a kiG2 and 
issues an H2 queries, C returns the same answer from the list LH2

 if the request has been 
asked before. Otherwise, C randomly chooses a string i{0, 1}n and adds },{ iik  to LH2

 
list and returns i. 
 
Key generation queries: When A issues a key generation query on IDi, C first makes an 
H1 query on IDi and finds the tuples {IDi, i, Qi, Di, ci} in LH1 list. Then C returns Di. 
If IDr = ID*

r, returns . 
 
Unsigncrypt queries: Finally A produces a Vr’s identity

rID and a ciphertext . If IDr = 
ID*

r, C returns ⊥. Otherwise, C executes Unsigncrypt(, pk*
s, skIDr

) in the normal way 
and returns what the Unsigncrypt algorithm returns.  
 
Challenge: After queries, A generates two equal length plaintexts (m0, m1) and a Vr’s 
identity ID*

r on which it wants to be challenged. If IDr  ID*
r, C returns . Otherwise, C 

takes a random bit   {0, 1} and r*Z*
q, computes c*= H2(e(r*pk*

s, cP))m, r
*pk*

s = R*. 
Then C returns * = (R*, c*) to A.                                           
 
Phase 2: A can ask a polynomially bounded number of queries adaptively again as in the 
Phase 1. It is not allowed to make a key extraction query on ID*

r and the Unsigncrypt 
query on (*, pk*

s, ID
*
r) to obtain the corresponding plaintexts. 

 
Guess: After A has made a sufficient number of queries, A returns its guess a bit  ′. If  ′ = 
, C outputs 1 as the answer to the DDHP instance. Otherwise, it outputs 0. The ad-
vantage of A is defined as  = |2Pr[ ′ = ]  1|. 

If A’s guess is right, A should have queried the H2 oracle with e(r*pk*
s, abP) and 

saved {e(r*pk*
s, abP), *} to LH2 list. By our setting, abP should be equal to cP. 
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To complete the proof, it remains to analyze C’s advantage. Define the events E1, 
E2, E3 and E4 as follows.  
 
E1: A does not make a key generation query on the identity ID*

r. 
E2: C does not abort an unsigncryption query. 
E3: A chooses ID*

r as the Vr’s identity in the challenge phase. 
E4: A has a probability to guess  ′ = . 

 
If all the above events happen, C succeeds and his advantage is  = Pr[E1  E2  

E3  E4]. We know 

1
2 1Pr[ ] (1 ) ,k

k

q
qE E   1

2 1Pr[ ] (1 ) ,u

u

q
qE E   Pr[E3|E1E2]  , and Pr[E4| 

E1 E2E3]  , therefore u

u

k

k

q
q

q
qEEEE )1()1(]Pr[ 11

4321  . 
The running time for C is the sum of A’s running time, the time that C answers queries 

and C computes the DDHP instance. During each H1 query, key generation query, unsign-
crypt queries, it needs 2,2 scalar multiplications and 1 pairing computation, respectively. 
There are 1 scalar multiplications and 1 pairing computation in Challenge phase. So t  t + 
O(qu + 1)tp + O(2qH1

 + 2qk + 1)tm. 
 

Remark 1: In above four games, the responses from the random oracle to A is uniformly 
random and independently distributed in G. From the A’s view, all responses is valid and 
random, which are indistinguishable from the real life. 
 
Theorem 2: In the random oracle model, if there exists a forger F who has an advan- 
tage in forging a valid signcryption ciphertext of the HVCS-I scheme within a time 
span t, after asking at most qHi times Hi(i = 1, 2) queries, qk times key generation que-
ries, qs times Signcrypt queries, then a DDHP instance can be solved in t  t + O(qu + 
1)tp + O(2qH1

 + 2qk + 1)tm with the probability  u

u

k

k

q
q

q
q )1()1( 11  . 

 
The proof of Theorem 2 is very similar to Theorem 1. Due to the limited space, we 

omit it here. 
 
Theorem 3: In the random oracle model, if an adversary A has a non-negligible ad-
vantage against the IND-CCA2 security of the HVCS-II scheme within a time span t, after 
asking at most qHi times Hi(i = 1, 2) queries, qk times key generation queries, qu times un-
signcrypt queries, then there exists an algorithm C that can solve the DDHP within time t  
t + O(qH1

 + qk + 1)tm + O(qu + 1)tp with the probability 1 1(1 ) (1 ) .k H u

u

q q q
q        

 
Proof: We describe how C can use A as a subroutine to solve a given instance (P, aP, bP, 
cP) of the DDHP. 
 
Setup: The challenger C runs Setup algorithm with a security parameter l and sets Ppub = 
aP.  
 
Attack: The adversary A can perform a polynomially bounded number of the following 
type of queries in an adaptive way. C maintains two lists LH1 and LH2 to simulate hash 
oracles Hi, i = 1, 2. And C also runs PKI-KG algorithm to get a Vr’s public/secret keys 
and send pk*

r to A. 
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H1 queries: C maintains a list LH1 of tuples {IDsi, i, Qsi, Dsi, di}. A submits a query on 
IDsi, C flips a coin di  {0, 1} that yields 0 with probability  and 1 with probability 1 
 . If di = 1, C sets Qsi = bP, i = , adds {IDsi, , Qsi, , di} to LH1. Otherwise, C ran- 
domly picks i  Z

*
q, sets Qsi = iP, Dsi = ibP, adds {IDsi, i, Qsi, Dsi, di} to LH1 and 

returns Qsi.  
 
H2 queries: C maintains a list LH2 of tuples {ki, i}. When A submits a ki  G1 and issues 
an H2 queries, if the request has been asked before, C returns the same answer i from the 
list LH2. Otherwise, C randomly chooses a string i {0, 1}n and adds {ki, i} to LH2 list 
and returns i.  
 
Key generation queries: This process is similar to the challenge-response of H1 que-
ries. If di = 1, C outputs . 
 
Unsigncrypt queries: A produces a Vs’s identity IDs and a signcryption ciphertext . 
If IDs = ID

*
s, C returns . Otherwise, C executes Unsigncrypt(, sks, pk*

r) algorithm 
in the normal way and returns what the Unsigncrypt algorithm returns.  
 
Challenge: After queries, A generates two equal length plaintexts (m0, m1) and a Vs’s 
identity ID*

s on which it wants to be challenged. If IDs  ID*
s, C returns . Otherwise, C 

takes a random bit {0, 1} and r*Z*
q, computes R* = r*Ppub, c

* = mH2(e(r*pk*
r, cP), 

then C returns * = (R*, c*) to A. 
 
Phase 2: A can ask a polynomially bounded number of queries adaptively again as in the 
Phase 1. This time A is not allowed to make an Unsigncrypt query on (*, pk*

s, sk*
r) to 

obtain the corresponding plaintext. 
 
Guess: After A has made a sufficient number of queries, A returns its guess a bit . If  
= , then C outputs 1 as the answer to the DDHP. Otherwise, it outputs 0. Since the ad-
versary is denied access to the Unsigncrypt oracle with the challenge signcryption, if 
A’s guess is right, A should have queried the H2 oracle with e(r*pk*

r, abP) and saved 
{e(r*pk*

s, abP), *} to LH2 list. By our setting, abP should be equal to cP. In this proof, 
the probability of C solving the given instance of DDHP is    1 11 1 ,

uk H

u

qq q

q        

and the running time of C is t  t + O(qH1
 + qk + 1)tm + O(qu + 1)tp. 

 
Theorem 4: In the random oracle model, if there exists an adversary F who has an ad-
vantage in forging a valid signature of the HVCS-II scheme with in a times pan t, after F 
asking at most qHi

 times Hi(i = 1, 2) queries,
sq times Signcrypt queries, then the DDHP 

instance can be solved in time t  t + O(qH1
 + qk + 1)tm + O(qu + 1)tp with the proba-

bility    1 11 1
uk H

u

qq q

q       . 

5. APPLICATION AND PERFORMANCE EVALUATION 

Here, we give an example of the potential application of our schemes. Suppose the 
vehicle A collided with the vehicle B in Fig. 1. In order to avoid traffic jams, the 
vehicle A and B would signcrypt the collision message to surrounding vehicles by V2V 
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Table 1. Comparisons of security features and ciphertext length. 

Table 2. The comparison of computation overhead of related schemes. 

(for example, the propagation of BCDEF approximately needs 30 seconds) 
and the other vehicles can go round early. Hence, it can prevent more vehicles from 
joining the traffic jams. The reason for signcrypting the message is to ensure the 
message authentication and the source’s reliability. Nobody can decrypt the signcrypted 
message except the designated vehicle. If any vehicle sends distorted news, it will be 
blacklisted by other vehicles, and unable to share message with others. Based this risk, 
most vehicle should send true information honestly. 

Many existing signcryption schemes [3-19] all need the sender and the receiver 
registered on the same public key cryptosystem. And these schemes are not suitable for 
heterogeneous scenarios. Although schemes proposed in [20-23] can provide hetero- 
geneous communications, the schemes in [20] do not resist the insider attack and the 
schemes in [21-23] only support one-way communication (i.e. IBC-PKI). Only the 
schemes in [24] and our schemes can realize heterogeneous secure mutual communica- 
tions. The performance and security comparisons of our schemes with the schemes 
in [22-24] are given. The results are illustrated in Tables 1 and 2. 

From Table 1, the ciphertext size of our schemes is shortest in all related schemes, 
regardless of the size of m and G. The specific bytes are based on the common assump-
tion that |G|=160bits, |m| =160bits and |ID|=80bits. Therefore, the communication cost and 
storage of our schemes also decrease with the shorter ciphertext length. 

In Table 2, tm, tp, tinv and te denote the times to perform one scalar multiplication, a 
pairing evaluation in G, an inverse operation in Z*

q and an exponent operation in G1, 
respectively. Here the time of hash th and XOR is negligible because th and XOR are 
very lightweight compared with tp, tm. n is the number of user set. 

 
 

 

 

Scheme PKI-IBC IBC-PKI Hardness assumption Provable security Ciphertext length 

Scheme in [22] 
Scheme in [23] 

× 
× 

√ 
√ 

q-BDHIP 
DDHP 

Yes 
Yes 

(IBC-PKI) |m|+3|G| (80bytes) 
(IBC-PKI) |m|+(n+1)|G|+n|ID| 
          (40+30n) bytes 

Schemes in [24] √ √ q-BDHIP Yes 
(IBC-PKI) |m|+2|G|(60bytes) 
(PKI-IBC) |m|+2|G|(60bytes) 

Our Schemes √ √ DDHP Yes 
(IBC-PKI) |m|+|G|(40bytes) 
(PKI-IBC) |m|+|G|(40bytes) 

Schemes PKI-setup IBC-setup 
Signcryption 

assumption 

Unsigncryption

Whole computation

length

Energy Consumption 

Scheme in [22] tm+tinv tm+tinv (IBC-PKI)te+3tm+tinv tp+te+2tm+tinv    170.88+5.68mJ 

Scheme in [23] tm tm (IBC-PKI)(n+3)tm 2tp+n tm  149.52+38.88n+2.84+2.13mJn 

Schemes in [24] tm+tinv tm+tinv 
(PKI-IBC)te+3tm 2tp+te+tinv 

2tp+te+tm+tinv 

 

(IBC-PKI)te+2tm 214.32+4.26 mJ 

Our Schemes tm tm 
(PKI-IBC)tp+2tm tp 

tp 

 

(IBC-PKI)tp+2tm 130.08+2.84 mJ 
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From Table 2, we can see the computational complexity of our schemes is sig- 
nificantly smaller than those of the other three protocols, whether in the setup phase 
or in the signcryption/unsigncryption phases. The average execution time of the opera-
tion tp is about 1.9s, a te operation in G1 takes 0.9s using the supersingular elliptic curve 
y2 + y = x3 + x and a tm operation takes 0.81s [23] (the experiment data from tests on 
the widely used MICAz platform that is equipped with an ATmega128L 8-bit processor 
clocked at 7.3728MHz, 4KB RAM and 128KB ROM). We give a quantitative analysis 
of schemes in [22, 24] and our scheme just for IBC-to-PKI communications that is pro-
vided by all the above schemes. Note that the scheme in [23] is omitted in Figs. 2 and 
3 because its computation grows linearly with the number of group members (n) and 
is more time-consuming. A tinv operation in G1 also be taken as 0.9s although a tinv opera-
tion is more time-consuming than a te operation in theory. The whole computation time 
includes the computation time in signcryption and unsigncryption phases. 

The total energy consumption in Fig. 3 includes the computational energy and the 
communication energy consumption. As in [25], a pairing operation consumes 3V8mA 
1.9s=45.6mJ, a scalar multiplication consumes 3V8mA0.81s=19.44mJ, an exponent 
operation consumes 3V8mA0.9s=21.6mJ, here we suppose tinvte. In addition to com-
putation energy consumption, the energy consumption on receiving a message of x bytes 
Wr=VIrx8/dr,where Ir is the current draw in receiving mode and dr is the data rate. In 
MICAz, Ir = 8mA/10mA/27mA when the current draw is in active/receiving/ transmit-
ting mode and dr = 12.4kbps. A sensor consumes 3V10mA8/12400=0.019mJ and 
3V27mA8/12400=0.052mJ to receive and transmit one byte message. Combined with 
the ciphertext length in Table 1, we give the energy consumption in Table 2 and the 
comparisons of the relevant schemes are given in Fig. 3 (just for IBC-PKI that the above 
schemes all can provide). From Table 2, we know a vehicle only need 132.92mJ energy 
to receive and unsigncrypt a message, then signcrypt and transmit a new message. A 
vehicle only needs 5.42s to unsigncrypt and signcrypt a message. The computational 
time and energy consumption are viable and sound for practical VANETs applications. 

 

  
Fig. 2. Comparisons of the computational 

overhead. 
Fig. 3. The total energy consumption versus 

vehicle number. 

6. CONCLUSIONS 

In this paper, we proposed two signcryption schemes for heterogeneous V2V com-
munication in VANETs. They can setup a secure channel between vehicles that support 
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end-to-end confidentiality and authentication services. And our schemes can provide a 
solution when a vehicle in the PKI (IBC) system roaming to another region/domain that 
belongs to the IBC (PKI) system. Both schemes have been proven to be indistinguishable 
against adaptive chosen ciphertext attacks and existential unforgeability against adaptive 
chosen messages attacks under the decisional Diffie-Hellman problem in the random 
oracle model. As compared with recently existing schemes, the schemes proposed in this 
paper have great advantages in terms of computation, storage, ciphertext size and com-
munication cost as showed in Tables 1 and 2, Figs. 2 and 3. The ongoing work is to de-
sign V2I signcryption schemes by making full use of the strong computational ability of 
roadside facilities. 
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