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SQL injection is becoming more frequent and is urgent to be studied the defense
mechanism. In this paper, a fine-grained Petri Net (PN) model is proposed to describe the
process of SQL Boolean injection and SQL time blind injection. The results show that the
speed of PN model simulating SQL injection can be scaled, such as 10 times the speed. It
is conducive to faster-than-real-time simulation and prediction of unknown vulnerabilities
when the injection speed is fast. It is good for fine-grained analysis of the attack and es-
tablish a patch model when the injection speed is slow. The modeling and simulation in
this paper provide a theoretical guarantee for the occurrence mechanism of vulnerabilities
and the discovery of unknown vulnerabilities.

Keywords: SQL injection, wireless network, network security, petri net, fine-grained mod-
eling

1. INTRODUCTION

With the rapid development of wireless network, security events occur frequently in
wireless networks. At present, a variety of low-cost radio technologies are used to realize
wireless communication. The easy access of these new radio technologies brings huge se-
curity problems.

SQL injection attack [1] is one of the most harmful attacks in wireless networks. With
the increasing development of the network and the increasing complexity of network attack
methods, SQL injection vulnerability is exploited by attackers to obtain sensitive infor-
mation related to the database. An approach to identify and mitigate SQL injection attacks
was proposed by W. H. Another [2]. Communication devices are connected to each other
through cables, and nodes without direct connection cannot access the network for illegal
activities in wired network. However, due to the broadcast characteristics of wireless net-
work and the openness of interface, both authorized users and illegal users can access it.
The open environment makes wireless networks more vulnerable to malicious attacks. It
includes passive eavesdropping for data interception and active interference for legitimate
transmission. Therefore, SQL injection attacks are more likely to occur in wireless net-
works, leading to the disclosure of sensitive information. This paper aims to study the SQL
injection attack caused by the inherent openness of wireless network, and design an effec-
tive defense mechanism to improve the security of wireless network. For the serious SQL
injection attacks in wireless networks, existing studies use random forest or machine learn-
ing strategy modeling to detect SQL injection attacks, but cannot predict unknown attacks,
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and the description granularity is still too macro. In recent years, the research idea of com-
bining network attack and defense with Petri Net has been gradually proposed [3-5], which
is more micro compared with the traditional modeling idea. Therefore, based on the micro
fine-grained advantage of Petri Net in describing the state, the SQL injection process is
modeled in this paper in wireless networks. The effectiveness of PN model of SQL injec-
tion attack is proved by qualitative analysis and quantitative analysis in wireless networks.
Furthermore, according to the conflict in PN model, the patch model corresponding to SQL
injection is established to prevent SQL injection attack and maintain the security of user
sensitive information.

The remainder of this paper is organized as follows. Section 2 introduces the related
work of detecting SQL injection attacks in wireless network. Section 3 introduces the mod-
eling of SQL injection based on PN in wireless network. Section 4 makes a fine-grained
analysis of the PN model of SQL injection and establishes the patch model. Section 5 sim-
ulates the PN model and makes qualitative and quantitative analysis. Section 6 summarizes
the relevant research of this paper and puts forward the future work.

2. RELATED WORK

This paper mainly models and analyzes the micro process of network attack in wire-
less network. In the following related work, we will classify and elaborate the existing
research work on attack behavior modeling in wireless networks and SQL injection attack
modeling.

A. Existing research work on modeling attacks in wireless networks

Wireless network is a network that can realize the interconnection of various commu-
nication devices without wiring. This concept was proposed by Y. Zou [6]. It generally
adopts OSI protocol architecture, including application layer, transmission layer, network
layer, MAC layer and physical layer. Different layers support different protocols and show
different security vulnerabilities. Wireless networks are similar to wired networks, and the
main difference is the physical layer and MAC layer. The security threats and vulnerabili-
ties related to these protocols are protected on each layer.

The existing research on wireless network attack modeling and analysis mainly in-
cludes three aspects: using random forest to establish model, using machine learning strat-
egy and establishing SEIRD model. T. Le et al. [7] proposed Random Forest model to
detect attacks in wireless network. The model can only detect known attacks, but cannot
predict unknown attacks. This paper proposes a method of using Petri Net to establish
attack model, which can not only detect known attacks, but also predict unknown attacks.
E. M. D. L. Pinto et al. [8] propose a new machine learning based strategy to detect spoof-
ing attacks in wireless sensor networks (WSNs). Compared with other methods, the perfor-
mance of detecting attacks in this paper is improved by about 10%, but no measures are
taken to prevent attacks. The method of using Petri Net to establish attack model proposed
in this paper establishes the defense patch model while establishing the attack model,
which provides a higher guarantee for network security. S. R. Biswal et al. [9] proposed a
Susceptible-Exposed-Infectious-Recovered-Dead (SEIRD) model to understand the dy-
namics of malware propagation in WSN. The SEIRD model focuses on early detection of
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malicious signals in the network and corresponding application security mechanisms to
eliminate them. Compared with the traditional model, it provides an improved security
mechanism, but it cannot realize faster-than-real-time simulation and predict unknown ma-
licious signals. However, the PN model established in this paper can not only provide the
defense model of the attack but also predict the unknown attack. The paper has high inno-
vation and research value compared with the existing relevant research in recent years.
However, due to the problems of transmission delay in wireless networks, there are some
challenges in the modeling and analysis of this paper. This paper also analyzes the impact
of time delay on transmission efficiency.

B. Existing research work on modeling and analyzing SQL injection

SQL injection mainly attacks data-driven applications by inserting some malicious
SQL statements to obtain sensitive information of databases and users, and try to access
legitimate websites. Y. Zou et al. [10] mentioned that SQL injection is an HTTP attack in
the application layer of OSI layered protocol architecture. This section mainly discusses
the modeling of SQL injection attack based on pattern neural network, the existing research
work of ATAR model and RESNET of SQL injection attack, and analyzes the defects of the
existing SQL injection attack model, which leads to a new idea of modeling SQL attack
behavior in wireless network. M. B. A et al. [11] proposed a pattern based neural network
model to detect SQL injection attacks efficiently, which has higher accuracy than similar
models. However, the patch model is not established, and the effectiveness of the SQL
injection attack detection model are not proved in wireless network. H. Gao et al. [12] pro-
posed an ATTAR model to detect the syntax and behavior characteristics of SQL injection
attacks by using language pattern and access behavior mining. However, the description
of attack process in ATAR model is not micro enough and the corresponding patch model
is not established. Sangeeta et al. [13] proposed a RESNET model to automatically learn
and detect SQL injection attacks, which can effectively identify different types of SQL
injection attacks compared with similar models. However, the effectiveness of SQL injec-
tion in wireless network has not been proved. Based on the defects of the existing SQL
injection attack model, the PN model of SQL injection attack based on Petri Net pays more
attention to describing the micro process of the attack. Furthermore, this paper establishes
an SQL injection patch model based on Petri Net to ensure the security of the network.
Finally, it verifies the availability and effectiveness of PN model in the wireless network,
and can predict unknown attacks.

C. The PN model modeling strategy proposed in this paper

PN is composed of Place, Transition, and direct arc. PN is used to describe states and
changes. The circle represents P and is used to describe the state. The square represents 7-
to describe the operation. PN is defined as follows.

Definition 1: A triple PN = (P, 7, F) is called a Petri Net if it satisfies the following con-
ditions.

(1) P is the finite set of Place and 7is the finite set of Transition.
(2) Among them, P = ¢, T+ ¢, and PN T .
(3) F = (Px1)u (1xP) represents the flow relationship of PN.
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The paper study the process of SQL injection using PN and analyze its advantages in
wireless network. It solves the macro problems of the traditional model, verifies the avail-
ability of the model in the wireless network, makes up for the limitations of modeling in
wired network and establishes a patch model to defend and predict unknown vulnerabilities.

3. MODELING SQL INJECTION IN WIRELESS NETWORK

The main attack methods of a complete SQL injection attack are SQL Boolean injec-
tion and SQL time blind injection. SQL Boolean injection determines whether there is an
injection point in the website according to whether the return value of the page is true or
false. If there are injection points in the website, we can further use SQL time blind injec-
tion to construct time blind injection function, and then judge the length of database name
and other sensitive information to carry out power raising attack. In order to analyze the
process of SQL injection attack in wireless networks, PN models are established in this
study for two SQL injection methods to find the attacks and vulnerabilities in wireless
networks.

3.1 PN Modeling Strategy

The mapping relationship during PN modeling is shown in Table 1.

Table 1. Mapping relationship between basic elements of PN model.

PN model SQL injection attack
P State
T Action
F State transform

In the research of formal modeling in this paper, P is used to represent various system
states or vulnerability states in PN model, such as legal of input statement, SQL injection,
illegal state of input statement, etc. 7is used to represent the operation of SQL injection
vulnerability, such as SQL injection attack, executing illegal URL statement, injection at-
tack success, etc. 7 has the property of describing micro execution operation. Therefore,
in a specific attack and defense, those related to state are represented by 7 and operations
are represented by 7. The token value can be set according to the vulnerability exploitation
in P, indicating the number of resources the system has or the number of attempts to pen-
etrate in the wireless network.

3.2 PN Modeling of SQL Boolean Injection Attack

According to PN modeling strategy, the attack process is divided into P set and 7 set
to establish the PN model of SQL Boolean injection. 2 mainly include illegal construction
state, Boolean injection state, etc. They are represented by circles in the model, in which
the security state and normal state are the legitimate states of the system, while the illegal
splicing statement and injected state are caused by the illegal operation of the malicious
attacker. 7mainly include constructing illegal statements and Boolean injection operations,
which are represented by squares. A specific token value can be set for the initial P to
indicate the number of resources owned by the system or the number of attempts to inject.
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The model of SQL Boolean injection is shown in Fig. 1. The description of P and 7
in the SQL Boolean injection model is shown in Tables 2 and 3.

Table 2. Description of P. Table 3. Description of 7~
P Status T Operation
Po Normal T Boolean injection
Py Legal splicing 0 start
P2 Splicing statement T, Construct legal
P3 Illegal splicing c stateme.r;lts |
P Splicing completion onstruct illega
P4 P gLe alp T2 statement
P5 Illeg al T3 Send attack code
o o ? Ta Failed

7 njection Ts Succeed
Ps Securlt-y- T2 System reset
Pg Vulnerability

In Fig. 1, Ps is an illegal state, which mainly carries out illegal URL splicing for vul-
nerable statements in the database. Tz is an operation to start injection attack. Pg is an in-
security state successfully injected, indicating that the website has been successfully at-
tacked. In the whole model, the states like Po, Ps and Pg are secure. These states are allowed
in the normal operation of the website. While the states like Pzand Pg are illegal. These
states are prohibited in the normal operation of the website. Set the token value of 50 in P
to indicate that the model is injected 50 times in the wireless network. Analyze the SQL
injection and verify the effectiveness and correctness of the method and model in wireless
network.

Fig. 1. SQL Boolean injection model diagram.

3.3 PN Modeling of SQL Time Blind Injection Attack

The SQL time blind injection is established. The main P include insecurity state, ille-
gally constructed URL statement state. Among them, security state is the state of legal
existence of the system. The main 7 are illegal construction of statements and SQL time
blind attacks. The token value can be set to indicate the number of resources owned by the
system website or the number of attempts to inject.
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Fig. 2. Diagram of SQL time blind injection attack model in wireless network.

The model of SQL time blind injection attack is shown in Fig. 2. The description of P
and 7'is shown in Tables 4 and 5. P1; is an illegal state according to the PN model. The
execution time of statements in the database is delayed by constructing the sleep () function,
resulting in illegal users getting the sensitive information of the database. Ty is an operation
that illegally starts SQL time blind injection attack, which is a crucial step in SQL time
blind injection. P1s is an insecure state successfully injected by SQL time blind injection
attack, indicating that the website has been successfully attacked. In the whole model, the
states like P15 and P are the normal states allowed in the website, and the states like P1,
and Pig are the illegal states. Set the token value of 50 in Pg to indicate that the model
simulates SQL time blind injection for 50 times. Analyze the SQL time blind injection and
verify the effectiveness and correctness of the method and model. We can find out whether
there is a risk in the PN model through whether there is a collision when the model is
running, and locate the location of the risk through the unsafe state to prepare for the es-
tablishment of the patch model below.

Table 4. Description of P. Table 5. Description of 7.
P Status T Operation
Pg Insecure Te Time blind
P1o Legally constructed Legally
P Construct statement T7

1 constructed
P12 Illegally constructed lllegally
P13 Construction completes Tg constructed
EM E“”OI' To Time blind

ega _— .

1 g Tio Injection failed
P16 Illegal .

P17 Security T Injected
Pis Vulnerability successfully

Wireless network does not need to be physically connected through cables, which
reduces the cost but increases the network delay. Therefore, it will cause time delay in the
process of SQL time blind injection. The formula for calculating the blind injection time
of SQL time is shown in Eq. (1):

T=Ts+ Ty + Ty, 1)
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where T represents the time spent on SQL time blind injection attack. Ts represents the time
spent on executing blind injection function. T, represents the time spent on page loading.
Tq represents the network transmission delay. It is also the biggest difference factor affect-
ing the attack time between wired and wireless networks. The calculation method of SQL
time blind injection time is the same in wireless network and wired network, and Eq. (1)
is adopted for both.

We can get Egs. (2) and (3) as follows,

T-Te=6 @
T-Ts=T+ Ty (3)

where orepresents the difference between the total time spent on blind injection attack. Eq.
(4) can be derived as follows:

0=Ti1+ Ty 4)

where the confidence interval of &is 6 e (&%, om) and & represents the minimum value of
dand om represents the maximum value of &.

The probability of success of SQL time blind injection attack is recorded as P. The
probability of success of the itch attack is recorded as Pi. The SQL time blind injection
attack injects different times according to different settings of blind injection function pa-
rameters. The probability formula of successful injection is shown in Eq. (5):

P:ﬁPi- ®)

Here, the PN model of SQL time blind injection is established, and the formal analysis
of blind injection attack time is helpful to explore the success of blind injection attack and
its influencing factors in wireless network.

4. ANALYSIS OF SQL INJECTION MODEL

This section makes a code level analysis of the model established above. The descrip-
tions of P and 7 are deeply analyzed to explore the corresponding relationship between
each node in the model and SQL injection statements. Furthermore, the corresponding
patch model is established for the two methods of SQL injection to prevent attacks.

4.1 Comprehensive Model Diagram of SQL Injection Attack

Once SQL Boolean injection finds the injection point, SQL time blind injection can
be used to further mine the sensitive information related to the database. Based on the
relationship between the two injection methods and the above modeling strategy, a com-
prehensive model is established in wireless network as shown in Fig. 3.
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Fig. 3. Comprehensive model diagram of SQL injection.

In Fig. 3, the descriptions of P and 7 is the same as above. The construction code of
the injection point in the website obtained by SQL Boolean injection is shown in Table 6.
The simulation experiment uses the open source SQL.i-labs shooting range practice exper-
iment platform provided by the cloud performance website. The website is “https://www.
yunyansec.com/#/experiment/security/”. For the injection point, the SQL time blind injec-
tion is further used to construct the blind injection function, and the database length infor-
mation is obtained through the background database processing. The codes are shown in
Table 7.

Table 6. SQL Boolean injection attack code.
Type of attack Attack Code
SQL Boolean injection attack http://af5fded8.yunyansec.com/Less-8/?id=1

Table 7. SQL time blind injection attack code.
Type of attack Attack Code
http://af5fded8.yunyansec.com/Less-9/?id=1'and if
(length (database ())>8, sleep (10), 0) --+

SQL time blind injection attack

In Fig. 3, the left side of Pg is the modeling of SQL Boolean injection and the right
part is SQL Boolean blind injection. The SQL injection attack model in wireless network
comes from the real attack and is simulated in the target aircraft. Therefore, the modeling
in this paper has a strong fit with SQL injection code and actual attack and defense.

According to the attack code of SQL time blind injection, we can know that the blind
injection function is the main factor leading to the success of the attack. When time blind
injection is carried out in wireless networks, it can be divided into three cases according to
different injection times returned and injection results. They are the success of the attack
when the attack time is extended according to the parameter rules of the blind note function,
the failure of the attack caused by the irregular extension of the attack time, and the success
of the attack. As shown in in Eq. (1), the total time after successful attack is T. the reliability
of TCP protocol in data transmission is affected by checksum, serial number, timeout re-
transmission mechanism, acknowledgement response mechanism, flow control, conges-
tion control and other factors, considering Tq influence of TCP, the process of reliable data
transmission of TCP protocol is analyzed.

Suppose that the time parameters of the blind injection function are Ts; = 10, Ts; =
20 and Ts3 = 5 respectively, and the total time after the SQL blind injection attack is Ty, T
and Ts respectively. According to in Eq. (1). If (T1 — Ts$1)/Ts1 = (T2 — TS2) / TSz = (Ts — TS3)
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/ Tss. This indicates that Sis relatively stable, SQL time blind injection in wireless network
succeeded. If (T1 — Ts1)/Tsy # (T2 — Tsz) / Tsp # (T3 — Tss) / Tsg and there is no rule in the
change of 6. It can be preliminarily determined as two cases.

Case 1: The user mechanism may be honeypot or blind box mechanism. At this time,
although the time shown by T is not much different from the time it should take for the
attack to succeed, it is possible that the delay caused by the wireless network delay is too
large, resulting in the increase of Tq in Eq. (1) and the total time. Because the performance
of wireless network in transmission is good and bad, the total attack time increases, which
is not the success of time blind injection. By increasing the number of injections, we can
judge whether the increase of time is caused by network transmission delay. According to
Eqg. (5), assuming that the probability of successful TS, attack is P1, assuming that the
probability of successful TS; attack is P2, assuming that the probability of successful TS3
attack is Ps, then the probability of success of each SQL time blind injection attack is Py -
P, - Ps. With the increase of injection times, if the change trend of total time is still the
same, the more accurate the probability of attack success is, the smaller the probability of
being cheated is.

Case 2: The time blind injection is successful. Calculate the confidence interval range for
o from Se(&, om) above. The confidence level is assumed to be Q. Exq is the mean of
transmission delay. n represents the number of injection attempts. The value range of con-
fidence level is Qe(0, 1), and the specific value is determined according to the mean value

L . . . 1 1 .
and trust level. The specific confidence interval is: (E;, ——=2, o), Ey4 +TZ(17Q))' If §is
n n

within the confidence interval, the test is successful, & changes within the normal range,
and SQL time blind injection is successful. If &is not within the confidence interval, the
test fails and & does not change within the normal range. Therefore, it is the increase of
attack time caused by wireless network delay rather than blind injection success. When the
delay increases all the time in the wireless network, it may lead to timeout re-transmission.
If the delay is large enough in the wireless network, it may lead to the failure of the attacked
target machine.

4.2 SQL Boolean Injection Attack Defense Patch Model

In this section, the SQL Boolean injection PN patch model is established in the wire-
less networks. A vulnerability is a defect in a website or system. An attacker can exploit
the vulnerability to attack the website. A patch is a program that fixes a defect. For the
SQL Boolean injection and time blind injection vulnerabilities in network, some research-
ers have proposed a patch method. This section aims to patch the security risks of the attack
model established above and establish a patch model. The SQL injection vulnerability is
due to the lack of strict legitimacy verification when executing statements in the database.
Therefore, the design idea of SQL Boolean injection patch model is to add hash verification
when executing URL statements in the background database to judge whether the hash
corresponding to the URL is in the hash library. The patch model is shown in Fig. 4. Com-
pared with the attack model, the description of adding 7P and 7'in the patch model is shown
in Tables 8 and 9.
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Fig. 4. SQL Boolean injection patch model diagram.

Table 8. Description of P. Table 9. Description of 7.

P Status T Operation

Ps Hash match Ty Hash consistency matching
P13 Exception hash match Tg Detect abnormal hash match

Ti1, Ts, Ps and P13 are added to the patch model based on the SQL injection attack
model. T, indicates hash verification, and Ps indicates that the system is in hash matching
state. If the hash matching fails, the system will prevent the execution of illegal construc-
tion statements and return to the 404. It is conducive to protecting the legitimate infor-
mation of users. Set the token value to 50 in Py, indicating that the model attempts to sim-
ulate SQL Boolean injection 50 times to verify the effectiveness of hash verification
method and the correctness of patch model.

Ts and P13 detect and process the matched exception hash. The storage capacity of P13
is 0. When an abnormal hash flows to this path, the token value cannot be stored in Pis,
resulting in model collision and packet discarding, and resources cannot flow into subse-
quent repositories. lllegal injections are blocked in the patch model, and legitimate at-
tempts will enter P12. Therefore, the patch model has a significant defense effect.

4.3 SQL Time Blind Injection Patch Model

This section establishes the patch model of SQL time blind injection. When the con-
structed URL is correct, the blind injection function sleep () will work. The patch model
adds filter blind injection function mechanism and is shown in Fig. 5 and the description
of adding ‘P and 7'is shown in Tables 10 and 11.

Table 10. Description of P. Table 11. Description of 7-
P Status | T Operation
P10 Filtering T7 Matching database
P11 Capacity Zero Tg Detecting anomalies

T7 and Tg and the P10 and Py are added restrictions based on the time blind injection
attack model. T7 and Tg represent the execution of the statements corresponding to the URL,
and detect the functions leading to blind injection such as exception filtering sleep () func-
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tion, so as to avoid the extension of network running time caused by illegal injection. The
capacity of P11 is 0. Once collision is detected, the token will not flow after P1;.

Fig. 5. The diagram of SQL time blind injection patch model in wireless network.

This paper studies the PN model of SQL injection attack, and the patch model is es-
tablished according to its risk location. At the same time, the PN model is established for
the existing patch code, and it is found that it is consistent with the patch model established
in the paper. In the future research, for the attack without successfully establishing the
patch, we will study the PN structure of the attack, find the risk location, establish the patch
model, and finally get the patch code.

5. EXPERIMENTAL ANALYSIS

5.1 Experimental Environment

The implementation environment configuration is shown in Table 12.

Table 12. The environment configuration.

Environment Edition
CPU i5-5200U CPU 64bit operating system

Tina tools V3.6.0

Hackbar V2.3.1

5.2 Simulate SQL Injection Attack

The purpose of this study is to explore the efficiency of SQL injection attack and to
analyze the attack process in fine granularity in wireless network. Taking Boolean injection
as an example, the time spent on 50 injections is analyzed. The time spent is shown in Table
13.

As shown in Table13, the PN model established in this paper has advantages in injec-
tion time. The model simulation injection time increases with the increase of firing dura-
tion from 1 to 10, and the injection speed decreases, which is conducive to fine-grained
description of the injection process and details. When the firing duration is 10, the injection
time increases, but it is still shorter than the target injection time. The PN model can
quickly predict attacks in a short time, and fine-grained analyze the essence of attacks and
establish a patch model in a long time. The modeling method has advantages, which can
quickly find vulnerabilities after the attack, predict unknown vulnerabilities and avoid var-
ious risks.
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Table 13. Key time comparison table of SQL Boolean injection.

PN model
firing duration=1 firing duration=10
Total Time(s) 30.38 1.60 2.74

SQL Model SQL injection attack

Taking Boolean injection as an example, the total time spent on 50 injections is ana-
lyzed. The time spent in reproducing the SQL time blind injection attack in the shooting
range and simulating the running time by using Boolean injection PN model is shown in
Table 14 in the wireless network:

Table 14. Key time comparison table of SQL Boolean injection in wireless network.
PN model

firing duration=1 firing duration=10

Total time(s) 32.35 3.63 4.78

SQL Model SQL injection attack

According to the Table 14, the time of SQL injection is slightly longer than that in the
normal SQL injection. The effectiveness of the model in analyzing the penetration process
and detecting vulnerabilities will not be affected. It is proved that the SQL injection model
established by PN has strong availability in the wireless network and plays an important
role in ensuring network security in the wireless network.

Normal SQL injection analysis using PN and SQL injection analysis in wireless net-
work. The injection time of 10 times, 20 times, 30 times, 40 times and 50 times are counted
respectively. The firing duration of PN model is 1 and 10 respectively. Compare the run-
ning time with the generated histogram. The time of 10, 20, 30, 30, 40 and 50 simulated
SQL injections under normal injection and wireless network is shown in Figs. 7 and 8.

- . . . . Injection time in wireless network scenario
Injection time in wired network scenario

10 20 30 40 50 0
10 20 30 40 50

N

o
w
o

Time/second
Bk N
wv o w o
Time/second
BoR NN
o w o w

o

Number of injection/frequency Number of injection/frequency
W SQL Boolean injection M firing duration=1 M firing duration=10 m SQL Boolean injection M firing duration=1 ® firing duration=10
Fig. 7. Time of Boolean injection. Fig. 8. Time of Boolean injection in wireless.

As can be seen from Figs. 7 and 8, the SQL injection time increases with the increase
of injection attempts. Throughout the whole experimental process, SQL injection takes
longer time than PN model simulation injection. In the wireless network, PN has the same
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advantages as above. When the firing duration is large, it is conducive to fine-grained anal-
ysis of the penetration process and establish the patch model. When the firing duration is
small, it is conducive to faster-than-real-time simulation and prediction of unknown vul-
nerabilities quickly. The experimental results show that using PN model to simulate SQL
injection attack in wireless network is about 2 seconds longer than using PN direct injec-
tion, but the advantages of faster-than-real-time simulation and PN model to simulate in-
jection of fine-grained features are not affected. Therefore, the PN model established in
this paper is effective in wireless network.

The PN model of SQL injection attack established is qualitatively analyzed to prove
the availability and effectiveness of the model established in this paper in the wireless
network in the wireless network. We use V to denote the model has the functions listed in
the table and x to denote it does not as show in Table 15.

Table 15. Qualitative analysis table.

Code level | Patched | Automatic | clear |Prediction | Applicable wire-
SQL model . .
analysis model operation | state | unknown | less network
M. B. Aetal. [11] x x x N x x
H. Gao et al. [12] X X X X x X
Sangeeta et al. [13] x x \ x x x
Petri model \ \ \/ \/ \/ \

In Table 15, A fine-grained qualitative analysis is made for several typical SQL injec-
tion models. The SQL injection attack model proposed by M. B. A et al. [11] has high
accuracy, but there is no patch model, and whether it is suitable for wireless network is
unknown. The ATTAR model proposed by H. Gao et al. [12] does not analyze the attack
process in fine-grained from the perspective of code, and it is also not suitable for wireless
network. The RESNET model proposed by Sangeeta et al. [13] has the advantage of auto-
matically detecting SQL injection attacks, but it does not propose a defense model. On the
contrary, this model aims to describe the attack process from a micro perspective and es-
tablish the corresponding patch model to ensure the security of the network. More im-
portantly, it verifies the availability and effectiveness of PN model in wireless network,
and can predict unknown attacks. The details of SQL injection are extended to make up for
the shortcomings of existing methods.

6. CONCLUSIONS

In this paper, SQL injection is modeled by mapping to P and 7 of Petri Net The spe-
cific location of security risk can be judged with the PN model. The results show that the
speed of PN model simulating SQL injection can be scaled, such as 10 times the speed. It
is conducive to faster-than-real-time simulation and rapid prediction of unknown vulnera-
bilities when the injection speed is fast. It is conducive to fine-grained analysis of the attack
process, establish a patch model and protect network security when the injection speed is
slow. In the future, we plan to add the probability to the PN model to predict the probability
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of unknown vulnerabilities. Furthermore, we establish the patch model for the existing new
vulnerabilities and reverse the patch code.
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