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Reversible data hiding (RDH) can extract secret messages and restore the original 

image without distortion. The reversibility benefits many practical applications such as 
medical image processing and multimedia archive management. Because of high image 
quality, histogram modification is applied to RDH in many literatures. In this paper, 
two-dimensional histogram and prediction-error expansion are integrated with a well- 
designed difference-pair mapping (DPM) to improve embedding capacity. According to 
the simulation results, the proposed RDH scheme outperforms existing approaches, 
which are also based on two-dimensional histogram. On the average, image quality is 
improved by 3dB with the same embedding capacity. Maintaining at the same image 
quality, embedding capacity can be improved by approximately 30,000 bits. 

 
Keywords: prediction-error expansion (PEE), two-dimensional histogram, reversible data 
hiding (RDH), histogram modification, difference-pair mapping (DPM) 
 
 

1. INTRODUCTION 
 

Data hiding is a process which embeds specific information into cover media, such 
as images, audios or videos. In addition to secret communications, it can be used as in-
visible watermarking to verify the source of an image and avoid unauthorized usage as 
well. Using images as the cover, reversible data hiding (RDH) schemes can extract secret 
messages and restore the original image with no distortion. The reversibility benefits 
many practical applications such as medical image processing [1, 2], multimedia archive 
management [3], image trans-coding [4], and video error-concealment coding [5]. In 
general, the performance of a RDH scheme [6-22] is evaluated by its capacity-distortion 
behavior. For a required embedding capacity (EC), one may aim to minimize the embed-
ding distortion and maintain a satisfactory image quality. 

In 2006, Ni [6] proposed using histograms, the frequency distribution of pixel val-
ues, for reversible data hiding. Because one pixel value is modified by 1 at most, histo-
gram-based schemes exhibit high image quality after embedding. Many histogram-based 
schemes have been proposed [7-24] for RDH. In 2013, Wang [7] adopted prediction- 
errors of a pixel-pair to construct a two-dimensional histogram. Applying a two-dimen- 
sional histogram, more peak points are available for data embedding and more directions 
are available for pixel-shifting as well. Therefore, the embedding capacity is significantly 
increased while maintaining a similar image quality [8-10]. 

In this study, by considering a pixel-pair and its neighboring pixels, local image 
blocks are projected onto a two-dimensional space of prediction-error pairs. Based on the 
resulting prediction-error pairs, a two-dimensional histogram is generated by calculating 
the frequency of occurrence. On this two-dimensional histogram, a specifically designed 
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difference-pair mapping (DPM) is adopted to implement reversible data embedding. Ac-
cording to the statistics obtained from 6 frequently used cover images, we design a novel 
DPM, which is a natural extension of expansion and shifting, to significantly increase the 
embedding capacity. According to the simulation results, the proposed RDH scheme 
outperforms current approaches [8-10], in terms of capacity and image quality. 

The rest of the paper is organized as follows. The related works are briefly reviewed 
in Section 2. Section 3 presents the proposed RDH scheme in detail. Simulation results 
and performance comparison are demonstrated in Section 4. Finally, Section 5 concludes 
this paper. 

2. RELATED WORKS  

In this section, conventional PEE used for one-dimensional prediction-error histo-
gram (PEH) is reviewed in subsection 2.1. The superiority of two-dimensional PEH is 
explained in subsection 2.2. Subsection 2.3 illustrates the mechanism of applying pair-
wise PEE to a two-dimensional histogram. 

2.1 Conventional PEE 

The first step of traditional PEE is to calculatex, the predicted value of a pixel, for 
each pixel. For the current pixel xi in queue (x1, x2, ..., xN) of the original image, the pre-
diction-error is obtained by: 

ei = xi xi.   (1) 

Based on a well-designed prediction, the resulting prediction-error sequence (e1, e2, …, 
eN) will be extremely concentrated in the center of its histogram, which is defined by: 

h(k) = {1  i  N: ei = k}  (2) 

where # denotes the cardinal number of a set. In most cases, highest frequency is h(0) 
and called a peak point, in where each pixel can be used to embed one secret bit. Data 
embedding is achieved by shifting values as follows: 

 
 
 

2 , ,

, ,

, ,

i i

i i i

i i

e b e T T

e e T e T

e T e T

   
     
    
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where T is a capacity-dependent integer-valued parameter and b  {0, 1} is the to-be-em- 
bedded secret bit. When the prediction-error falls in [T, +), it indicates that this pixel 
can be used to embed one bit. Otherwise, this pixel shifts outward without embedding. 
During the embedding process, the transformation of prediction-errors is demonstrated in 
Fig. 1, for two different threshold values. 

2.2 Two-Dimensional PEH 

In two-dimensional PEH, each pixel xi requires two prediction valuesxi andy to 
construct a prediction-error pair (e1i, e2i), using Eqs. (4) and (5). 
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Case 1: If the pixel-pair is at one of the corners, only 4 surrounding pixels (e.g. at the 
upper-left corner: v6, v8, v9 and v10) can be used as references and the LC is defined as: 

LC = (|v8v9|+|v9v10|+|v6v10|)6 (9) 

Case 2: If the pixel-pair is on the top or bottom edge, only 6 surrounding pixels (e.g. on 
the top edge: v5v10) can be used as references and the LC is defined as: 

LC = (|v5v6|+|v7v8|+|v8v9|+|v9v10|+|v5v7|+|v6v10|)3 (10) 

Case 3: If the pixel-pair is on the left or right edge, only 7 surrounding pixels (e.g. on the 
left edge: v2, v3, v4, v6, v8, v9 and v10) can be used as references and the LC is defined 
as: 

LC = (|v2v3|+|v3v4|+|v8v9|+|v9v10|+|v2v8|+|v3v9|+|v4v6|+|v6v10|)2 
(11) 

Case 4: If the pixel-pair is in the center, all 10 surrounding pixels should be used as ref-
erences and the LC is defined as: 

LC = |v1v2|+|v2v3|+|v3v4|+|v5v6|+|v7v8|+|v8v9|+|v9v10|+|v1v5| 
+|v5v7|+|v2v8|+|v3v9|+|v4v6|+|v6v10| (12) 

After obtaining the LC values of all pixel-pairs, users can set a threshold T to deter-
mine if a specific pair is suitable for embedding or not. In general, embedding data into a 
smooth region is recommended because it reduces the prediction errors and therefore 
concentrates the peak points around the origin of the prediction-error histogram plane. A 
large LC value indicates that the current pair is in a complex region and not suitable for 
embedding. On the other hand, a small value of LC indicates that the current pair is in a 
smooth region and selected for embedding. Before establishing the histogram, an appro-
priate threshold T is set to screen out pixel-pairs in complex regions, according to the 
user’s embedding capacity demand. For example, if the capacity demand is large, the 
user can increase the value of threshold T and employ more pixels for embedding, at the 
expense of a lower image quality. According to the simulation results demonstrated in 
Section 4, it is natural to apply larger thresholds in images with complicated background. 
Specifically, in our experiments T ranges from 12 to 29 for Lena and 45 to 199 for Ba-
boon, respectively. 

The surviving pixel-pairs, mostly in smooth regions, are adopted for prediction-error 
computation. Similarly, 4 different cases should be considered as follows. 

Case 1: If the pixel-pair is at the upper-left corner, Eq. (13) (or a similar equation for the 
other 3 corners) is adopted to compute the prediction-error pair (D1, D2):  

1

2

8*3 9
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4
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[ ]
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v v
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v v v v
D Y
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 (13) 

Case 2: If the pixel-pair is on the top edge, Eq. (14) (or a similar equation for the bottom 
edge) is adopted to compute the prediction-error pair (D1, D2): 
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Case 3: If the pixel-pair is on the left edge, Eq. (15) (or a similar equation for the right 
edge) is adopted to compute the prediction-error pair (D1, D2): 
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 (15) 

Case 4: If the pixel-pair is in the center, Eq. (16) is adopted to compute the prediction- 
error pair (D1, D2):   
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 (16) 

As indicated in Eqs. (13) to (16), the prediction adopts forms of various weights. 
Closer references are given higher weights whereas the other ones associate with lower 
weights. Consequently, the resulting prediction-error shrinks and the frequencies of cen-
ter peak points increase. In other words, more pixels can carry secret bits, instead of 
shifting only.    

3.2 The DPM Design 

Six 512512 gray images, Lena, Baboon, Pepper, Barbara, Airplane and Boat, are 
adopted as the host images in this study. Exploiting the pairing and prediction technique 
described in subsection A, a two-dimensional average histogram is obtained. As shown 
in Fig. 6, highest frequencies occur around the origin. For example, the highest frequency 
is at (0, 0) whereas the second and third ones are at (0, 1) and (1, 0) respectively.  
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Fig. 6. Center part of the average histogram of six images. 
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To fairly compare the proposed scheme with three existing 2D-histogram based ap-
proaches, Li (1) [8], Li (2) [9] and Ou [10], the capacity-distortion behaviors of all 
methods are exhibited in Fig. 13. The horizontal and vertical axes denote embedding 
capacity and PSNR, respectively. As shown in Fig. 13, the proposed scheme possesses 
superior capacity-distortion behavior, for all samples (results for the other two samples 
are similar and omitted). Specifically, using Lena as the host and fixing PSNR=54dB, the 
embedding capacity increases from 30,000 to 60,000 bits approximately. As shown in 
Tables 2 and 3, if a fixed embedding capacity is applied, the proposed scheme provides 
higher image quality than the other existing methods. On the average, image quality is 
improved by at least 2.2 dB and 3dB while the embedding capacity is fixed at 10,000 bits 
and 20,000 bits respectively. 

As shown in Tables 2 and 3, if a fixed embedding capacity is applied, the proposed 
scheme provides higher image quality than the other existing methods. On the average, 
image quality is improved by at least 2.2 dB and 3dB while the embedding capacity is 
fixed at 10,000 bits and 20,000 bits respectively. 

 
Table 2. PSNR comparison (EC = 10,000 bits). 

 Xiaolong 
Li(1) 

Xiaolong 
Li(2) 

Bo Ou 
Proposed 
scheme

Lena 59.37 59.78 59.75 62.23 
Baboon 54.41 53.96 55.21 58.16 
Pepper 56.89 57.19 58.49 61.55 
Barbara 57.46 59.67 60.01 61.17 
Airplane 62.23 63.17 63.77 64.04 

Boat 57.15 57.43 57.56 61.03 
Average 57.92 58.53 59.13 61.36 

 

Table 3. PSNR comparison (EC = 20,000 bits). 
 Xiaolong 

Li(1) 
Xiaolong 

Li(2) 
Bo Ou 

Proposed 
scheme

Lena 55.93 56.15 56.29 59.06 
Baboon 48.97 49.56 50.12 54.52 
Pepper 53.31 53.39 54.64 58.24 
Barbara 55.12 56.24 56.27 58.07 
Airplane 59.26 59.45 60.20 60.82 

Boat 53.05 53.12 53.34 58.17 
Average 54.27 54.65 55.14 58.15 

 

The weights employed in Eqs. (13)-(16) are set by instinct, based on a simple principle 
where closer surrounding pixels are assigned greater weights. To verify the weight setting 
process, we performed a counterpart experiment. Specifically, if Eq. (16) is replaced by Eq. 
(18) and the other 3 are reversed accordingly as well, the resulting PSNR is only slightly 
lower, as shown in Table 4. This is because that a large portion of surviving pixel pairs 
belongs to smooth regions where all surrounding pixels take the same (or similar) value as 
the center pixel. Therefore, the weight setting is actually not critical in practical applica-
tions. We also tried many other weight settings with various embedding capacity, comply-
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ing or not complying the instinct principle, and the results are all similar. 
The complexity of the proposed scheme is compared to that of three existing 2D- 

histogram based approaches, Li (1) [8], Li (2) [9] and Ou [10], in terms of processing 
time. All four approaches were implemented with the same notebook with a CPU of Intel 
i7-2670QM@2.2GHz and a RAM of DDR3 4GB×2. As shown in Table 5, the proposed 
scheme is slower but competitive to Li’s first approach. Compared to the other two, 
speed performance is significantly improved. The main reason is that the proposed ap-
proach establishes a 2-D error-pair histogram, not an ordinary pixel histogram which 
requires statistical and time-consuming computations. 

1

2

2 5 8 1 3 7 9
[ ]

15 5
3 6 9 2 4 8 10

[ ]
15 5

v v v v v v v
D X

v v v v v v v
D Y

       
        


 (18) 

Table 4. PSNR(dB) under two weight setting approaches (capacity = 10000 bits). 
 Eqs. (13)-(16) 

applited 
Reserved ones like 

Eq. (18) applied 
Lena 62.23 61.90 

Baboon 58.16 57.94 
Pepper 61.55 61.44 
Barbara 61.17 61.06 
Airplane 64.04 63.35 

Boat 61.03 60.75 
Average 61.36 61.07 

 

Table 5. Processing time (ms) of three existing schemes and the proposed one. 
 Xiaolong 

Li(1) 
Xiaolong 

Li(2) 
Bo Ou 

Proposed 
scheme

Lena 68 175 150 88 
Baboon 83 193 164 100 
Pepper 65 173 156 84 
Barbara 64 164 153 86 
Average 70 176.25 155.75 89.5 

5. CONCLUSIONS 

In this paper, an efficient RDH scheme based on pairwise PEE is proposed. The 
adopted pairwise PEE is a novel reversible mapping that exploits statistics generated 
from 6 frequently used host images. The proposed pairwise prediction is based on the 
fact that with high probability, a pixel takes a value similar to its adjacent pixels, espe-
cially in smooth regions. Such a flexibly weighting prediction effectively reduces the 
prediction-errors and makes the histogram further concentrated around the origin. As the 
peak values increase in general, total embedding capacity significantly increases as well. 
Based the proposed scheme, big data applications, such as multilayer data hiding and 
multimedia management, might be feasible because the image quality is still much higher 
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than 30dB, under which human vision cannot distinguish the differences. Similar statis-
tic-based processes can be employed in various application fields. If the target host-im- 
ages are in a specific image database, it is possible to design a more efficient DPM and 
more precise predicting equations for that database. The resulting quality-capacity per-
formance might be even superior than those exhibited in Section 4. 
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