
JOURNAL OF INFORMATION SCIENCE AND ENGINEERING 35, 635-650 (2019) 
DOI: 10.6688/JISE.201905_35(3).0009     

635  

Secure Outsourcing Algorithm for Signature Generation  
in Privacy-Preserving Public Cloud Storage Auditing 

 
PU ZHAO1, JIA YU1,2,+ AND HANLIN ZHANG1 

1College of Computer Science and Technology 
Qingdao University 

Qingdao, 266071 P.R. China 
2State Key Laboratory of Information Security 

Institute of Information Engineering 
Chinese Academy of Sciences 
Beijing, 100093 P.R. China 

E-mail: zhaopu789@126.com; qduyujia@163.com; hanlin10001@icloud.com 

 
Public cloud storage auditing allows a file owner or a public verifier to conduct in-

tegrity checking without downloading the whole file from cloud server. Plenty of unaf-
fordable modular exponentiations for resource-constraint devices are required on the cli-
ent side in the process of signature generation for public cloud storage auditing. In this 
paper, we introduce a secure outsourcing algorithm to make cloud storage public auditing 
more feasible and practical for the computationally limited clients. Compared with the 
existing algorithms for secure outsourcing of modular exponentiations, the proposed al-
gorithm designed for this scenario takes advantage of that the bases of modular exponen-
tiations do not need to be protected. Therefore, our algorithm is efficient. Furthermore, 
the evaluation shows that it has high efficiency and checkability as well. Specifically, the 
client-side cost is reduced to 5.6% of the original computation cost, and the probability 
that the client detects the misbehavior of server is close to 1.   
 
Keywords: public auditing, cloud storage, secure outsourcing, modular exponentiation, 
cloud computing 
 
 

1. INTRODUCTION 
 

With the development of information technology, cloud services are widely used 
because it has a lot of advantages. More and more people choose to store data on cloud 
such as iCloud, Amazon Web Services and OneDrive to save storage cost. Although 
cloud storage’s benefits are superb, security and privacy concerns are the primary obsta-
cles to its wide adoption [1]. The data stored on the cloud be lost or modified by some-
one malicious including the cloud service providers themselves. Therefore, the integrity 
of outsourced files needs to be verified. 

In recent years, the concept of public auditing has been presented, which allows a 
third party to perform integrity checking without acquiring the entire data on the cloud. 
In public auditing, the file is divided into many small blocks, and verifier does integrity 
checking based on some random blocks instead of the entire data. However, in most of 
public auditing schemes, the data owner’s privacy might be violated. In other words, it is 
possible that auditors collect some confidential information about outsourced data. In 
order to solve this problem, Wang et al. [2] presented an improved auditing scheme 
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named WWRL, so that public verifiers are unable to get anything private about users’ 
private data. However, WWRL cannot protect users’ identity privacy. To protect users’ 
identity privacy from public verifiers, Wang et al. [3] proposed a novel privacy-preser- 
ving public auditing mechanism named Oruta. Ring signatures are utilized in Oruta to 
construct homomorphic authenticators, so that the identity of the signer could be kept 
private from the public verifier. However, a deficiency of Oruta is the computation-in- 
tensive task. Oruta needs many modular exponentiations which are relatively expensive 
for resource-constrained devices such as mobile terminals. Therefore, we try to make 
Oruta more practical by secure outsourcing computation in this paper.   

 
1.1 Our Contributions 

 
In this paper, we propose an outsourcing algorithm RS to outsource modular expo-

nentiations in signature generation to a single (untrusted) computation server. We divide 
the ring signature generation into 3 sub-problems and outsource them respectively. Our 
algorithm takes advantage of the fact that the bases of modular exponentiations in the 
first 2 sub-problems do not need to be protected. By taking advantage of this feature, we 
greatly improve the efficiency of our algorithm. Besides, the proposed algorithm pro-
vides good input/output privacy and checkability. Specific analysis is given after algo-
rithm description. 
 
1.2 Related Work 
 
Public Auditing.  Ateniese et al. [4] first introduced the model for PDP that allows a 
client who has stored data at an untrusted server to check the integrity without down-
loading the original data. Wang et al. [2] proposed a modified auditing mechanism 
named WWRL. WWRL protects the content of users’ private data from being disclosed 
to any public verifiers. Based on ring signature [5], Wang et al. [3] presented an ad-
vanced privacy-preserving public auditing mechanism which is called Oruta. Compared 
with old schemes, Oruta preserves identity privacy of the signer on each block in shared 
data through ring signatures. Proofs of retrievability (PoR) was first proposed by Juels 
and Kaliski [6], which enables the cloud storage server to convince the clients that the 
remotely stored data can be entirely retrieved. This method based on sentinel blocks 
which are hidden among other data blocks before remote storage. Shacham and Waters 
[7] introduced verifiable PoR schemes, which provide private and public verifiability 
respectively against the strongest adversary. Yu et al. [8, 9] focused on how to mitigate 
the damage of the client’s key exposure in cloud storage auditing, and proposed a new 
solution by using binary-tree based key updates technique [10]. Zhang et al. [11] pro-
posed a storage auditing scheme achieving highly-efficient user revocation. Shen et al. 
proposed a novel storage auditing scheme with sensitive information hiding in [12]. 

 
Secure Outsourcing.  In 1992, Chaum and Pedersen [13] proposed the notion of wallets 
with observers, which were regarded as an embryonic form of secure outsourcing com-
putation. In 2005, Hohenberger and Lysyanskaya [14] presented the formal security def-
inition of outsourcing computation. In [14], Hohenberger et al. also proposed an algo-
rithm for outsourcing modular exponentiations to two untrusted servers. However, the 
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checkability of the results in this scheme is only 

1
2 .  Chen et al. [15] improved the check-

ability to 
2
3 .  Wang et al. [16] first presented a secure outsourcing scheme that supports 

variable-exponent variable-based multi-exponentiations under the single untrusted server 
model. Based on [16], clients are able to speed up PDP schemes. Ding et al. [17] pre-
sented an algorithm for outsourcing modular exponentiations under single untrusted pro-
gram model, whose checkability was close to 1. Chen et al. [18] proposed an algorithm 
for outsourcing large-scale linear equations, whose basic idea is blinding coefficient ma-
trix by sparse matrix. The efficiency and checkability of algorithm in [18] are superb. 
Tian et al. [19] introduced an algorithm that makes bilinear pairing computing more effi-
cient and flexible. Lei et al. [20] found a method of how to outsource determinant com-
putation to a remote cloud server. Yu et al. [21] proposed verifiable key updates out-
sourcing technique for cloud storage auditing. 

2. SYSTEM MODEL AND DEFINITIONS 

2.1 System Model 
 

As shown in Fig. 1, an outsourcing computation architecture is described as follows: 
The resource-constrained client C wants to complete a heavy computation task T : D  
M which is hard to be accomplished by C locally. Therefore, C asks for help from a 
cloud computation server S. However, S may be a malicious server. It means that S may 
either steal C’s private information, or return an invalid computation result to cheat C, or 
even both. S is not fully trusted by C, so C first encrypts FD to an encrypted version. 
Then, C submits the encrypted F to S, and asks S to find the computation result about the 
encrypted F. S performs the computation task and returns the computation result about 
the encrypted F. After receiving this answer, C checks the correctness of it. If it is cor-
rect, C decrypts it to get the original answer RM about F. In the whole process, the 
cloud server should not learn anything sensitive about F and the answer R. 

 

 
Fig. 1. Outsourcing computation architecture. 

 

2.2 Formal Definition 
 
Gennaro et al. [22] proposed a formal definition for secure outsourcing computation. 
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Definition 1: A secure outsourcing computation scheme consists of 5 parts: 
 
OCS = (KeyGen, ProbGen, Compute, Verify, Solve). 
 
These five algorithms are defined as follows: 

 
1. KeyGen(, F)  (PK, SK): C invokes the randomized key generation algorithm to 

generate a public key PK to encode the target function F according to security param-
eter . At the same time, this algorithm also produces a corresponding secret key SK 
which is kept secret by the client C. 

2. ProbGenSK(x)  (x, x): C invokes the problem generation algorithm to encode the 
function input x as a public value x which is submitted to server S. Meanwhile, this 
algorithm generates a secret value x which is kept private by the client C. 

3. ComputePK(x)  y: On the basis of PK and encrypted value x, server S computes 
an encoded version y of the function’s output y = F(x). 

4. VerifySK(y)  10: C checks the correctness of y according to secret key SK. 
If y is valid, the verification algorithm outputs 1. Otherwise it outputs 0. 

5. SolveSK(x, y)  y: C invokes the solving algorithm and takes the secret key SK, sec- 
ret value x and the encoded answer y as input, then C gets the original result y = 
F(x). 

 

2.3 Security Requirements 
 
Next, we introduce some security requirements for outsourcing computation. 
The first requirement is the privacy for the input/output of the whole algorithm. In 

other words, the server S cannot learn anything sensitive about the input/output from its 
communication with client C. 
 
Definition 2 (Privacy [22]): Given a security parameter , a pair of algorithms (C, S) is 
said to be input/output privacy if for any probabilistic polynomial time adversary A,  

 
Adv ( , ) negli( ),
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where negli() is a negligible function of its input. 
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During this experiment, the adversary A could call for the encoding of any input he 
wants. PubProbGenSK(x) invokes ProbGenSK(x) to generate (x, x), and returns only the 
public part x. In a word, PubProbGenSK(x) is probabilistic. 

The second requirement is the efficiency of the outsourcing algorithms. Intuitively, 
the calculation done by the client C in outsourcing algorithms should be significantly less 
than that to complete the computation task by itself.  
 
Definition 3 (-Efficiency [14]): A pair of algorithms (C, S) is said to be an -efficient 
implementation of an algorithm F if (1) CS correctly implements F and (2) for x, the 
running time of CS is less than or equal to an -multiplicative factor of the running time 
of F. 

The last requirement is checkability. The invalid output produced by malicious 
server should not pass the validation and the client C could detect the inaccuracy with 
high probability. 

 
Definition 4 (-checkable [14]): A pair of algorithms (C, S) is said to be a -checkable 
implementation of an algorithm F if (1) CS correctly implements F and (2) for x, if a 
malicious server S deviates from its presupposed functionality during the execution of 
CS(x), C will detect the inaccuracy with probability no less than . 

3. OUTSOURCING ALGORITHM FOR SIGNATURE GENERATION 

In this section, firstly we review the signature generation in Oruta [3]. Then we pro- 
pose our outsourcing algorithm RS. 

 
3.1 Signature Generation 

 
There are three multiplicative cyclic groups of order p: 1, 2 and T. Let g1 and g2 

be generators of 1 and 2 respectively. Let e : 1  2  T be a bilinear map and ψ : 
2  1 be a computable isomorphism with ψ(g2) = g1. There are three hash functions 
H1 : {0, 1}*  1, H2 : {0, 1}*  q and h : 1  p. The number of users in the group 
is d. Shared data M is divided into n blocks as M = (m1, m2, ..., mn). Furthermore, each 
block mj = (mj,1, mj,2, ..., mj,k) is divided into k elements of p, and these k elements are 
also called k sections. (e, ψ, p, q, 1, 2, T, g1, g2, H1, H2, h, d, n, k) are public parame-
ters. 

User ui picks xi  p, and computes wi = g2
x
i. User ui’s public key is pki = wi, and his 

or her secret key is ski = xi. The original user also randomly picks a public aggregate key 
pak = (1, 2, ..., k), where l are random elements of 1. 

 

Algorithm 1: Key-Generation Algorithm 
Input: A security parameter κ. 
Output: Outsourcing secret key K: r1, r2, r3, {t1, t1, t2, t2, z1, z2}p, aj,ip, (b1, g1

b
1), (b2, 

g1
b

2), (b3, g1
b

3), (b4, g1
b

4), (b5, g1
b

5) and (b6, g1
b

6). 
1: C randomly chooses three small integers r1, r2 and r3 greater than 1 in a small rage. 
2: On input a security parameter κ, C generates a series of integers randomly including 
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{t1, t1, t2, t2, z1, z2} which are all belong to p. 
3: Client C chooses aj,ip randomly. 
4: C generates 6 blinding pairs (b1, g1

b
1), (b2, g1

b
2), (b3, g1

b
3), (b4, g1

b
4), (b5, g1

b
5) and (b6, g1

b
6). 

 

According to block mj = (mj,1, mj,2, ..., mj,k), this block’s identifier idj, public keys (pk1, 
pk2, ..., pkd) = (w1, w2, ..., wd) and the secret key sks, user us computes a signature for this 
block as follows: 

 
1. User us aggregates block mj through the public aggregate key pak, and calculates 

,

1 1
1

( ) .j l

k
m

j j l
l

H id 


    

2. User us chooses aj,ip randomly, and computes j,i = g1
a

j,i for all i  s. Then, user us 
computes 

,

1/

, .
( )

s

j i

x

j
j s a

ii s
w







 
 
 
 

 

The signature of block mj is j = (j,1, ..., j,d). Actually, it is a ring signature for this 
block. 

 
3.2 Outsourcing Algorithm 

 
Algorithm 2: Algorithm of computing j 

Input: K, pak = (1, 2, ..., k), mj = (mj,1, mj,2, ..., mj,k) and its identifier idj. 
Output: “error” or j. 

1: Let 
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= ul + t11, where l = 1, 2, ..., k. After that, mulj and mulj
r
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2: Client C queries server S in random order as: 

1
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where l = 1, 2, ..., k. 
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3: Server S computes them and returns the answer to Client C. 
4: Client C receives the answer from server S and checks the outputs. i.e., client C checks 

whether the equation holds: 

1

1 1 1 1
1 2 1 2

1 1

( ) (( ... ) ) ( ) (( ... ) ) .l l

rk k
u ut t
l k l k

l l

        

 

 
   

 
   

If not, C outputs “error”. Otherwise, C computes 

1 1
1 1 2

1

( )( ) (( ... ) ) .l

k
u t

j j l k
l

H id    

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The proposed algorithm RS starts by invoking Algorithm 1 (Key-Generation) to set 

up an outsourcing secret key. For the purpose of distinguishing between secret key used 
in outsourcing and secret key used in signature generation, we call the former as out-
sourcing secret key. 

After invoking Algorithm 1, C obtains outsourcing secret key K: r1, r2, r3, {t1, t1, t2, 
t2, z1, z2}p, aj,ip, (b1, g1

b
1), (b2, g1

b
2), (b3, g1

b
3), (b4, g1

b
4), (b5, g1

b
5) and (b6, g1

b
6). Our out- 

sourcing algorithm can be split into two steps. Firstly, client computes j and ψ(∏iswi
a

j,i) 
with the help of cloud. After receiving answers from cloud, client computes their quo-
tient then computes j,s with the help of cloud. We observe that public parameters are 
located in the base part, which means that we do not need to blind base part during the 
communication between client and server. We only blind private parameters which are 
used in the signature generation process. Therefore, our algorithm is more efficient than 
traditional algorithms. The communication between the client and the computation server 
can be carried out on an open channel. 

The global parameters are (e, ψ, p, q, 1, 2, T, g1, g2, H1, H2, h, d, n, k), which 
are mentioned in section 3.1. The inputs of RS include 4 parts: 
 
1. All the d group members’ public keys (pk1, pk2, ..., pkd) = (w1, w2, ..., wd). 
2. A message block mj = (mj,1, mj,2, ..., mj,k) and its identifier idj. 
3. The public aggregate keys pak = (1, 2, ..., k). 
4. Client C’s number s and his/her secret key sks. 

 
The output of RS is signature j = (j,1, ..., j,d) of block mj.  
In Algorithm 2, client computes j with the support of cloud. 
After invoking Algorithm 2, client C obtains j. Similarly, client computes (∏iswi

a
j,i) 

by Algorithm 3. 
Client C obtains j and ψ(∏iswi

a
j,i) by invoking Algorithms 2 and 3. After that, cli-

ent computes j by Algorithm 4.  
Note that C needs to choose 3 integers r1, r2 and r3 to do some modular exponentia-

tion computing. For the purpose of reducing the computational burden of client, they 
should be as small as possible. For example, r1, r2 and r3 can be chosen in [2, 21], so that 
the client could do verification easily. t1, t1, t2, t2, z1 and z2 are elements in p. For the 
privacy requirement of inputs, they should be at least 64-bit long.  
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We present the completed algorithm that contains four parts (KeyGen, j-computing, 
ψ(∏iswi

a
j,i))-computing, j-computing) as follows: 

 
 KeyGen(1κ). On input a security parameter κ, the client invokes Algorithm 1 to get an 

outsourcing secret key K: r1, r2, r3, {t1, t1, t2, t2, z1, z2}p, aj,ip, (b1, g1
b

1), (b2, g1
b

2), 
(b3, g1

b
3), (b4, g1

b
4), (b5, g1

b
5) and (b6, g1

b
6).  

 j-computing(K, pak, mj, idj): On input outsourcing secret key, public aggregate keys, 
message block and its identifier, client outsources computation task of j to server S by 
invoking Algorithm 2. 

 ψ(∏iswi
a

j,i)-computing(K, w1, w2, ..., wd, aj,i): On input outsourcing secret key, public 
keys and random numbers chosen by user, client outsources computation task of 
ψ(∏iswi

a
j,i) to server S by invoking Algorithm 3. 

 j-computing(K, sks, j, ψ(∏iswi
a

j,i) and aj,i): On input outsourcing secret key, secret 
key, result of Algorithms 2 and 3 and random numbers chosen by user, client out-
sources computation task of j to server S by invoking Algorithm 4. 

 
Algorithm 3: Algorithm of computing ψ(∏iswi

a
j,i) 

Input: K, (w1, w2, ..., wd) and aj,ip. 
Output: “error” or ψ(∏iswi

a
j,i). 
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j,i, C computes vi, vi, 2 and 2 which satisfy aj,i = vi + t2θ2 and r2aj,i = 
vi + t22, where i = 1, 2, ..., d and i  s. After that, mulj and mulj

r
2 are divided as: 
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where i = 1, 2, ..., d and i  s. 
3: Server S computes them and returns the answer to client C. 
4: Client C receives the answer from server S and checks the outputs. Client C checks 

whether the equation holds: 

2 2 2 2 2(( ) (( ) ) ) ( ) (( ) ) .i iv vt r t
i i i ii s i s i s i s

w w w w   
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       

If not, C outputs “error”. Otherwise, C computes 

, 2 2( ) (( ) (( ) ) ).j i i
a v t
i i ii s i s i s
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Algorithm 4: Algorithm of computing j 
Input: K, sks, j, ψ(∏iswi

a
j,i) and aj,ip. 

Output: “error” or j. 

1: Client C computes 

,( )j i

j

a

ii s
w
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







 and 

1
sk .

s
pow   

2: Client C uses the 6 blinding pairs generated in Algorithm 1 to blind base and pow. Let 
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b
1 mod p, 2 = g1

b
2 mod p, 1 = g1

b
5 mod p and 2 = g1

b
6 mod p. After that, Client C 

computes 1, y1, 2 and y2, which satisfy  
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3: Client C computes c1 = base/1 and c2 = base/2.     
After 2 and 3, basepow is transformed as follows: 
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5 1 1 1 1 1 1 1 1 1

3 1 1 1 1 1

3 1 1 1

1 1

1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

( )

           

           

           

           (( ) )

pow pow

b pow z y

b pow b z y b z y z y

b z y z y

b z y

base c

g c c

g g c c

g c c

g c c

















 











. 

Similarly, baser3pow is transformed as baser3pow = g1
b4c2

2((2c2)
z2)y2. 

4: Client C queries server S in random order as: 

1

2

1

2

1 1 1

2 2 2

1 1 1 1 1

2 2 2 2 2

( , )

( , )

(( ), ) ( )

(( ), ) ( )

y

y

S c c

S c c

S c y c

S c y c









 

 









. 

5: Server S computes them and returns the answer to Client C. 
6: Client C receives the answer from server S and checks the outputs. Client C checks 

whether the equation holds: 
 

3 31 1 1 4 2 2 2
1 1 1 1 1 2 2 2( (( ) ) ) (( ) ) .b ry z b y zg c c g c c    

 
If not, C outputs “error”. Otherwise, C computes 

 
3 1 1 1

, 1 1 1 1(( ) ) .b z ypow
j s base g c c    

 
7: Client C computes j,i = g1

a
j,i for i  s. Then C gets j = (j,1, ..., j,d).   



PU ZHAO, JIA YU AND HANLIN ZHANG 

 

644

 

4. SECURITY ANALYSIS 

4.1 Privacy Analysis 
 

Theorem 1: In the fully malicious model, the algorithm RS is private for inputs includ-
ing mj = (mj,1, mj,2, ..., mj,k), secret key sks and aj,ip randomly chosen by C. 
 
Proof: In the algorithm RS, the message block mj = (mj,1, mj,2, ..., mj,k), secret key sks and 
aj,ip should keep secret. 

We first prove the privacy for input mj = (mj,1, mj,2, ..., mj,k). Note that the message 
block mj = (mj,1, mj,2, ..., mj,k) is transformed as mj,l = ul + t11 in Algorithm 2, and the 
adversary A can only know ul and 1 throughout the whole algorithm RS. A is asked to 
guess a 64-bit long integer to compute mj,l, and the probability that A  guesses t1 correct- 
ly and recovers mj,l is negligible. mj,l is blinded by t1 in the sense of indistinguishability.  

We then prove the privacy for aj,ip. Similarly, aj,i is transformed as aj,i = vi + t22 
in Algorithm 3, and the adversary A  can only know vi throughout the whole algorithm 
RS. A could only figure out aj,i throughout guessing t2 correctly. t2 is 64-bit long integer 
randomly chosen by C. Probability that A recovers aj,i is negligible. aj,i is blinded by t2 in 
the sense of indistinguishability. 

In Algorithm 4, pow is the reciprocal of secret key sks. pow is sum of 2 parts. One part 
is 1, and another part is z1y1. z1 are kept secret by C. A can only know 1 and y1 through- 
out RS. Since z1 is a random blinding integer in p, pow is blinded by z1 in the sense of 
indistinguishability. Besides, equations baser3pow = g1

b4c2
2((2c2)

z2)y2 and basepow = g1
b3c1

1 

((1 c1)
z1)y1 show that base is blinded by g1

b3 and g1
b4 which are kept secret by C and there-

fore A cannot work out base. Further, A cannot recover mj = (mj,1, mj,2, ..., mj,k) and aj,i.  
From the above, RS is private for inputs including mj = (mj,1, mj,2, ..., mj,k), secret key 

sks and aj,i. 
 
Theorem 2: In the fully malicious model, the algorithm RS is private for 

, ,

1

,j l j i

k
m a

l ii s
l

w



   

and j,s. 
 

Proof: We first prove the privacy for ,

1

.j l

k
m

l
l



  In Algorithm 2, C computes 

, 1 1
1 2

1 1

( ) (( ... ) ) ,j l l

k k
m u t
l l k

l l

   
 

    

and the adversary A can only know l
u

l and (1 2 … k)
1 throughout RS. A could not 

figure out 

,

1

j l

k
m

l
l



 because t1 is unknown to A. If A correctly guesses t1 (named t1A) and 

figure out 

,1 1
1 2

1 1

( ) (( ... ) ) , then j ll

k k
mu t

l k l
l l

output    
 

  A
A and outputA  are indistingui-  

shable for A.  
In Algorithm 3, C computes 
 

, 2 2( ) (( ) ) ,j i i
a v t
i i ii s i s i s

w w w 
  

     

and the adversary A can only know wi
v
i and (∏iswi

a
j,i)2 throughout RS. It is similar to the 
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situation in Algorithm 2 that A could not figure out ∏iswi
a

j,i because t2 is unknown to A. 
If A guesses t2 (named t2A) and figure out outputA = (∏iswi

v
i)  (∏iswi)

2)t2A then ∏iswi
a

j,i 
and outputA are indistinguishable for A. 

In Algorithm 4, C computes 

3 1 1 1
, 1 1 1 1(( ) ) ,b z ypow

j s base g c c    

and the adversary A can only know c1

1 and (δ1c1)

z1 throughout RS. A could not figure out 
j,s because g1

b
3 and y1 are unknown to A. If A guesses g1

b
313 and y1 (named 3

1
bg A

A and y1A) 
correctly and figure out 3 1 1 1

1 1 1 1(( ) ) ,b z youtput g c c  A A
A A then j,s and outputA are indistin-

guishable for A. 
Above all, the algorithm RS is privacy for 

, ,

1

,j l j i

k
m a

l ii s
l

w



  and j,s. 

4.2 Checkability Analysis 

Theorem 3: RS is 

22

2

( 1) 1
40 (2 1) 24020(4 6 2)

(1 )(1 )(1 )dk
d dk k


 

   -checkable according to Definition 4. 
 
Proof: Considering the page limitation, we omit the detailed proof here. 

5. PERFORMANCE EVALUATION 

5.1 Theoretical evaluation 
 
In RS, the running time on the cloud side is very little, even negligible, because the 

computing resources of cloud server are almost unlimited. Hence, we focus on evaluat-
ing the client-side cost in our algorithm and other existing algorithms. For convenience, 
we use “Alg. 0” to denote the algorithm that client generates the signature by itself. In 
Alg. 0, all computation tasks are finished on the client-side. In RS and other existing 
secure outsourcing algorithms, most of client-side computing resources are spent on 
performing modular exponentiations and modular multiplications. Hence, we regard the 
numbers of modular exponentiations and modular multiplications as important indicators 
for theoretical evaluation about efficiency. Table 1 compares RS with other existing se-
cure outsourcing algorithms in term of the numbers of modular exponentiations and 
modular multiplications need to be performed on the client-side. Let ME and MM denote 
modular exponentiation and modular multiplication respectively. We omit other opera-
tions such as modular additions because they cost very little time. 

Table 1. Comparison of RS, MExp in [17], the algorithm in [16] and Alg. 0. 
j computing

 RS MExp in [17] algorithm in [16] Alg. 0 
ME 3 3 1 k 
MM 3k + 2 7k + 10 6k + 6 k 

ψ computing 
 RS MExp in [17] algorithm in [16] Alg. 0 

ME 3 3 1 d − 1 
MM 3d − 2 7d + 2 6d − 1 d − 2 
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If we use MExp in [17] to do modular exponentiations, we have to spend extra 
computing resources to protect the base privacy of modular exponentiations in the sig-
nature generation process. Actually, they are public parameters and we do not need to 
protect the privacy of them. Table 1 shows that the number of modular multiplications in 
MExp is two times more than that in RS. Therefore, compared with MExp, RS is more 
efficient. If we use the algorithm proposed in [16] to do modular exponentiations, we 
also protect the privacy of the bases. Compare with our algorithm, the algorithm pro-
posed in [16] also contains constant times of modular exponentiations, but it contains 
much more modular multiplications. Besides, the checkability of the algorithm in [16] is 
not satisfying. Specifically, if the server cheats the client in the process of computing j, 
the probability that the client can detect the misbehavior is only 

1
1 .k  This means that the 

malicious cloud server has a high probability of cheating clients. Therefore, our algo-
rithm is more suitable than other existing algorithms for this scenario. 

 
5.2 Experimental Evaluation 

 

In this section, we provide an experimental evaluation of RS to show the perfor-
mance of our scheme. Similar to Section 5.1, we use “Alg. 0” to denote the algorithm 
that client generates the signature by itself. In Alg. 0, all computation tasks are finished 
on the client-side. We show the efficiency of our algorithm by comparing the time con-
sumption of RS and Alg. 0. These experiments are carried out on a computer with an 
Intel Pentium processor of 2.70 GHz and 4 GB memory. The operation system version is 
Ubuntu 16.04. We use C language based on the free Pairing-Based Cryptography (PBC) 
Library and the GNU Multiple Precision Arithmetic (GMP). In these experiments, we set 
the base field size to be 512 bits and the size of an element in *

p to be 160 bits. 
Firstly, we compare the computation time in computing j between Alg. 0 and RS. 

In Fig. 2, the number of blocks and the number of sections vary from 10 to 100. From 
Fig. 2, we could observe that the computation time in RS is obviously less than the time 
in Alg. 0. When the number of blocks and the number of sections are both 80, RS costs 
about 0.43s while Alg. 0 costs about 11s. 

 

 
Fig. 2. Computation time of . 

 
Secondly, Fig. 3 shows the computation time in computing ψ(∏iswi

a
j,i) between Alg. 

0 and RS. Similarly, the number of blocks and the number of group members vary from 
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10 to 100. From Fig. 3, we could learn that RS still has better performance than Alg. 0. 
When the number of blocks and the number of group members are both 100, RS costs 
about 0.58s while Alg. 0 costs about 17.04s. 

 

 
Fig. 3. Computation time of . 

 

Thirdly, we can see the time of computing j between Alg. 0 and RS in Fig. 4. The 
number of blocks varies from 10 to 100. RS has ordinary performance at this stage. 
When the number of blocks is 100, RS costs about 0.808s to compute while Alg. 0 costs 
about 0.959s. 

Finally, the comparing of total computing time is shown in Fig. 5. The number of 
group members and the number of sections of each block are both 100, and the number 
of blocks varies from 10 to 100. When the number of blocks is 100, RS costs about 1.98s 
while Alg. 0 costs about 35.18s. The client-side cost in RS is reduced to 5.6% of that in 
Alg. 0. In general, experiment results proved the efficiency of our algorithm. 

 

 
         Fig. 4. Computation time of .                 Fig. 5. Total computation time. 

6. CONCLUSION 

Ring signature generation is the most complex part in public auditing. Sometimes it 
is the bottleneck of efficiency improving in public auditing schemes. In this paper, we 
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introduce a secure outsourcing algorithm for ring signature generation with high perfor-
mance in efficiency and checkability. The privacy of input and output could be guaran-
teed in our algorithm, and we give formal proofs of security. Experimental evaluation 
also shows the good performance in efficiency improving. In conclusion, our algorithm 
makes public auditing more practical for the users with resource-constraint devices. 
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