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The semantic overload of IP address, representing not only the identifiers of nodes
but also the locators of nodes, is one of the fundamental reasons for hindering the de-
velopment of current Internet. Therefore, the identifier-locator split mapping network
which separates the two functions has become one of the federating themes for future
Internet architecture. However, DDoS attacks are still in existence in this network. In
this paper, we use the attack traffic to discuss and compare the effects of DDoS attacks
on the current Internet and the identifier-locator split mapping network. The numerical
and simulation analyses show that the identifier-locator split mapping network alleviates
DDoS attacks more effectively compared with the current Internet.
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1. INTRODUCTION

In recent years, the problems caused by routing scalability, security, and mobility in
the current Internet have become notable and prominent [1-5]. The research shows that
the main reasons for the above mentioned problems include the design principles of
openness, trust, and autonomy embedded in the current Internet and the IP semantic
overload problem [6, 7]. For example, in the aspect of security, since a traditional IP ad-
dress contains a terminal’s identity and location information, the correspondent node and
the malicious eavesdroppers can obtain the terminal’s identity information and topology
location information from the IP address, resulting in the exposure of users’ privacy. In
addition, the attackers can easily use the dual attributes of an IP address to probe into the
network topology, forge the identity information, and launch ARP spoofing, IP address
spoofing, man-in-the-middle attacks, and distributed denial of service (DDoS) attacks,
and so on.

Therefore, in the research of the next generation Internet structure, the design con-
cept of splitting the identifier information from the locator information gets widespread
concern and recognition. The main achievements are as follows: the network-based sepa-
ration mechanism includes LISP (Locator/ID Separation Protocol) [8], IP* (IP-Based
IMT Network Platform) [9, 10], Ivip (Internet Vastly Improved Plumbing) [11], TIDR
(Tunneled Inter-domain Routing) [12] and the identifier-based universal network [13, 14].
The host-based separation mechanism, includes HIP (Host Identity Protocol) [15], Hi3
(Host Identity Indirection Infrastructure) [16], SHIM6 [17], LNP (Identifier Locator Net-
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work Protocol) [18, 19], and so on. Although these proposals are different, they are the
solutions that all based on the separation of node identity information and location in-
formation aim to meet the needs of the future network. Compared with the host-based
separation mechanism, the network-based separation mechanism has better routing scal-
ability and users’ location privacy, efc.

In this paper, we firstly make an in-depth study on the characteristics of the identi-
fier-locator split mapping network (hereinafter referred to as split mapping network) and
then compare the threats caused by DDoS attacks in the current network and the split
mapping network respectively. Our results suggest that the split mapping network can
effectively mitigate DDoS attacks. This paper is organized as follows: section 2 describes
the model of split mapping network; section 3 presents a detailed theoretical analysis of
the DDoS attacks in the current Internet and the split mapping network; section 4 dem-
onstrates the calculation analysis and subsequently analyze the simulation results; the
final section concludes with a summary of contributions and their implications.

2. THE IDENTIFIER-LOCATOR SPLIT MAPPING NETWORK MODEL

After studying and analyzing the architectures of the split mapping network which
are proposed in the literature from [8] to [14], their common features are summarized as
follows:

1. According to the topology position, the network is divided into two parts: the access
network and the core network. The access network is a collection of various types of
terminals or subnets, such as fixed, mobile, sensor networks, allowing access to the
Internet. The core network is responsible for location managements and global routing.
It is the essential requirement of the split mapping network to divide the network
based on its topology information. Therefore, no matter when and where, an identity
can never perform the dual functions of “identifier” and “locator”.

2. For the data forwarding plane, separate of IP addresses into two numbering spaces: the
Endpoint Identifier (ID) and the Routing Locator (LOC). The ID used in the access
network represents the identity of a terminal. The IDs are assigned independently from
the network topology. The essential sense of IDs requests that the identifier space
should be plane structure, and there is no inevitable relationship between continuous
identifier blocks. The LOCs used in the core network are responsible for global rout-
ing. The LOCs are aggregatable to guarantee the routing scalability and therefore the
LOCs should be assigned topologically to network attachment points. Additionally,
the IDs and the LOCs can’t directly communicate with each other. They should be
mapped to each other when the packets traverse the different space.

3. The mapping services between the ID and the LOC are realized by some specific de-
vices. Usually, the router in the joint between the access network and the core network,
known as Access Router (AR), is responsible for realizing the services. The mapping
information of the whole network is stored in a specific device in the core network,
distributedly or centralizedly. In this paper, except the access routers, all the devices in
the core network maintaining the mapping information are referred to Mapping Serv-
ers (MS). Typically, the mapping information is updated by the “pull”, “push” or the
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hybrid manner. The “pull” means querying the external mapping information database
for the mapping information and caching it to the local. The “push” refers to the way
in which a mapping information database is copied to the AR to reduce the query la-
tency. However, there exits scalability issues because of the restriction of the size of
the mapping information database. The hybrid approach combines the two ideas to at-
tain a balance between the two methods.

Therefore, without loss of generality and without considering the specific realization
mechanism, the identifier-locator split mapping network model is shown in Fig. 1. In this
model, AR is responsible for the access of terminals and the mapping services between
IDs and LOCs. MS is responsible for storing and maintaining the mapping relationships
between IDs and LOCs, providing the mapping registration and the query service for the
access router. The Core Router (CR) forwards the packets according to the Locator.

Register/Que; glSte ;
mapping inforpation _ [ LOCy | LOCgy | Data | MAPRINE information

EI Forwardin - EI
AR, / """"""""""
W o C Core Network CRZ% eppine

Access network =
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Fig. 1. The identifier-locator split mapping network model.

3. DDOS ATTACKS ANALYSIS

This paper uses the network topology in Fig. 2 to analyze the DDoS attacks in the
current network and the split mapping network. In Fig. 2, the access routers are not dis-
tinguished between the current network and the split mapping network, represented uni-
formly with AR.

As shown in Fig. 2, the network is a fully connected network, in which any two
hosts have access to each other. In this network, host A is a hostile attack host. The hosts
represented by Dy, D,, ..., D, and Ty, T5, ..., T,, are all common hosts. The hosts T7,
T, ..., T, are connected to the same sub-network through AR,. In this topology, it is
assumed that the attack target of host A is host 73, so the access network to which AR, is
connected is defined as the local link in this paper and the number of hosts is m. Other
access networks are non-local links and the number of hosts is 7.

The reference [20] generally classifies DDoS attacks into two types, the utilization
of software vulnerability and the flow attack, and this paper will analyze the DDoS flow
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Fig. 2. Network topology.

attack. According to the analytical procedure in [21], this paper uses the attack traffic
received by the victim to measure DDoS attacks effect. To generate the maximum
amount of the attack traffic, host A will control as many hosts as possible to launch the
DDos attacks to host 7. Therefore, in this network, except the attack host A and the tar-
get host T, other hosts are likely to be controlled by the attack host A as bots. In addition,
to better quantitatively analyze the DDoS attacks in the two types of networks, this paper
proposes the following hypotheses.

For DDoS attacks, the attack traffic generated by the bots which are located in the
non-local links is smaller than that generated by the bots located in the local link [22]. In
the Fig. 2, to make it simple, suppose that the maximum attack traffic generated by the
bots in the non-local links is b (Mbps) and the maximum attack traffic generated by the
bots in the local link is ¢ times as much as b (Mbps), and then the maximum attack traffic
generated by the bots in the local link is ¢b (Mbps). Besides, it is assumed that the attack
traffic generated by the attacker is not more than the maximum bandwidth of the local
link. The attacker’s ability is limited, so it can only control some of the hosts in the net-
work. Suppose that the number of bots is &, and for the attack host A, it is of the same
difficulty to control any of the hosts in the network.

In the current network, the attacker can obtain a terminal’s identity information and
location information from the terminal’s IP address. To generate more attack traffic, the
attacker will first choose the hosts in the local link as bots. However, since the location
privacy is protected in the split mapping network, the attacker can only obtain the termi-
nal’s identity information rather than the location information; therefore, the attacker can
only control the randomly selected hosts and then launch attack. This feature can effec-
tively mitigate the threat caused by the DDoS attacks. The following part will make a
detailed analysis of the DDoS attacks in the current network and the split mapping net-
work.

3.1 Analysis of the Current Network

In the current network, the attacker can obtain a terminal’s identity information and
location information from the terminal’s IP address, so the attacker will choose as many
hosts in the local link as possible. Based on this hypothesis, in the current network, sup-
pose the maximum DDoS attack traffic generated by host A is F}, then:
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t_{k*c*b k<m-1 (1)

N k=m+1)sb+(m—1)xcxb k>m-1
3.2 Analysis of the Identifier-Locator Split Mapping Network

In the split mapping network, since the attacker is unable to obtain a terminal’s lo-
cation information, the attacker can only control the randomly selected hosts instead of
finding the hosts correctly which can do the maximum damage to the target host. There-
fore, according to this hypothesis, when k& < m — 1 the maximum attack traffic that the
DDoS attacker can generate has k + 1 possible situations, which are shown as follows.

Possible situation 1: All the randomly selected hosts are in the non-local links of target
host 75, and now the maximum attack traffic is Fyo = k * b.

k

The probability of this situation is P, =

n+m-1

Possible situation 2: Only one of the randomly selected hosts is in the local link of tar-
get host 75, and now the maximum attack traffic is Fy; =(k— 1) * b+ c * b.

k=11
Cn Cm—l .

k

n+m-1

The probability of this situation is P, = {

Possible situation k + 1. k£ of the randomly selected hosts are in the local link of tar-
get host 75, and now the maximum attack traffic is Fiy =k * ¢ * b.

0 ~k

The probability of this situation is P, = GG .

k
n+m-1

At this moment, the average maximum attack traffic that the DDoS attacker can
generate is:

k L i
cs
F,= E o Cn —t L[ (fk—i)xb+ixcxb). (2)

n+m-1

Similarly, when &k > m — 1, the situation is:

m— kl i
:Z Co Gt [k _iyubtincnb]. €)

n+m -1

To sum up, in the split mapping network, the average maximum attack traffic that
the DDoS attacker can generate is:

n+m—1

min{k,m-1} _x_; i
Fo= ) ﬂ[(k—i)bﬁ*c*b]. 4)
i=0
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4. THE NUMERICAL ANALYSIS

This part presents the concrete numerical analysis and the calculation of Egs. (1)
and (4). We suppose that the number of hosts in the non-local links is #» = 100, the attack
traffic generated by each bot in the non-local links is b = 1(Mbps), and the attack traffic
generated by each bot in the local link is ¢ times as much as that generated by each bot in
the non-local links, with ¢ = 5. F}, the attack traffic generated by the current network, is
shown in Fig. 3 and Fj, the attack traffic generated by the split mapping network, is
shown in Fig. 4 where m, representing the number of hosts in the local link, varies from 2
to 50 and £, representing the number of attack hosts, varies from 1 to 100. In the two fig-
ures, the different colors in the fill area represent different amounts of attack traffic and
the specific numerical values are corresponding to the color bar at the right hand of the
Figures. From Figs. 3 and 4, it can be found that in the same network topology environ-
ment, as m and k increase, the attack traffic in the two networks increase as well. But,
under the same condition, the attack traffic in the split mapping network is less than that
in the current network.

the attack trafic generated in the current netwarkiF Mbps) the attack traffic ganerated in the split mapping netwark(F _,Mbps)
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Fig. 3. Variation of the attack traffic generated Fig. 4. Variation of the attack traffic generated in
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Fig. 5. the ratio of attack traffic between the split mapping network and the current network.
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Fig. 5 shows the ratio of attack traffic between the split mapping network and the
current network when the numerical value of m and & are as mentioned above. The cal-
culation result shows that compared with the attack traffic in the current network, the
attack traffic in the split mapping network can be reduced by 79% at most and 37% in
average. Only when m is small, and & is much larger than m, can the attack traffic in the
split mapping network be closed to that in the current network. It can be found from Figs.
3 and 4 that under this condition, the attack traffic in both networks remain relatively
small. Thus, it can be seen that the split mapping network can better mitigate the bad
influences caused by the DDoS attacks.

The following part analyzes the attack traffic in both networks where the numerical
value of m is fixed and the numerical value of n and & is changing. F;, and Fare shown in
Figs. 6 and 7 respectively where m is 20, b is 1, c is 5, n is from 60 to 150 and £ is from 1
to 40.

the attack trafiic generated in the current netwark(F, Mbps) the attack traffic generated in the split mapping netwark(F _ Mbps)

the number of attack hostsik)
the number of attack hosts(k)

60 70 B0 80 100 110 120 130 140 150 B0 70 80 90 100 110 120 130 140 150
the nurnber of hosts in the nor-local link(n) the number of hosts in the non-local link(n)

Fig. 6. Variation of the attack traffic generated Fig. 7. Variation of the attack traffic generated in
in the current network results from the the split mapping network results from
changes in the values of » and £. the changes in the values of n and £.

From Fig. 6, it can be found that in the current network, when the number of hosts
in the local link is fixed (m = 20), the attack traffic increases with the increase of the
number of bots and when the number of hosts in the non-local link is big enough, the
attack traffic is not influenced by the change of the number of hosts in the non-local links.
From Fig. 7, it can be seen that in the split mapping network, as k increases, the attack
traffic increases as well, but obviously it is less than the attack traffic generated in the
current network under the same condition. In addition, with the further increase of », the
attack traffic will become smaller and smaller, gradually approaching to the situation
where all the bots are the hosts in the non-local links. Fig. 8 shows the ratio of attack
traffic between the split mapping network and the current network when the numerical
value of n and k are as mentioned above. The calculation result shows that compared
with the attack traffic in the current network, the attack traffic in the split mapping net-
work can be reduced by 71% at most, 43% at least, and 60% in average. Thus, it can be
seen that the split mapping network can better mitigate the bad influences caused by the
DDoS attacks.
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Fig. 8. The ratio of attack traffic between the split mapping network and the current network.

5. THE SIMULATION ANALYSIS

This part makes the simulation for the network topology shown in Fig. 2 by OM-
Net++ [23]. We mainly simulate the attack traffic received by the target host in 10 sec-
onds in the following two situations.

Situation 1: supposing n, the number of hosts in the non-local link, is 200, and m,
the number of hosts in the local link, is 20, and &, the number of attack hosts, is respec-
tively 5, 20, and 35, the simulation of the attack traffic received by the target host in the
current network and in the split mapping network is shown in Fig. 9.

From Fig. 9, it can be seen that when the number of hosts in the non-local links and
in the local link is fixed, with the increase of the number of bots, the attack traffic re-
ceived by the target host in the current network and in the split mapping network will
increase as well. But, as shown in Fig. 9, when £ is 5, 20, and 35 respectively, compared
with the average DDoS attack traffic generated in the current network, the average DDoS

—— current network, k=5
—— current network k=20
—H— current network k=35
©— the split mapping network k=5
—%— the split mapping network,k=20
the split mapping network k=35

Variation of the attack traffic (kbps)

W ) . 4

”"0 ; ‘2 C‘i t‘l ‘5 6 7 8 9 10
t(s)
Fig. 9. Variation of the attack traffic results from the different values of k£, when n and m are fixed

to 200 and 20 respectively.
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attack traffic generated in the split mapping network is reduced by 63%, 62%, and 44%
respectively, which suggests that the split mapping network reduces the influences of
DDoS attacks. At the same time, it can be also found that the smaller the number of bots
is, the more obvious the mitigation effect is. In the actual network environment, the num-
ber of bots is much smaller than the total number of hosts in the network, so in the actual
environment, the split mapping network can better mitigate the DDoS attacks.

Situation 2: supposing that n, the number of hosts in the non-local link, is 200, and £,
the number of attack hosts, is 20, and m, the number of hosts in the local link, is respec-
tively 10, 20, and 30, the simulation of the attack traffic received by the target host in the
current network and in the split mapping network is shown in Fig. 10.
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|

4 i
fi s 95

3 i

Variation of the attack traffic (kbps)
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Fig. 10. Variation of the attack traffic results from the different values of m, when n and k are fixed
to 200 and 20, respectively.

In Fig. 10, when m is respectively 10, 20, and 30, compared with the average DDoS
attack traffic generated in the current network, the average DDoS attack traffic generated
in the split mapping network is reduced by 51%, 62%, and 54% respectively. When m =
k = 20, the attack traffic generated in the current network will reach the maximum (when
all the bots are the hosts in the local link); later, with the increase of m, the attack traffic
generated in the current network no longer increases, but the attack traffic generated in
the split mapping network keeps increasing all the time, so the percentage of the reduced
attack traffic will decrease. In general, in the actual network environment, the number of
hosts in the local link is smaller than the number of hosts in the non-local links, so the
split mapping network’s role in mitigating the DDoS attacks is still obvious.

The simulation results of the two situations mentioned above show that in the actual
network environment, the split mapping network can better mitigate the influences
caused by the DDoS attacks, which is consistent with the results of the theoretical analy-
sis and numerical analysis.

6. CONCLUSION

As a new type of network architecture, the identifier-locator split mapping network
has several advantages compared with the current network. It successfully separates a
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user’s identity information from the location information, and protects the user’s location
privacy. This paper analyzes the split mapping network’s role in mitigating DDoS attacks
and gives out the quantitative analysis results. The numerical and simulation analysis
indicate that the identifier-locator split mapping network is more effective in mitigating
DDoS attacks compared with the current network.
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