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Cloud-assisted applications have been developed in recent years, especially in ser-
vicing the smart city. Cloud computing is an emerging technology, which combines
many redundant and distributed servers to provide various applications and services. On
the one hand, the users can outsource their data to the cloud and enjoy the services that
are provided by the cloud anytime and anywhere. On the other hand, outsourcing the data
to the cloud will reduce the local storage burden and alleviate the hardware maintenance.
However, the cloud server is semi-trusted, which possibly threaten the data’s security. In
addition, because the data owner will not physically possess the data after outsourcing
the data to the cloud, it is required to check the storage correctness and data integrity.
Cloud auditing protocols are proposed to solve this problem, but the efficiency and secu-
rity of previous protocols are not well. In this paper, we proposed an enhanced auditing
protocol, which can reduce the verification cost greatly and offer enough security assur-
ance. Besides, our protocol is able to resist the forgery attack in the proof verification.
The security and performance analysis shows that the proposed protocol can efficiently
support storage verification and privacy preserving.

Keywords: cloud computing, security, cloud auditing protocol, storage verification, pri-
vacy preserving

1. INTRODUCTION

With the advancement of Urbanization, more and more applications need novel
technologies to enhance their services and also expand its application areas, such as the
government services, pollution control and citizens life services in smart city. Cloud
computing is an emerging technologies which are based on the Internet. Hence, the
cloud-assited application is a potential domain in smart city. Due to the advantages of the
cloud computing, such as rapid resource elasticity, on-demand self service, universal
access and pay-as-you-go mode [1, 2], cloud computing has aroused broad attention in
both industry and academic field in recent years. Cloud computing centralizes the
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distributed and redundant resources. Therefore, the capabilities of its storage and compu-
tation can be regarded as infinite. With the limitations of storage capacity and processing
capacity of local devices, the users would prefer to outsource data to the cloud. Now-
adays, the cloud storage has become the main application of the cloud services [1, 3, 4].

Due to the cloud service provider’s semi-trusted feature and its tendency for profit,
the consumers are concerned about the security of cloud computing. Cisco and Intel
indicate that the security will become an impediment to the development in cloud com-
puting [S5]. The security problem is an important factor in limiting the development of
cloud computing [6-8]. An investigation of cloud usage from [9] revealed that only about
one fifth of those surveyed are willing to select the cloud to store their personal infor-
mation. No matter in which domain, the security problem is always an important factor
in the development of cloud computing. Generally, key agreement protocol and manage-
ment protocol as well as authentication protocol can solve most of the security problems
in security community [10-19]. However, in cloud computing, the security problems are
not just the authentication or key management issues. Using the cloud to store the data,
the consumers cannot ensure whether their data in the cloud is integrated or not [20].
After outsourcing the data to the cloud and then discarding the local copy of the data, the
user will not possess the data physically, which will increase the difficulty of verifying
the data integrity. Since the user side’s storage capability is limited, retrieving all of the
data to local side is impractical. Hence, developing an efficient integrity verification
scheme is necessary, so that the whole user’s data is not required in verification process.

The main verification schemes on cloud data are divided into two aspects: provable
data possession (PDP) [20, 21] and proof of retrievability (POR) [22, 23]. However, the
high computing requirements of PDP and POR are unsuited to cloud user whose com-
puting capability is limited. Moreover, in order to ensure the fairness and impartiality of
the audit results, it is necessary to extend the traditional cloud data integrity verification
scheme to support the third party auditing and public auditing [24-26]. The third party
auditor (TPA) is an independent entity, it has expertise and capabilities that the cloud
users don’t have. TPA can be on behalf of the data owner to verify the correctness and
completeness of the data in the cloud without the copy of the data. Moreover, using TPA
to audit the data will not bring additional computation and communication burden to the
data owner [27]. In recent cloud security researches, there were already many public and
third party auditing schemes [28, 39]. These schemes can support the public remote
auditing as well as privacy preserving.

In this paper, we proposed an enhanced cloud data storage auditing protocol, which
can ensure the data intergrity and storage correctness. Besides, our protocol is more
efficient than the related protocols [28, 29, 31] and can resist the forgery attack. The con-
tributions can be summarized as follows:

(1) We design an efficient and secure auditing protocol, which can be used in the public
cloud auditing to verify the storage correctness and data integrity.

(2) The proposed protocol can resist the forgery attack. Additionally, our protocol can
decrease the computation overhead in the verification phase without influencing the
security in the verification phase.

(3) In order to meet the actual requirements, we further extend our protocol to support
the batch auditing in the circumstance of multi-owner and multi-cloud.
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The rest of the paper is organized as follows. In Section 2, we briefly discuss some
related works. Section 3 we review the technique preliminaries and state the definations
that used in the protocol. In Section 4, we introduce the proposed protocol in detail,
followed by the security analysis and the performance analysis are also described in
Sections 5. Finally, we conclude this paper in Section 6.

2. RELATED WORK

With the aid of the third-party auditor (TPA), the public auditing protocol has be-
come a hot spot in cloud computing security. The public auditing protocol in [28, 29, 32,
35] can support public auditing and batch auditing. Wang et al. in [30] proposed a flexi-
ble distributed storage integrity auditing mechanism. By using the homomorphic token
and distributed erasure-coded data, the protocol can locate the data error and identify the
misbehaving server. Yang et al. in [31] improved the protocol to support the batch au-
diting in multi-cloud and multi-user environment. A novel public verification mechanism
in [33] was proposed, which utilized the multi-signature to support multi-owner data
auditability. The auditing protocol in [34] can support the fine-grained data updates and
the protocol in [39] can achieve both data integrity and deduplication. In [36] Liu ef al.
utilized a novel enhanced Merkle hash tree (MHT) in the protocol, which can support
multiple replicas update. In order to ensure the scalability, Wang et al. in [35] proposed a
protocol that can support user revocation. Moreover, this protocol can re-sign the data
block without retrieving the whole data to the user side by utilizing the proxy re-signa-
tures.

3. PRELIMINARIES AND DEFINATIONS

Before the detailed introduction of the proposed protocol, it is essential to briefly
introduce some basic techniques that will be used in this paper. Moreover, the system
model and its every entity’s introductions are given to construct the cloud environment.
Finally, we declare the design goals that the protocol needs to satisfy.

3.1 Preliminaries

Bilinear Maps: We assume G,, G, and G are the multiplicative groups of prime order p,
G, and G, are the generators of G, and G,. The bilinear map can be denoted as é: G, x
G,—Gy. For instance, xeG,, yeG, and a, beZ: , é(x“, y*)= é(x, y)**. The bilinear prop-
erty of the bilinear paring can be described that for x, reG,, yeG,, é(x « r, y)= é(x, y) -
é(7, y). In this map the é can be efficiently computed by an algorithm. In addition, it also

possesses the property of non-degenerate that can be denoted as é(x, y)#1.

3.2 System Model

We define a cloud data storage auditing framework to implement the auditing pro-
tocol. The framework includes three entities: CUs, TPA and CSP. CUs can outsource
their own data to the cloud, and of course, they can retrieve the data that they required.
CUs delegate the auditing tasks to the TPA, so they don’t have to care about the heavy
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and complicated auditing works. The system model of this paper is shown as Fig. 1 and
the detailed introduction of every entity can be learned as follows.

CUs is a group of cloud users, which includes various terminal devices, such as
personal computer devices, laptops as well as personal wireless electronic devices. The
functions of them are various to consumers, but a same feature of them is that compares
with the infinite cloud space, the CUs’ storage space is limited. The purpose of accessing
to the cloud is not just to expand storage amount. The more important reason is that the
cloud can provide many various real-time applications and services.

TPA is an independent third party, which can audit cloud data when needed. Com-
paring with the CUs, TPA possesses more capabilities in auditing the data. In other
words, TPA has expertise that CUs do not, it can check the cloud data integrity on behalf
of CUs without retrieving all of the data to the local side. Moreover, TPA’s evaluation
results can help the cloud service provider (CSP) to improve its services, which can form
a win-win relationship between CUs and CSP.

CSP manages many storage and application servers. It provides services to the CUs
through the Internet. CSP cannot be fully trusted, which means that it will try its best to
collect the consumers’ secret information when it complies with the security protocol. In
order to protect the sensitive information of the CUs, the data will be outsourced to the
cloud in an encrypted form. Above all, CSP receives the storage verification challenges
from the TPA in the auditing protocol. Afterwards, it will generate a proof according to
the security parameters and then send the correctness proof to the TPA.

3.3 Design Goals

According to the real requirements and the related research works [28, 29, 40], the
functions that the auditing protocol needs to accomplish can be summarized as follows:

(1) Public Auditability: The protocol should enable the TPA to verify the correctness and
integrity of the data in the cloud without retrieving the whole data to the local side.
Moreover, the auditing process should satisfy the requirements that it will not bring
additional burden to the user side.

LE“R

TPA

Fig. 1. The system model.
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(2) Storage Correctness: In order to avoid the unnecessary security issue that a cheating
server tries to pass the audit, the protocol should ensure only the server that stores the
data can participant in the auditing process.

(3) Privacy Preserving: In the auditing process, the protocol should prevent the TPA
from obtaining the CUs’ data content.

(4) Batch Auditing: According to the real-world cloud environment, it is normal that
multiple users and multiple servers execute auditing tasks simultaneously. Hence, it
is essential to ensure that the auditing protocol should support the batch auditing.

4. THE PROPOSED SCHEME

In this section, the detailed construction of the protocol is introduced. First of all,
we state an overview of the protocol that roughly introduces the construction. Secondly,
the technology and the data structure for supporting the protocol will be summarized in
the construction initialization. Thirdly, the detailed introduction of the protocol is given.
Finally, in order to meet the needs of the real-world applications and actual requirements,
we extend the protocol to support the batch auditing.

4.1 Overview

The auditing protocol needs to support the privacy preserving, so we utilize the
random parameters to blind the sensitive information. Moreover, the TPA cannot obtain
the information that contains the user’s data. The proposed auditing protocol consists of
five algorithms:

(1) KeyGen (A)—(pk, sk, pk,, sk;): This KeyGen algorithm is to generate public and secret
key pair. Its input is a security parameter A, which is decided by the requirements of
the system security. In order to ensure the security of the data, the output of this al-
gorithm includes two secret-public key pairs. {pk, sk} is to increase the security of
bilinear pairing and {pk,, sk;} is to gurantee the secret of the tag.

(2) TagGen (M, sk)—T: This TagGen algorithm is to generate the file’s tag, the input of
this algorithm is the corresponding encrypted file set M and the tag secret key sk;, the
output is a tag set T.

(3) ChallGen (Infoy)—C: According to the consumers’ verification requirements, this
algorithm is to generate a challenge information C, which generally includes file
identity, file version and other security parameters.

(4) ProofGen (M, T, C)—P(Py, P);): This algorithm is to respond to the TPA’s challenge,
taking as input the file block, tag set T and challenge C, it outputs the proof which is
consisted of tag proof P and file proof P,,.

(5) VerifyProof (C, P, pk, pk)—0/1: Upon receiving the proof from the cloud server,
TPA executes VerifyProof algorithm to generate the auditing result. According to the
calculation TPA will determine whether the storage is correct or not.

Note here that the algorithms KeyGen and TagGen are executed by the CUs, the
data owner decide the security parameters according to their data. The algorithms
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ChallGen and VerifyProof are executed by the TPA, and the ProofGen is executed by the
CSP.

4.2 Construction Initialization

In order to support the data storage auditability without the whole data in the cloud,
the proposed protocol resorts to the bilinear property of the bilinear pairing, which can
satisfy the public auditing feature and the TPA can verify the correctness proof but not
decrypt it to obtain the detailed content. We assume that the encrypted file will outsource
to the cloud that is divided into n blocks, the structure of file blocks can be shown as Fig.
2. The sub-block M,eZ,, where p is a large prime.

Fig. 2. The file block structure.

4.3 Auditing Protocol

These five algorithms will be introduced in detail in this part. We assume that every
step of all the algorithms can correctly generate or calculate the parameters for require-
ment. The framework of the proposed auditing protocol is shown as Fig. 3.

CUs TPA CSsp
KeyGen sk,, pk, sk, pk
TagGen | (Misk) =T
{m,1}
ChallGen Info,, - C
ProfGen P« (M, T,C)
-—
) (C, P, pk, pk,)
VerifyProf >0/1

Fig. 3. The framework of the proposed auditing protocol.

(1) KeyGen(2)—(pk, sk, pk,, sk;)

The algorithm inputs an implicit security parameter A and then it randomly chooses
a;, x, r from Z,, p is a large prime order. Then it will compute sk=1/a;, pk, = G%, sk=x,
pk=G’, where pk,, pkeG and G is a generator of G. Hence, the global parameters include
{pk,, pk, G, p}. Here, the sk, is designed to protect the tag proof and the pk;, is used to
verify the tag proof, the detailed descriptions can be found in below.
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(2) TagGen(M, sk)—T

In order to avoid the leakage of the sensitive information, every auditing file block
will be denoted as a tag. The TagGen algorithm randomly chooses & and v; from Z,, we
assume M, = & and then for every file block it computes the tag as Eq. (1).

= (o

i

)sk, (1)

Hence, the tag set T can be denoted as {#;} ;-

(3) ChallGen(Info,)—C

On the one hand, the cloud consumer needs to verify the data correctness and integ-
rity in the cloud. Only if the cloud receives a challenge from the TPA, the cloud will
carry out the operations. On the other hand, the cloud cannot generate the correct proof
without some parameters from the TPA. Hence, TPA should send a challenge to the
cloud. In the purpose of facilitating the verification, we define a challenge, which is con-
sisted of i, v;, x, pk. That is to say, the challenge can be denoted as C={i, v;, x, pk}.

(4) ProofGen(M, T, C)—P(Pr, Py)
Upon receiving the challenge C, the cloud will calculate the proof according to the
C as well as tag set and data block. Then, this algorithm will output the proof, which

consist of tag proof Py and file proof P,,. The denotation of them can be shown as Egs. (2)
and (3).

Bo=(sk-T]&")" )
i=1

P, = f{éwf/“,gw 3)

(5) VerifyProof (C, P, pk, pk)—0/1
This VerifyProof algorithm is executed by the TPA. Through the verification Eq. (4)
holds or not, the TPA can determine whether the storage is correct.

We assume the parameters that every entity received have not been modified or lost

in above process, we can verify the proof equation by the property of bilinear paring.
The left-hand side of Eq. (4) can be elaborated as follows:

PM : é(xa pk)

T e(M[l/V‘,gv’)é(x,gr)

i

Rl

6(5’.7 g)v1 ’ é(x>g)r

i=1
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n

é(5,G)% -e(xG)

The right-hand side of the Eq. (4) can be elaborated as follows:
e( B, pk,)

= é(( - []8)".9%)

i=1
2
=¢(x" -5 ,G).

Hence, the left-hand side equals the right-hand side, Eq. (4) holds. In other words,
the protocol is effective for cloud data integrity verification.

4.4 Extending to Batch Auditing

Aforementioned protocol is a basic single consumer to single server. However, in
real applications many users enjoy the cloud services simultaneously. There have been a
lot of researches supporting batch auditing [28, 29]. Moreover, the cloud includes many
distributed servers, which is inevitable that multi-servers provide services to the con-
sumers. Supporting multi-servers batch auditing already has been existed in some re-
searches [31, 41]. Thus, we extend the protocol to support the batch auditing for multi-
users and multi-servers in the following introduction. The framework of the extended
batch auditing protocol can be shown as Fig. 4.

(1) KeyGen()*)_) (pkos’ Skos» pkos,t: Skos,t)

As mentioned in above algorithm, the KeyGen algorithm needs to generate some
security parameters for the system setup. The input of it is still an implicit security pa-
rameter 4, the algorithm chooses .y ;, Xy 7o0s€Z,, Where o, s denote the data owner and
server respectively. Let sky,, =1/, phos, =G, skyy =2, phyy = G, where pk,g,,
Pko,eG.

(2) TagGen(Mosa Skos,t)_)To
This TagGen algorithm randomly chooses 6,,; and v,,; from Z,, and the M,,;= 0, -

The tag of the file which is belonged to data owner o and will be outsourced to the server
s can be computed as Eq. (5).

n

_ aegss;%i Skos,l
- ) (s)

05,1 0s,i
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CUs TPA CSP
KeyGen sko", pka,‘ sk, ,pk
TagGen (MuHSku,z) - Tn
{M,.T}
ChallGen Info, —C,
ProfGen P« (M_T,C)
—
- @, P, vk, vk, )
erifybref —>0/1

Fig. 4. The framework of the batch auditing protocol.

Similarly, the tag set 7 can be denoted as {Z,,} 1<i<nocoscs> Where O, S are the set of
the data owners and servers respectively.

(3) ChallGen (Infoy,,)—C,s
In order to adapt the batch auditing, the challenge information should be adjusted
accordingly. Hence, we define the batch auditing challenge as C,={i,,, Vos.i» Xos » PKos} -

(4) ProofGen(M,, T,, C,;)—>P0os(Prss Pitos)

This algorithm is to generate the batch proof, the proof of the data that is belonged
to the owner o, the data will be outsourced to the server s. Therefore, the batch proofs of
the tag and data can be computed as Egs. (6) and (7) respectively.

B"os = (Skos ’ H H 50‘);)51’ )Skm.r (6)

0€0 se§

s=1 0e0 (7)

(5) Verlfyproof(cosvposvpkosa pko,t) 90/1
TPA verifies the Eq. (8), if it holds, the system can confirm that this protocol sup-
ports the batch auditing.

H PMos . H é(xm‘? pkos )ZH e(PTosa pkox,t) ®)

seS seS seS

We also utilize the property of bilinear paring to verify the batch proof equation, of
course, we assume that all parameters have been transmitted and calculated correctly.
The left-hand side of Eq. (8) expands as:
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H Mos H é('xos > pkos)

seS seS
S 1/
5 Vos.i Vos.i Tos
= H(HHe(MOS,,- LGN Telx,-G™)
seS  s=1 0e0 seS
= é‘mt’g He 03’
ses 5:1 ses
oz Si=1
_Heé‘osl’g He os’
se§ seS
Z va.i

The right-hand side of the Equation:

[1&~. . rk,,,)

seS

=[Te(G - TIT T ph,)

seS 0€0 seS

S
=TT -ouf™ ) g)

se§

v() S0

2 X
:Hé((x:;s‘ '505{1) = ’g)

se§

Hence, the left-hand side equals the right-hand side, Equation holds. We can sum-
marize that this protocol can also support batch auditing.

5. SECURITY AND PERFORMANCE ANALYSIS

In order to evaluate the proposed protocol, we analyze its security from two aspects,
which includes storage verification and privacy preserving. Moreover, we give a com-
parison of the protocol with some related researches in the performance analysis.

5.1 Security Analysis

5.1.1 Storage verification

Verifying the storage integrity and correctness is the primary task of the auditing
protocol. From the above verification of the proof, as long as the security parameters
have not been modified or lost, the left-hand side of the proof equation will equal the
left-hand side. Hence, the integrity of the data in the cloud is verifiable.

The storage correctness means that the user’s data was stored in the cloud server.
Here, we can define Theorem 1.
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Theorem 1: As long as the TPA can verify the integrity of the data which the data owner
outsourced, the data owner can determine that the user’s data has been properly stored.

In the algorithm ProofGen, if the cloud server does not possess the user’s data, it
cannot generate a correct proof according the challenge C and tag set 7. Hence, in the
algorithm VerifyProof, the verification proof equation cannot be proven.

In [31] the DP can be modified by an adversary, so that the adversary can pass the
verification, at the same time the TPA doesn’t know whether the DP is modified or not.
As mentioned in [42], the comment paper suggests a solution that adding a signature can
solve this problem. However, adding the signature will increase the cost of computation
and communication. Our proposed protocol avoids this issue by adjust the encryption
and security parameter. The P is encrypted by the sk, and Py, is multiple bilinear paring
multiplication that it is not easy to be modified. Even if it is modified, the proof will be
influenced that it can’t pass the verification algorithm.

5.1.2 Privacy preserving

The user’s data is blind to TPA, in other words, the auditor cannot obtain the user’s
data in the auditing process. We assume that the TPA is corrupt and it tries to acquire the
data during auditing. From the above protocol descriptions in section 4, TPA possesses
sk, pk, C, P, the information about the data is blinded in P and P,. Due to M;= 5 that
was defined in algorithm 7agGen, the TPA tries to decrypt the Py to get the 5 . How-
ever, the 5 was encrypted by the data owner, so the TPA cannot obtain the 5 ‘from Pr.
In P,, the data block M; was contained in the bilinear paring operation. To the best of our
knowledge, the formula is almost unsolvable. Therefore, obtaining the completed file is
very hard. Based on the above analysis, we can determine that the proposed protocol
possesses the performance of privacy preserving.

Table 1. Comparison of the computation.

Scheme GenProof VerifyProof
[28] 1P+(2c+1)Mul.+(c+1)Exp.+1H. 2P+ (c+1)Mul+(c+3)Exp.+(c+1)H.
[29] 2cMul.+cExp.+(ct+1)H. 4P+( ct+D)Mul.+(c+2)Exp.+(2c+2)H.
[31] cP+ 3cMul.+2cExp. 2P+2cMul +(c+1)Exp.+(ct1)H.
Our Scheme cP+(2c+1)Mul.+(3c+1)Exp. 2P

5.2 Performance Analysis

We simplify the process of verification without affecting the security and privacy
preserving. Thus, our protocol is more efficient. Moreover, we further extend this proto-
col to support the batch auditing, which can audit the storage of multi-cloud and mul-
ti-user simultaneously. Here, we define P., Mul., Exp. and H. as the computation cost of
bilinear pairing operation, multiplication, exponentiation and one-way hash function
respectively, and ¢ denotes the number of the corresponding operations in an algorithm.
The comparisons of the protocol with the related researches can be shown as Table 1.
From Table 1 we can determine that our protocol possesses less computation operations.
In other words, our protocol is more efficient than the three related protocols in execut-
ing the security assurance in the cloud application circumstance.
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6. CONCLUSIONS

In this paper, we proposed an enhanced cloud data storage auditing protocol, which
can support strong security and efficiency. In order to satisfy the requirements of the
real-world applications, we further extend our protocol to support the batch auditing in
multi-user and multi-cloud environment. Observed from the security and performance
analysis, we can conclude that this protocol can meet the security requirements of the
storage verification and privacy preserving. It is worth noting that our protocol can resist
the forgery attack. Compared with the related protocols, our protocol can highly reduce
the computation cost without influencing the design goals of the auditing protocol. We
believe that our protocol can be used in servicing the real-world applications, such as the
government confidential services, citizens’ sensitive data protection and other important
security assurance services in smart city.
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