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Outsource computing might reveal some private information in open cloud systems
and the concern of users’ privacy will be a crucial issue. Program obfuscation is an im-
portant cryptographic primitive that perfectly hides the secrets inside a program while
preserving its functionality. In this paper, we give a two-form re-encryption scheme that
achieves the security against adaptively chosen-ciphertext attacks, which allows any third
party (e.g., cloud server) to re-encrypt the ciphertext that delegates the decryption right
from one to another. However, as the third party knows the sensitive secret (i.e., re-key),
and thus we should guarantee the trustworthy of this cloud server. Based the re-encryp-
tion algorithm, we propose an efficient obfuscator that implements the re-encryption
functionality in such a way that not only the private information is protected but also
cloud users’ privacy is preserved, and thus the re-encryption procedure can be run on un-
trusted outsourcing server. We prove the virtual black-box security of the obfuscation.
The proposed obfuscator can be run on untrusted server to help the perform of the func-
tionality of re-encryption without any sensitive secret revealing.

Keywords: cyptographic obfuscation, unidirectional, re-encryption, virtual-black box, bi-
linear map

1. INTRODUCTION

Cloud computing has become an increasingly popular computing paradigm that
provides users and enterprises with various capabilities to store and process their data in
third-party data centers, such as in an untrusted server. However, when outsourcing data
and heavy computation tasks to the cloud, cloud users can enjoy these benefits only
when the cloud is fully trusted. Therefore, cloud users are more concerned about their
privacy whether it is leaked in this environment.

In this paper, we present an algorithm ReEncObf to obfuscate a re-encryption cir-
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cuit efficiently. Actually, a re-encryption algorithm is to delegate the decryption ability
by re-encrypting a ciphertext of cloud user Alice to a new form ciphertext of Bob. Con-
cretely, this re-encryption algorithm is performed by (untrusted) outsourced cloud server,
however, the server may obtain the sensitive information such as the keys of Alice or
Bob since the re-encryption procedure needs the keys of Alice or Bob. We consider the
issues as follows:

(1) Does the algorithm executor (i.e., untrusted outsourcing server) cannot learn sensitive
information from the re-encryption key or ciphertext? e.g. plaintext or secret key
during the computation;

(2) May Bob re-delegate the re-encrypted ciphertext to another for decryption success-
fully? e.g. only a single-hop;

(3) Could the algorithm executor derive users’ identities, the delegator Alice or the dele-
gatee Bob?

In order to solve above issues, we develop a program obfuscator to perform the re-
encryption while preventing the untrusted outsourcing server from gaining the private
information. A program obfuscator is a compiler that takes a program (namely, a binary
circuit) as input and outputs an equivalent and unintelligible program. According to the
requirement and the property defined in literatures [1, 2], an obfuscator must satisfy the
properties: preserves the functionality, incurs a polynomial slowdown (compared to the
original program) and satisfies the virtual black-box security property. That is, an obfus-
cated program can prevent the attacker from reversing engineering thus it could be ap-
plied on intellectual property protection for embedded sensitive algorithms [1, 3, 4] or
softwares/fingerprints [5-11], controlled delegation [11-19] and encrypted signatures [20]
efc.

In the program obfuscator ReEncObf, the main goal is to securely enable the re-en-
cryption of message from one to another, without relying on trusted proxy. We also re-
quire that process of the re-encryption is unidirectional, anonymous and single-hop.

The main contribution of this paper is to design a virtual black-box (VBB) secure
program obfuscator with the functionality of anonymous re-encryption algorithm. Con-
cretely, the obfuscator algorithm can re-encrypt the cipertext for one-hop manner and
provides the anonymous property. Moreover, the output of the obfuscated circuit cannot
be re-encrypted anymore [4, 6, 21-23]. At first we give two-type of encryption schemes
under an indicator f. The first form ciphertext £ = 0 can be converted to the second form
ciphertext = 1 under some auxiliary information. We then propose the obfuscation al-
gorithm to implement the anonymous re-encryption algorithm, and provide the analysis
of functionality and prove the virtual black-box property of security. The obfuscator al-
gorithm can be run by any untrusted proxy without the leakage of sensitive information
such as secret key and plaintext during the execution.

2. PRELIMINARIES

A function is said to be negligible in security parameter / (denoted negl(/)) if it is
smaller than inverse of any polynomial, for all large enough value of /. In this paper, we
use the term PPT to denote the Probabilistic Polynomial Time algorithm. Let s«
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denote selecting element s from set S at random. Let G = <g> be a finite group G of or-
der ¢ created by a generator g, and denote Gr be a bilinear group such that a map e is
defined by GxG—>Gr.

Definition 1 (Average-Case Secure Obfuscation): An algorithm Obf that takes as input
a (probabilistic) circuit C and outputs a new (probabilistic) circuit C', is an average-case
secure obfuscator for the family C = {C,}, if it holds the following properties:

1. Preserving Functionality: Pr{C(x)=C'(x)] < neg(/)

2. Polynomial Slowdown: There exists a polynomial p(|C|) such that for sufficiently
large input lengths n, for any Ce {C,}, Obf only enlarges C by a factor p, i.e. |Obf(C)|
< p(IC)).

3. Virtual Black-box Security: For any PPT adversary .4, there exists a PPT simulator
Sim, for every efficient distinguisher D, every input length » and for every polynomi-
al-size auxiliary input aux:

[Pr[C «~— C;: D(A(OBAC), aux), aux) = 1]
—Pr[C «—— Cy: D(Sim(1", aux), aux) = 1)]| < negl(l)

We let L denote an error message, and || denote string concatenation. Let U be the
set of users, denoted by U = {1, ..., n}. Denote the set of uncorrupted users by U, and set
of corrupted users by U,, such that U,UU, = U. The proxy re-encryption (PRE) [21, 24]
and the CCA notion of PRE are defined as follows.

Definition 2 (A single-hop, unidirectional PRE): A single-hop, unidirectional proxy
re-encryption is comprised of the following algorithms:

1. Setup(1"): On input a security parameter 1, this algorithm generates the public param-
eter Param. Note that the public parameter Param is used in the other algorithms and
we take it as input implicitly.

2. KeyGen(i): On input the parameter Param, this algorithm is run by user i to generate
public and private key pairs (pk;, sk;).

3. ReKeyGen(pk;, sk;, pk;): On input a secret key sk; and public key pk;, this algorithm is
run by user i to output a re-encryption key rk;_,;, which can be used to re-encrypt a
first form ciphertext of user i to a second form which can decrypted by user ;.

4. Enc(pk;, m): Taking public key pk; and a message m as inputs, this algorithm is run to
encrypt a message m to a first form cipertext C7.

5. ReEnc(rk;._,;, CT): On input a re-encryption key rk;_,;, and a ciphertext CT, this algo-
rithm is run to re-encrypt a first form ciphertext C7 to a second form C7".

6. Dec(sk;;, CT(CT")): On input a secret key sk;; and a cihpertext CT or CT", this algo-
rithm is run to decrypt a first form ciphertext CT (or a second form ciphertext C7"),
and outputs the message m if succeeds or an error L if fails.

Correctness: A single-hop, unidirectional PRE is correct if: at random select m from the
message space, Vi, j € U, pk;, sk; <— KeyGen(i), pk;, sk; <— KeyGen()), and rk;_,; < Re-
KeyGen(sk;, pk;), we have Dec(sk;, ReEnc(rk,_,;, Enc(pk;, m))) = m.
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We use the terms Okeygen) and Opecy to denote the oracle access to the KeyGen al-
gorithm and Dec algorithm, respectively.

Definition 3 (CCA-Security): Let A be a PPT adversary, C be a challenger. The CCA
security is defined by the following game with a negligible advantage.

1. Key generation Ogeen(1): (Pks, 5k))<— Okevgen(1).

2. (mo, my, i, aux)—A°"<O(l), my, my € M s.t. |mo| = |my|.

3. CT<Enc(pk;, m,), where A «<~— {0, 1}.

4. 2~ AP<(CT, aux), s.t. Opec(-) # Opec(CT).

5. Challenge: A outputs (pk;, my, m;), and sends to C, where pk; is the challenge key. C at
random selects A« {0, 1}, and runs CT' *<—Enc(pk,-, m,), then returns CT " to A.

6. Guess: Finally, A outputs 2'<—{0, 1}, and Awins the game when A’ = A.

Definition 4 (Anonymity): Let C maintain a re-encryption key list storing all rk;_,; with
the form (i—/,{rk.;, query}). Let i—j be the search key to identify each pair of users. If
rk;_,; has been queried by oracle Ogekeycen, then set query = 1, otherwise set query = 0.
Initially, the list is {rk;_,;, query} empty for the search key (i, j). The anonymous game is
defined as follows:

1. OKeyGen(ll): same as in Definition 3.
2. OrekeyGen(Pki, pky): C<—(i — j, {rki;, query}) and works as follows:
(1) If {rki;, query} is null or all rk;_,; have been queried, sets rk;_,; <—ReKenGen(sk;,
pk;), adds (rk;;, query = 1) to the list (rk;;, query), and the returns rk;_,;.
(2) Otherwise, sets rk;_,;«—— {(rki_,;, query = 0)}, updates query = 1 for rk;_,;, and re-
turns rk;._,; to A.
. Orenc(Pks, pkj, CT): C <= (i > J, {rki;, query}) and works as follows:
. Opec(pki, CT): performs {m, L} <— Dec(sk;, CT), and returns the result to .A.
5. Challenge (i, /) « A, C« (i, ], {rki_;+, query}), works as follows:
(HIf i'el, orj*e U,, C aborts.
(2) If the list {(rk;=_+, query)} is null or all rk;«_,» have been queried, compute rk;s_,«
<« ReKenGen{(sk;, pk;)} to the set {(rkq_,~ query)}.
(3) Otherwise sets rkq_,» «—— {(rky_+, query = 0)}, and updates query = 1 for rk;s_,x.
C at random selects A<—— {0, 1}, if 1 =0, sets A«rk;=_, otherwise returns a re-
encryption key selected from the re-encryption key space uniformly.
6. Guess: Finally, A output a guess '€ {0, 1}, and A wins the game if ' = 1.

W

3. CCA-SECURE ENCRYPTION AND RE-ENCRYPTION FUNCTION

Like in [10], we give the global parameters of bilinear group generator, some secure
hash functions and secure pseudorandom generators that will be used in our scheme. The
encryption scheme IT can output two types of ciphertexts. Also, we use a flag S to assign
the ciphertext form, when £ = 0, the ciphertext has first form, and when £ = 1, the ci-
phertext has second form. The first form of ciphertext can be re-encrypted into the sec-
ond form under some auxiliary information, but the second form of ciphertext cannot be
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converted to the first form (i.e., unidirectional). We prove that the encryption scheme I1
achieves CCA security. In this section, we first give the global parameters of bilinear
group generator, and then propose the encryption scheme and the re-encryption scheme.

3.1 Cryptographic Assumptions

Let G, Grbe two cyclic groups of order ¢, a /,-bit prime, and g be a generator of G.
Let e be a bilinear map: e: GxG—Gr satisfying: (i) Vx, y«-—Z,, e(g", g") = e(g, g)*, (ii)
e(g, g) # 1, and (iii) e can be computed efficiently.

Let Hy, H,, H,, H;, H, be secure hash functions modeled as random oracles, s.t. Hy:
GG, H: {0, 1}°%xGr—>7Z,, Hy: GxGxGx{0, 1}°—>G, Hy: {0, 1}°""*xG—>Z,, Hy: Z,
—Z4, where (, is another security parameter. Let |, F, be two secure pseudorandom
generators, where Fi: G7—{0, 1}2, Fy: G—{0, 117",

We will use the following security assumption.

Definition 5 (Decisional Bilinear Diffie-Hellman (DBDH)): Vx, y«-—Z, and O«
Gr, given (g, g, &', &, Q) for any PPT algorithm A, the following two distributions are
computationally indistinguishable:

{g.8.¢.8.8" ~{g.g.4.4,0}.

Definition 6 (Squared Decisional Bilinear Diffie-Hellman (SDBDH)): Vx, y«- 7,
and Q «~— Gy, given the tuple (g, g, &', O) for any PPT algorithm A, the following two
distributions are computationally indistinguishable:

8.8.¢ ele. 8} ~ (g.8.8. O}
3.2 CCA-Secure Encryption Scheme I1

Under the idea in [19], we give the extensional two-form CCA secure encryption as
follows:

Setup(1): Given the security parameter /, this algorithm obtains two secondary secu-

rity parameters /¢y, ¢, and instantiates Hy, H,, H,, Hs, Hy, F'}, F>, and the bilinear map

(¢, g, G, Gr, e), where ¢ is a £,-bit prime and the message me {0, 1}, In addition, let

g1<-—G and set Param = {q, g, g1, G, Gr, e}

KeyGen(1', Param): At random select x <~ Z,, and set sk =x and pk = g".

Enc(pk, S, m):

1. Parse pk=g".

2. Choose R «— Grrandomly, and compute » = H,(m, R).

3.If #= 0, output ciphertext (Cy, C1, C,, C3, C4, C5) = (0, &', R-e(g", Ho(g"))", m®F(R),
g1, Hy(Co, C1, Gy, C3, Cu)).

4.1If =1, at random select s, £, w7, let R, = g™ . gL Ry =g Ry=g" Ry =
e(g’, &), Rs = e(g", @™, and let T}, = g, T, = Re(g’, g™, Ty = m®F (R), T, =
g, and set T = T||T5||T3||T4||R, ||R,||R3, random select R «—Gr, let ' = Hy(T, R'),
output the ciphertext (Cp, C', Ch, Cs, Cy, C5) = (1, R, R*R,, T®F,(R'), ¢, §).




998 MINGWU ZHANG, YUDI ZHANG, HUA SHEN, CHUNMING TANG AND LEIN HARN

Dec(sk, CT):

1. At first parse sk = x.

2. If p= 0, check the equation e(g, Cs) # e(Cy, Hy(Cy, Cy, Cy, C;, Cy) holds, then out-
put L. Otherwise let R = Cy/e(g”, Hy(g"))", and compute m = (C;DF(R)).

3.1f f=1, compute R’ = C5/C, let T' = C5®F,(R"), and parse I = T}||T5|| T3|| T4||R1||R,||

, R,,T,
Rs. If e(R,, R3)™ %) % ) holds, then return L. Otherwise set R = T, (M)x ,
and output m = T3@F(R). (R, T;)
Fig. 1. Two-form CCA-secure encryption scheme II.

Theorem 1: Assume that the DBDH assumption holds the scheme is CCA secure in the
random oracle model for the first form ciphertext, and the SDBDH assumption holds,
then the second ciphertext is CCA secure.

3.3 Re-encryption Functionality

Let (pky, ski) and (pk,, sk,) be two key-pairs which are generated by KeyGen algo-
rithm, the re-encryption functionality of performing re-encryption from pk, to pk; is de-
scribed as follows.

ReEnci_,,

Input: CT=[C,, Cy, C,, C;, C4, Cs] or special symbol denoted by keys
Constants: sk, = x, pky =g, pkr=g", R <« Gr, and let r = H|(m, R)
1. If input = keys, output (pky, sk,)
2. 1f Cy =1, output L
3. Else

— Compute R = Cy/e(g’, Hy(g"))"

— Output = (C;®F(R))

— Encrypt m as same as the Step 4 in encryption of I1
Output: (Cp, Cq, Ch, C4, Cy, C%)

Fig. 2. Functionality of ReEnc;_,,.

4. OBFUSCATOR FOR CCA-SECURE RE-ENCRYPTION FUNCTION

4.1 Algorithm for CCA-Secure Re-encryption Functionality

Let pky = g", pk, = g’, and let C denote the re-encryption circuit Cy, u,, and let
Ry, pi, <—Obf(C) be an obfuscated version of C. The obfuscator for re-encryption circuits
is described as follows:

Algorithm Obf, on input a circuit Cy, pi, € Cy

1. Read sk, =x, pk, = g’, from the description of Cy, i,

2. At random select s, t, we«—Z,, generates the re-encryption key rki_,, = (rky, ks,
rks, rka, rks, rke) as (Ho(g) ()", ™" - g), &', ", e(g’, &)™, e(g’, ©)™)

3. Construct and output an obfuscated circuit Ry, ,, that contains the values pk,, pk,,
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rki_,, as follows:
— On input keys, output (pki, pky) = (g", &)
— On input 6-tuple [Cy, Cy, Cy, C3, Cy, Cs]
(a) At first check e(g, Cs) = e(Cy, H, (Cy, Cy, C;, Cy)). If the equation does not
hold, it aborts.
(b) Otherwise, let
T1=C1=gr, T1:C1:gr
T,=C,-e(Cy, k) =R - e(g’, ()™,
T3 = C3=m®F|(R),
T4 = C4 :gq, and
setl = T1||T2||T3||T4||rk2|rk3||rk4.
(c) Atrandom select R'«——Gr, let 7' = Hy(I', R").
(d) Compute C} = rky, Cy = R'-rks, C5 = T®F,(R").
(e) SetCo=1,Cy=¢, C5=¢.
(f) Output the tuple [Cy, C, C5, C4, Cly, C5].

Fig. 3. Obfuscator for re-encryption circuits for IT.

4.2 Analysis

Theorem 2 (Preserving Functionality): The proposed re-encryption obfuscator Obf sa-
tisfies the preserving functionality.

Proof: For any circuit CeC; and let Ry, i, € Obf(C). For any possible input, the output
distributions of C and Ry, 4, are statistically close, we consider the following three clas-
ses of inputs.

First, for any message me {0, 1}, observe that

Enc(pklsosm) :[CO3C17C29C33C43C5]
:[Oagr’R'e(gX’HO(gx))rsm@Fi(R)’glraHZ(ClaC23C3’C4)]

For a randomly chosen, when such a ciphertext is fed as input, the circuit outputs

[Lrkg . R"rkS ,T ® Fy(R'), 4,41
=[Le(g”.g)"" . R e(g”,g" )" .T @ F,(R").4.4]
where s, t, w, r' «-—Z, randomly. The output is identically distributed to the output of

Enc(pk,, 1, m). Secondly, the same holds for all me {0, 1}*. Finally, for keys and illegal
inputs, the outputs are also identical.

Theorem 3 (Anonymity): Assume that SDBDH assumption holds, the obfuscated re-en-
cryption scheme Obf achieves the anonymity for re-encryption keys in Definition 4 in

the random oracle model.

The proof of Theorem 2 is similar with [19] and we omit it here.
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Theorem 4: (Polynomial Slowdown) The proposed obfuscator Obf has the performance
of polynomial slowdown.

Proof: This property is obviously. The obfuscated circuit computes a few bilinear maps
and hash functions compared with the original unobfuscated algorithm.

Theorem 5 (Virtual Black-box Security): The proposed obfuscator satisfies the average-
cage virtual black-box security.

Proof: In order to hold the virtual black-box property, we consider an adversary who
outputs the code of the obfuscated circuit Obf{C). Thus, we must construct a simulator
Sim“(1', aux) such that the distinguisher D takes as input an obfuscated circuit and aux-
iliary input aux, we require

| Pr[ D€ (Obf (C), aux)] =1-Pr[ D (Sim® (', aux), aux)] =1|< negl(l)
The simulator Sim“(1’, aux) definition as follows:

1. Query the oracle C on keys to obtain pki, pk,.

2. Sample 7k, , rky < G.

3. As in Step (3) of the Obf algorithm, create and output a circuit Ry, ., using the values
(pky, pk, vk, 1k, ¥k, vky, rks, k).

We devise two experiments Nice(DS, aux) and Junk(DS, aux) such that outputs of
DY(ObAC), aux) and D(Sim (1", aux), aux) are identically distributed to Nice(DS, aux)
and Junk(D, aux), respectively.

Nice(DC, aux) Junk(D®, aux)
¢.G,Hy, H,,H,,H;,H, «—BG(1") ¢.G,Hy, H,,H,,H;,H, <—BG(1")
x,y—G x,y—G
ph g, pky < g” Pk« g%, pky < g’
rky < Hy(g") ™" - (g”)+¢ rky «—G
rky < gH“(”) -8 rky «—G
b < D (pky, pky,rky, rky 1k, vk, vhs, vk )| b <= D (phy, phy, vk vk}, rks, rky, ks, rkg)
Output b Output b

We can prove that, in case the distinguisher D having oracle access to Cy, , for the
keys sk, and pk, that are generated in the above experiments, there have the identical
distribution, and thus the distinguisher D obtaining the knowledge of the obfuscated cir-
cuit can be simulated only knowledge of auxiliary input. This indicates that the obfusca-
tor satisfies the average-case virtual black-box property.

We now show that the obfuscator Obf satisfies the average-case virtual black-box
property. The proof techniques used here are similar to [2].

Lemma 1: Under the secure hash functions and SDBDH assumption, for all PPT distin-
guishers D and auxiliary input aux, the following two distributions are statistically close.
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. . o 1
Proposition 1: Under the secure hash functions, Nice, . = Junk, ., where

Nice': Proceed as Nice except that the output is (pki, pks, rky, vk, rk, rka, rks, rk).
Junk': Proceed as Junk except that the output is (pky, pka, vy, Thy, Yhs, Tha, Ths, Tke).

If there exists a distinguisher D which distinguishes Nice' from Junk' with ad-
vantage ¢, then there exists a distinguisher D’ which solves the resistance of hash func-
tions.

We now extend proposition 1 by providing the distinguisher with an oracle which
returns a 6-tuple of random values. On input the tuple [0, C;, C,, Cs, Cy, Cs], at first
check whether C,, C,, Cs belong to G, C, belong to G and C; belong to {0, 1}, If suc-
ceeds, then output [0, C, C5, C%, ¢, @] where C}, C5 are chosen uniformly and inde-
pendently from group G, C3«{0, 1}°""2, Otherwise, output L. Intuitively, oracle R
outputs only random values and thus should not help the distinguisher.

. . .2 2
Proposition 2: Under the secure hash functions, Nice, . = Junk, . where

Nice’: Same as Nice(D®, aux),
Junk?: Same as Junk(D®, aux).

Proof: The oracle R can be perfectly simulated without any auxiliary information. Thus,
for any D, there exists another non-oracle distinguisher D', D' runs D internally by giv-
ing its own input to D. The output distribution of D' is identical to D. Applying Proposi-
tion 1, we thus have that for all distinguisher D¥, Niceim ~ Junkim.

Proposition 3: For any p.p.t distinguisher D, let

a(l,aux) = AVd(Nice(DC ,aux), Junk(DC , AUX))
(1, aux) = Avd(Nice(D® , aux), Junk(D* , aux))

There exists a p.p.t algorithm .4 which distinguishes between the two distributions
of the SDBDH problem with advantage at least 5 | a(/, aux) — (I, aux) |

Proof: We let a = afl, aux), = B, aux). Input to A is a SDBDH instance A = (g, g*, g,
Q) and aux, and:

1. A samples a challenge bit 2« {0, 1} to pick whether to run Nice or Junk.

2. A selects integers a, b, ¢, s, we'—Z, and group elements rk\, rka, rks, rk, rks, rks
«—G.

3. A sets pk; = g%, pk, = gXb then computes a valid re-encryption tuple (rky, rk,, rks, rky,
rks, rk) by

rkl<—Ho(g“)'“-(g”b)H“(s‘”),
rkz(—gH“(S‘“)-gy C»
I"k3(—gy ,

rky—g",



1002 MINGWU ZHANG, YUDI ZHANG, HUA SHEN, CHUNMING TANG AND LEIN HARN

rkse Q"™
rkec—e(g”, g)".
4. 1If u =1, then A runs D%pk,, pky, vk, vk, vk, rks, vks, ks, aux) where O is defined
below. If 1= 0, then A runs D(pky, pks, vk, k5, ¥k, vk, vks, vk, aux).
When D queries the oracle O on input [0, C,, C,, C3, Cy4, Cs], A responds as follows:
(a) Check the equation e(g, Cs) = e(C,, Hy(Cy, Cy, Cy, C;, Cy). If the equation does not
hold, it aborts.
(b) Otherwise let T} = C; =g, T» = C, - e(Cy, rky) = R-e(g’, (&)™), T; = C; = m®F,
(R), and T4 = C4 = g?, and setI' = T1||T2||T3||T4||rk2||rk3||rk4.
(c) At random select R'«——Gr, let 7' = Hy(T', R').
(d) Compute C, = rk;, C5=R'-rky, Cs =T@®F(R'), and set Cy = 1, C}, = ¢, Cs = ¢.
(e) Respond with the tuple [1, Cq, C5, C5, Cy, C5].
5. Finally, D outputs &/ €{0, 1}. If 1= 4/, A outputs 1 (i.e. it confirms that O = e(g, g)xzy ).
Else if u# 1/, then A outputs 0 (i.e. it confirm that O # e(g, g)xzy ).

Claim: When Q = ¢(g, g)xzy (i.e. A is an SDBDH instance), then Pr[ A(A) = 1]=% + «(l,
aux)/2.

Proof of Claim: When Q = e(g, g)xzy , then A simulates Nice® or Junk® toward the algo-
rithm D. Since the re-encryption tuple rky, rky, rks, rky, rks, rke is a valid re-encryption
tuple for pk;—pk,, the input parameters to D in Step 4 are identically distributed to the
inputs to D in either experiment Nice or Junk, and the response to an oracle query on
keys is also identically distributed. Note that the remains is to show that the responses A
provides to oracle queries on the tuples [0, C,, C,, C3, C4, Cs] are also identically distrib-
uted. Since O = e(g, g)xzy and rky, rky, rks, rky, vks, rke are valid re-encryption tuple.
Hence, the probability that .4 outputs 1 is Pr[ A(A) =2] =% + /2.

Claim: If Q is randomly chosen value, then Pr[ A(A) = 0] = % + A, aux)/2.

Proof: This proof is almost identical to the previous one. We must show that responses
to the oracle return three randomly selected group elements. We denote by o, y, % 4, v
the values such that C, = g%, Cy = g%, Cs = g/, C, = e(g", g"), C3¢—1{0, 1}, and by e the
value such pk, = g°. Finally the elements returned by the oracle are

C!l — e(gXb, gy)w}”" Cé — R/'szwr,’ .
G5 =TOF(R) = g"le(g”, &) elg”, (") "¢
IClg?lg"™ ¢ Ig’llg"

Since 7/, ¢, s, w are chosen uniformly at random from Z,, then Cj, C3, C; will also
be independent on every invocation of the oracle. This is because Cj, C5, C; can be
viewed as a generator of a group or as an element of group which has been mutiplied by
a random group element. Hence, the probability that A4 outputs 0 is Pr[ A(A) = 0] = %4 +
p2.

Thus, A distinguishes the two distributions of the SDBDH problem with advantage
at least Y2|a(!, aux)—[1, aux)).
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Proof of Lemma 1: We know from proposition 2 that A, aux) is negligible. By the
SDBDH problem and Proposition 3, we can infer that |e(/, aux)—(, aux)| is negligible,
and therefore, o(/, aux) is also negligible. Hence, the obfuscator Obf satisfies the aver-
age case secure virtual black box property and this concludes the proof of the Lemma.

5. CONCLUSION

We designed a program obfuscator to implement the secure re-encryption function-
ality in the presence of possible secret revealing. We used two types of ciphertexts to
ensure that it could not be multiple-hop and bidirectional re-encryption when the obfus-
cator is run on the (untrusted) server. The obfuscator algorithm achieves the single-hop
and unidirectional property and obtains the function property of anonymous notion in
virtual black-box security. The obfuscator for re-encryption algorithm can be executed
on an untrusted server, without revealing the sensitive information such as the user’s
secret key and the plaintext of the message during the perform.
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