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Peer-to-Peer (P2P) applications especially in the domain of file sharing have be-
come very popular during the past few years. These applications have huge traffic vol-
ume on the Internet as compared to any other application. In this paper, we propose a
mobile P2P file-sharing framework that uses dedicated Session Traversal Utilities for
NAT (STUN) servers for Network Address Translation (NAT) traversal. In our case, we
divide the nodes into two types: Node Peers (mobile applications) and Super Peers (ded-
icated servers connected to a fixed P2P network). We develop the proposed framework
for Android operating system and test it on a 3rd Generation (3G) network testbed. The
experimental results obtained are quite positive and support the implementation of the
system.

Keywords: mobile peer-to-peer (P2P), peer-to-peer file sharing, Android operating sys-
tem, network address translation (NAT), smartphones

1. INTRODUCTION

File sharing [1, 2] in mobile phones is usually done using two methods i.e., either
by using Bluetooth, which has the distance limitation, or by using Multimedia Messaging
Service (MMS), which has the size/type limitation [3]. With the evolution in mobile/ tele-
com networks (i.e., 3G, 4G), the leading IT companies (such as Skype) have supported
their existing Peer-to-Peer (P2P) applications [4-6] to work for mobile phones [7-9]. To the
best of our knowledge, pure Mobile Peer-to-Peer (MP2P) application does not exist. The
reason behind our opinion is that each mobile phone/smartphone is assigned a private IP
address when it is connected to the mobile Internet, whereas each computer connected to
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the Internet is assigned a public IP address. This means that the mobile device cannot be
accessed publicly even if the IP address is known, whereas the computer can be accessed
from outside if its public IP address assigned is known. Therefore, address translation is
required on behalf of mobile phones and it is done usually at the router, which has a public
IP address. The service provider provides the Network Address Translation (NAT) ser-
vice [10-13]. Mobile phones are assigned IP addresses of the private network and when-
ever some mobile phone needs to use the Internet, it sends out an IP packet. The service
provider’s router receives that packet and replaces the private IP address with its own pub-
lic IP address and sends the packet to the Internet. The router maintains a table of map-
pings between private [P addresses and port numbers through which it keeps track of the
sources. The problem with NAT is that the connection can be initiated from inside the pri-
vate network to any destination that has a public IP address, but the opposite is not possible.

During the last decade, researchers have proposed many efficient techniques and
protocols for NAT traversals. Some of the proposed techniques are Relaying, UDP hole
punching, TCP hole Punching, and connection reversal [14] efc. Most commonly con-
sidered protocols are NAT-PMP, TURN, STUN, and ICE. All of these solutions require
some sort of fixed structure in the form of servers; therefore, these solutions cannot be
used for a pure MP2P network. Few P2P applications have been developed e.g., Skype,
which do the NAT translations themselves. Skype is a very famous and highly efficient
P2P VolIP application. It uses propriety protocol for its application, which is not pub-
lished yet. Researchers have tried and studied the architecture of Skype through reverse
engineering [15-17]. What we know about Skype is that it uses an overlay P2P network,
which has two types of nodes: normal nodes and super nodes. A super node is an end-
point for a normal node. Due to this structure, Skype is not considered as a pure P2P
application. Skype uses a variation of STUN for NAT traversals and super nodes play a
vital role in it. After initialization, the Skype client registers itself with a super node and
through that super node; it can be accessed behind a NAT.

Due to the limitations of Bluetooth and MMS technologies, researchers have started
to explore other solutions for file sharing in the MP2P domain, where files of any type/
size can be shared from anywhere in the world. Understanding the importance of the
issue, we propose and develop a MP2P file-sharing framework, which uses dedicated
Session Traversal Utilities for NAT (STUN) servers for NAT traversal. In our case, we
divide our nodes into two types: Node Peers (NPs) that work as a mobile application,
and Super Peers (SPs), which are dedicated servers. NP is a file sharing application run-
ning on the smartphone, whereas SP is an application running on a computer system or a
mobile device having a public IP address. Any mobile device with a public IP address,
sufficient processing power, memory, and network bandwidth, can become a SP. When a
NP application starts, it sends a request to the Registration Server (RS) for SP configura-
tion. After receiving the request, it sends a connect request to the SP. After a successful
connection, NP can either share files with other NPs or search for a specific file. We test
the effectiveness of the proposed framework on a 3rd Generation (3G) network. The
results obtained are very promising and support the implementation of the system.

The remainder of the paper is organized as follows: In section 2, the related work is
discussed in detail. The proposed system design for MP2P file sharing is discussed in
section 3. Section 4 presents the details of our experiments and results. Finally, section 5
concludes the paper with possible future directions.
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2. RELATED WORK

P2P networks and their file sharing applications have become very popular during
the last decade. These applications have huge traffic volume on the Internet as compared
to any other application. Application developers and designers have developed many file
sharing architectures e.g., Kazaa, eDonkey, Gnutella, Napster, and BitTorrent etc. Later,
it was realized that P2P is also a very attractive domain for mobile networks [7-9]. Be-
cause of the challenges involved in mobile networks such as limited processing [18] and
memory capacity [19] of mobile devices and wireless media, the existing wired network
solutions cannot be directly used in a mobile network environment. Therefore, various
P2P architectures have been proposed for mobile networks.

Mobile eDonkey is a P2P file sharing application based on eDonkey protocol with
modifications [20]. The main components of Mobile eDonkey are eDonkey client and
eDonkey index server. Since TCP is used to transmit data in eDonkey, it suffers packet
loss due to mobile environment, which in turn delays the network traffic [21]. The other
disadvantage is the mechanism of scoring system in which a peer behind a firewall or a
NAT gets a low ID, which consequently reduces the priority of the service. JXTA [22] is
P2P file-sharing technology based on a layered architecture. JXME, a mobile P2P file
sharing based on JXTA was proposed in [22]. Any Mobile Information Device Profile
(MIDP) device is able to collaborate with other MIDP devices as well as with other peers
running JXTA for desktops with some restrictions. The disadvantage is limited band-
width and high latency. The other critical issue is the library supporting XML parsing.

Moby Architecture proposed in [23] is based on existing technologies; Jini and the
Jini Technology Surrogate Architecture Specification [24]. Mobile P2P over Session
Initiation Protocol (SIP) is proposed in [25]. SIP is a signaling protocol, which is based
on Hypertext Transfer Protocol (HTTP). The work in [26] also presents a SIP-based ar-
chitecture for MP2P content sharing services in mobile networks. The prototype is im-
plemented in C++ on Symbian Series 60 platform in a mobile handset with GRPS/UMTS
access. SymTorrent is a full-featured BitTorrent client for Symbian platform [27]. By
installing SymTorrent, mobile devices can connect to the same BitTorrent trackers and
enable the mobile devices to transfer files among peers. However, it has several bugs that
crash the application during downloading, installation, or execution. Mobile proxy [28]
is a hierarchical mobile P2P architecture, which is connected to a fixed P2P network.

The authors in [29] proposed a pricing scheme for resource allocation in P2P file-
sharing networks. In [30], a file-sharing framework for content-based file searching in
mobile ad hoc networks is proposed. The authors in [31] describe four P2P applications
developed for smartphones using cellular communication. The applications include dis-
tributed computing as well as content sharing. The work presented in [32] uses ZigBee
protocol for MP2P using Android. The authors in [33] present the design and implemen-
tation issues regarding P2P file sharing for mobile devices. However, they provide a
proof-of-concept file sharing application for mobile phones that uses Bluetooth technol-
ogy. In [34], authors developed an Android application for P2P file sharing named “Mo-
bile Torrent” used for sharing files between smartphones within a campus without the
use of the Internet. They implemented it for single hop only using Wi-Fi Direct, without
using any P2P ad hoc network connection.
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3. SYSTEM DESIGN

In the proposed MP2P framework, we have two types of nodes namely Node Peers
(NPs) and Super Peers (SPs). NP is a File Sharing application running on the smartphone,
which is used to share files of any type with other connected NPs, whereas SP is an ap-
plication (running on PC or a mobile device having public IP address) with the following
functionalities: 1) It maintains a list of connected NPs and a list of file names shared by
these NPs, and 2) It can search for file(s) on the request of the NP. Any mobile device
with a public IP address, sufficient processing power, memory, and network bandwidth
can become a SP. In order to share files, every NP must connect to the SP; however, the
NP has to get public IP address of its SP from the Registration Server (RS), whose role is
to provide help in the NAT traversal. Each SP, when starts, sends a registration request
to the RS whose IP address is pre-configured in the SP application.

RS stores the Public IP address and geographic location information of the regis-
tered SPs and shares this information with the NP upon request. RS is also responsible to
monitor the status of SPs (i.e., offline/online) and for this purpose, periodic ping mes-
sages are sent to each SP. If any of the SPs is found offline, the status of the same is up-
dated on the RS. Whenever a NP application starts, it sends request to the RS for SP
configuration. RS checks the geographic location of the NP and sends the three IP ad-
dresses of the SPs, which are closely located with it with reference to the location. After
receiving the list of SP IP addresses, NP connects to the first SP in the list. Upon con-
nection failure, it sends the request to another SP listed in the list and so on. In this way,
the MP2P architecture is built where peers can communicate with each other any time
through NAT-mapped IP addresses. The numbers of SPs in a city totally depend on the
number of NPs. For example, if the numbers of NPs in a city increase and become more
than the already specified number that the existing SPs can handle, then the number of
SPs can be increased dynamically. In Fig. 1, each SP is representing a different region
and the SPs can communicate with each other by the 3G network provided by the Tele-
com company.
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Fig. 1. High level architecture of P2P file sharing framework for smartphones.
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3.1 Super Peer Registration with Registration Server

In the initialization phase, the SP application performs the following tasks: (1) it
loads the configuration file, which includes the RS information (i.e., IP address); (2) it
sends registration request (which includes IP address of the SP) to the RS. Assume that
the IP address of the system/smartphone running the SP application is 172.16.4.2 in a
public network; this IP address is embedded in the registration request. RS stores the IP
address and the geographic location of the requested SP in the SP registration list and
upon successful registration, it sends the registration confirmation message to the SP as
shown in Fig. 2. The SP registration list contains the names of the cities under the geo-
graphic location column.

Registration Server

(1) Request to Registration Server

S
E (2) Response from Registration Server
S
Super Peer Super Peer's IP Geo. Location

172.68.92.1

172.84.76.7 Peshawar

Fig. 2. Super peer registration process.

3.2 Node Peer Registration

NP sends registration request to the RS, which checks the geographic location of the
requesting node and searches three closest SPs with respect to the geographic location.
RS sends the IP addresses of the selected SPs to the NP as shown in Fig. 3.

Registration Server IP: 172.16.82.1
(1) Request to Registration Server (1) Connection Request b
S
(2) Registration Server Response with g

List of Nearest Super Peer
Super Peer

Super Peer's IP (Geo. Location
172.68.92.1 | bad

172.84.76.7 Peshawar Unique ID IP + Port
172.80.92.3 Jhelum 3695846952 172.68.92.1:2021

Node Peer Node Peer
Fig. 3. Super peer registration process. Fig. 4. Node peer connection request.

3.3 Node Peer Connection Request

After receiving the list of public IP addresses of the SPs from the RS, NP sends
connection request (which contains the unique ID of the NP) to the first SP 172.16.82.1,
as shown in Fig. 4. After receiving the unique ID of the NP, the SP assigns a forwarding
port corresponding to this unique ID. Since each NP has a private IP address (NAT tra-
versal required), it cannot accept any request; therefore the SP assigns a forwarding port
and starts listening on behalf of the NP.
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3.4 File Sharing

Assume a NP in City X wants a file (e.g., Book.pdf). It sends the search file request
containing the file name to the connected SP. The following scenarios can occur:

3.4.1 File found in local catalog

When SP receives the search file request from one of the connected NPs, it searches
the file in its file catalog. If the SP finds the requested file (Book.pdf) from its local file
catalog, it sends the response back to the requesting NP with the IP address of the NP
who has the file (Book.pdf), as shown in Fig. 5.

IS - pubiic P + Port
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Android.png (832KB) [*172.16.X.X:XXXX
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Fig. 5. Super peer finds file in its file catalog.

3.4.2 File found in remote catalog

If the SP does not find the requested file in its file catalog; then it forwards the
search request containing the file name to the neighboring SP and this process goes on
until the file is found, or the limit (configurable) on forwarding the search request to the
neighboring SP is reached, or a specific time limit (configurable) is reached. After re-
ceiving the search file request from the neighboring SP, the receiving SP searches the
requested file from its file catalog. If it finds the file in its file catalog, then it sends the
response to the neighboring requesting SP with the IP address and Port no. (172.16.82.2:
4041) of the NP who has the requested file. After receiving the response from the
neighboring SP, the requesting SP forwards the response to the requesting NP, as shown
in Fig. 6. After receiving the IP Address of the NP who has the requested file, the re-
questing NP sends the file request to the NP with the address 172.16.82.2:4041, which
respond back to the requesting NP with the file (Book.pdf) and the NP in City X gets the
file as shown in Fig. 6.
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Fig. 6. SP failed to find requested file in its Catalog but found in connecting SP.

3.4.3 File not found

It is quite possible that a user requests for a file e.g., abe.txt, which is not available
on the network. After sending the file requests to all its neighboring SPs and receiving
“file not found” response from all of them; the requesting SP sends “file not found”
message to the requesting NP as shown in Fig. 7.
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Fig. 7. File does not exist.



1424 F. A. KHAN, U. MANZOOR, A. KHAN, A. ALL, H. ABBAS AND M. PASHA

3.5 Super Peer Catalog Updating

In a live network, changes such as Joining/Leaving of NPs, and addition or removal
of file(s) in NPs occur rapidly. If any of the above change occurs in the network, SP can
respond to the requesting NP with wrong information. Therefore, some type of mecha-
nism is required to keep the SP updated with the current status of its connected NPs to
answer the requesting NP with effective and accurate information. To cope with the
changes above, we have incorporated periodic update file catalog request, which is sent
by a SP to all connected NPs. On receiving the request, NPs respond with the updated
file list or “no update” message. After receiving response from the NPs, the SP updates
its file catalog (if required), as shown in Fig. 8.

Old Catalog
File Name [Size) [P + Port
Assign.dock (IMB) [172.16.82.1:4061
Lec.pdf (832KB) 172.16.82.1:4051
Book.pdf (2MB) 172.16.82.2:4001 New Catalog
File Name (Size) IP + Port
Assign.docx (LMB) “172.16.82.1:4061

Myfile.ppt (4MB)}
Lec.pdf (832K8) +172.16.82.1:4051
UniPics Jpeg (700 KB)
Book.pdf (2MB) “172.16.82.2:4D41
Lec.pdf (4MB)

[Fyp.docx (3MB) 172.162 2

[MyFilepot aMB)  [172.1622

/"\\
B
* (2) Receiving File Catalog from All

= Nodle Peers Node Peer
Super Peer 172.16.2.2

Fyp docx (IMB) 1721633
Myfile.ppt (AMB) 1721623

All Node Peers

Node Peer
172.16.2.4

(1) Sending Request of File Catalog to

Py o coceiamin) 1721622
Myfile ppt (AMB) 1721622
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Fig. 8. SP updating its file catalog.

3.6 Fault Tolerance in File Transfer

It is quite possible that the NP that has the file disconnects from the network during
the file transfer. Therefore, to incorporate fault tolerance in the file transfer, SP sends a
list of IP addresses of NPs that have the requested file instead of one NP to the request-
ing NP. Assume a NP searches for a file “Book.pdf”; the request is forwarded to the SP,
which checks its file catalog and finds the requesting file on the multiple NPs as shown
in Fig. 9. SP responds with the list of IP addresses of the NPs who have the file
“Book.pdf” to the requesting NP, which then sends the file request to the first IP address
from the list (i.e., 172.16.2.4). After receiving the file request, NP (172.16.2.4) starts
sending the file “Book.pdf” to the requesting NP. Let us assume that after time X, NP
(172.16.2.4) crashes or disconnects while transferring the file. In this case, the requesting
NP selects the next IP address (172.16.2.6) from the list and sends file request to the NP
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(172.16.2.6), which responds to the requesting NP with file (Book.pdf) and the process

of file transferring resumes, as shown in Fig. 9.
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Fig. 9. Fault tolerance mechanism in file transfer.

4. EXPERIMENTS AND RESULTS

The proposed MP2P file sharing application is developed on Android version 2.2
(Froyo), which is compatible with all next versions of the Android OS. The simulator
used for testing and debugging of the proposed application is Android Virtual Device
(AVD) 2.2. The input parameters used in the simulations are shown in Table 1.

Table 1. Input parameters used in simulations.

Parameter Value
Number of Node Peers 15
Number of Super Peers 5
Number of Shared files 80

Fault-Tolerance Ratio 5%

The following assumptions are made in the experimentation: The shared files are
available on more than one NPs to test the fault tolerance mechanism. There is no net-
work constraint such as bandwidth during the execution of these experiments. There are
no faults in the network other than those that are induced in the tests to evaluate the re-
sults. The maximum file size for sharing is limited to 100MB.

Fig. 10 (a) shows the proposed application installed on the smartphone. If the user
runs the application, it requests the registration server for the SP information and after
receiving that information, it connects to that SP, as shown in Fig. 10 (b).
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Fig. 10. (a) Application screen; (b) Connecting to the SP; (c) List of files selected for sharing; (d)
Shared files confirmation.

Once the connection is established, the main screen of the application is shown to
the user. Here, either the user can search for a specific file or can share its files with the
other users of the application by using the upload shared file(s) link available on the
screen. If the user opts to share its files with the other users, a file selection screen is
shown using which the user selects the file(s) he/she wants to share. Once the files are
selected, a confirmation screen with all the selected files is shown, as seen in Fig. 10 (c).
Once the user reviews the selection and clicks the share button, the information is sent to
the SP, which updates its catalog accordingly and the confirmation message is shown to
the user, as in Fig. 10 (d). If the user opts to search some file, he/she has to specify the
file name in the text box, as shown in Figs. 11 (a) and (b). Once the user clicks the
search button, the search request is sent to the SP, which checks its local catalog. If sim-
ilar file(s) are found in the catalog, it returns the same to the requesting node; otherwise
it contacts its neighboring SP and waits for the response. Once the SP receives the re-
sponse from the neighboring SP, it forwards it to the requesting node. The list of similar
files along with node IP address and file size is shown to the user, as seen in Fig. 11 (c).
The user can download any file from the above result by simply clicking on the file name,
as shown in Fig. 11 (d).
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Fig. 11. (a) Search the file; (b) Searching similar files given as input; (c) List of similar files; (d)
Selected file downloaded.

Fig. 12 shows the activity chart of MP2P file sharing framework with reference to
three different NP (search file) requests. When the application starts on the user’s
smartphone, it takes around 1.21 seconds for the initialization of the system (i.e., re-
trieving SP information from the RS and connecting with the SP). After initialization, if
the user searches for some file, the request is forwarded to the concerned SP, which
searches the requested file in its local catalog; and if the file is found, it returns the result.
This operation takes 3.1 seconds (Fig. 12: case 1, first from bottom). If the SP does not
find the requested file in its catalog, it performs the following tasks: (1) it forwards the
request to three neighboring SPs, which return the result after checking their catalogs,
and this takes 3.7 seconds (Fig. 12: case 2, middle NP request), (2) it forwards the re-
quest to five neighboring SPs and this activity takes 4.19 seconds to complete (Fig. 12:
case 3, top NP request). Once the result is returned to the user, the file transfer step is
started (we are assuming that the size of the file is same for all the three cases i.e., | MB
in this scenario). For the first case, it takes 45.6 seconds to complete the file transfer. For
the second case, it takes 48.6 seconds, and for the third case, it takes 49.5 seconds to
transfer the file, as shown in Fig. 12.
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Fig. 13. Number of super peers vs. average completion time.

Fig. 13 shows the average completion time of different operations with respect to
the number of SPs involved. Searching the user requested file on different number of
neighboring SPs takes different times, as the user request is forwarded from one SP to
the other for searching. Fig. 13 shows the comparison of different operations with refer-
ence to two user requests initiated one after the other. As we increase the number of SPs,
the average completion time slightly increases. To avoid delay in responding to the user
request, we have limited the search file request to a maximum of five SPs.

Fig. 14 shows the comparison of average file transfer time with reference to SP lo-
cal transfer (i.e., both the NPs, one that has the file and the other that wants the file, are
connected to the same SP) and SP remote transfer (i.e., both the NPs, one that has the file
and the other that wants the file, are connected to different SPs). It is observed that the
same network transfer takes less time as compared to the remote transfer. This is because
in remote transfer, two different SPs are involved in the file transfer process, which
causes delay, as shown in Fig. 14.

5. CONCLUSIONS

In order to overcome the limitations of existing file-sharing techniques for
smart-phones, we have proposed a Mobile Peer-to-Peer (MP2P) file-sharing framework
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Fig. 14. File size vs. average file transfer time.

using 3rd Generation (3G) telecommunication network. In the proposed mechanism, we
have two kinds of nodes i.e., Node Peers (NPs) and Super Peers (SPs). The proposed
solution has been successfully tested and the experimental results show efficiency of the
proposed system. The proposed work can be extended in two directions: (1) Extending
this framework to support pure MP2P, by implementing SP as a smartphone application
(i.e., mobile client), which means that NAT traversal will also be required for the SP. For
this purpose, the Registration Server (RS), which also works as a STUN server in this
case, can be assigned this responsibility. When a SP sends the registration request, the
RS will send a series of packets to the SP to determine what type of NAT server is be-
tween the RS and the SP. RS can do this by observing the changes NAT servers make to
the source address of the reply packet. Based on the nature of these changes, it can de-
termine NAT server’s type, address, and port that can be used to send packets to the SP
from the NP. However, this task is very challenging and requires in-depth study of NAT
servers. Furthermore, additional mechanism would be required to keep track of the SP.
(2) Extending this framework to support on-the-go multimedia file streaming for
non-supported streaming files (such as avi, mp4 etc.). This means that when the file is
transferred between the NPs, the content of the file is shown to the user while it is being
downloaded.
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