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As a hot information technique, cloud computing is an excellent choice for building
a “smart city”. But cloud computing couldn’t well balance convenience and privacy. This
greatly influences its advantage to play. With the appearance of fully homomorphic en-
cryption (FHE), it is possible for cloud computing to be consistent with privacy. But, the
efficiency of FHE schemes is still far from the actual needs. The main reason is the addi-
tional noise reduction manipulations which take lots of time.

Up to now, the effective FHE schemes are mostly constructed based on the learning
with error (LWE), and re-linearization technique is an essential technique to construct
LWE-based FHE scheme. Meanwhile it is also the main cause of the noise expansion,
which greatly affects the efficiency of LWE-based FHE, although binary decomposition
is used to reduce the noise effectively by publishing the “encryptions” of key compo-
nents.

In this paper, we are the first to directly study how to further reduce the noise
(caused by the “relinearization” technique) in a natural way. First, we verify that, ac-
cording to original processing method of “relinearization” technique, the binary is opti-
mal in performance on noise reduction, compared to other scale numbers. Then we pro-
pose a new way to use multi-band decomposition for noise reduction. If we choose a
quaternary representation as our way, noise can be reduced to about half of the original
“relinearization” technique for one homomorphic multiplication, which means less addi-
tional noise reduction manipulations needed for same depth of homomorphic evaluation
circuit. Moreover, the larger the number of scale number we choose, the better the per-
formance. Besides, we present an algorithm changing a somewhat LWE-based FHE into
a leveled LWE-based FHE based on our optimized “relinearization” technique.

Keywords: fully homomorphic encryption, learning with error, re-linearization technique,
noise reduction, bootstrapping

1. INTRODUCTION

Recently, more and more countries have set out to build “smart cities”, which aim to
improve the quality and comfort of citizens’ lives by using information and communica-
tion technologies [1-4]. With the rise of cloud computing, it has been the main task to
apply the cloud computing into the building of “smart city” to render the citizens a more
accurate, convenient and extensive service. See Fig. 1.

Cloud computing moves computing and data away from desktop computers and
mobile devices. While cloud computing offers a great deal of advantages in costs and
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Fig. 1. Diagram of the smart city based on cloud computing.

functionality, it raises grave questions of confidentiality, since data stored in the cloud
often contains sensitive information (e.g. medical records or account information) [5, 6].
It is unsuitable or illegal to put them online “in the cloud” unencrypted. On the other
hand, encrypting one’s data seems to nullify the benefits of cloud computing with an
“ordinary” encryption scheme. Thus greatly limits the application of cloud computing.
Fortunately, the appearance of fully homomorphic encryption (FHE) makes it possible
for cloud computing consistent with privacy [7-10].

FHE allows evaluation of arbitrarily complex programs on encrypted data. Based on
FHE, the users can enjoy the powerful data processing capabilities of the cloud server,
without leaking privacy data. The idea of FHE is firstly proposed by Rives et al. in 1978
[11], yet the first plausible candidate comes thirty years later with Gentry’s breakthrough
work in 2009 [12]. Then many optimized FHE schemes are proposed.

The first generation of FHE schemes [13-20] that follows with Gentry’s blueprint: it
starts with constructing a somewhat homomorphic encryption (SWHE) scheme using the
circuit model [13, 21], namely an encryption scheme capable of evaluating “low-degree”
polynomials homomorphically. Since all the schemes are probabilistic encryption, that
all the ciphertexts outputed by these schemes are “noisy”, and the noise expands during
homomorphic addition, but explosively during homomorphic multiplication, which re-
sults in the limitation of low-degree polynomials. To obtain FHE, Gentry proposed a
meritorious bootstrapping theorem, which transform SWHE into a “leveled” FHE
scheme by squaring decryption function on it homomorphically [12]. This “refreshes” a
ciphertex of which the noise closes to the upper limit. With iterated use of bootstrapping
technique, you can get a FHE scheme. But bootstrapping is a time-consuming process.

A second generation of schemes begins with the work of Brakerski and Vaikuntan-
athan [22]. Based on the learning with errors (LWE) assumption [23, 24], Brakerski and
Vaikuntanathan propose a FHE scheme in a simpler way, and whose security can be re-
duced to the approximating short vector problems in standard lattices.

Their schemes are then improved by works [25-34]. But no works of them are im-
mune from expensive “relinearization technique” proposed in BV11. Since the cipher-
texts are vectors in LWE-based FHE. For n-dimensional ciphertexts, it involves tensor
products of vectors during homomorphic multiplication. This blows up the size of ci-
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phertext from 7 to approximate n%/2. This means it can only be used for a constant num-
ber of step for homomorphic multiplication. For efficiency, the evaluator must relinear-
ize [22] the ciphertext after tensoring. The linearization technique can compresse the
long ciphertexts into a normal-sized n-dimensional ciphertexts, which is ingenious and
crucial technique that led to LWE-based FHE.

But linearization is expensive, which introduces a @(n*) noise. Note that, nowadays
the efficiency of FHE schemes is still a great distance from practicality. The main reason
is the additional noise reduction manipulations which take lots of time. Thus, if we find a
natural way to reduce the noise caused by the “relinearization” technique, which means
we requires less additional noise reduction to achieve LWE-based FHE. That is, the effi-
ciency of LWE-based FHE would be significantly improved.

Relevant Works

We are the first to directly study how to reduce the noise (caused by the “relineari-
zation” technique) in a natural way. So far, most researchers mostly construct a SWHE
by utilizing “relinearization” technique directly, based on LWE assumptions. Then they
introduce many additional noise-reduction technologies during evaluation operations
homomorphically, in order to support a bigger depth of evaluation circuit [25-30].

In CRYPTO 2013, by using an approximate eigenvector method and a flatten tech-
nique, Gentry, Sahai and Waters (GSW) propose an easier FHE scheme [31], whose ho-
momorphic multiplication size of ciphertext remains unchanged by a natural matrix mul-
tiplication, liberated from expensive “relinearization” technique. But GSW13 couldn’t
completely replace the previous way of LWE-based FHE. Since the size of the GSW13
ciphertext goes up from n+1 elements to (n - logg)x(n - logg), and it doesn’t have any
advantages for construct FHE based on R-LWE assumptions [32-34], compared to pre-
vious methods using “relinearization” technique. Thus, it is of great significance to study
how to optimize “relinearization” technique directly.

2. PRELIMINARIES
2.1 Homomorphic Encryption Schemes

Definition 1: A homomorphic encryption scheme can be described as a 4-tuple of algo-
rithms HE = (HE.KeyGen, HE.Enc, HE.Dec, HE.Eval) as follows.

o HE.KeyGen(1%): Take the security parameter 4 and output (pk, sk, evk), where pk and
sk are public key and secret key respectively, and evk is the evaluation key.

o HE.Enc(pk, u): Take the encryption key pk and a single-bit message ueZ,, and output
a ciphertext ¢, denoted as ¢ = HE.Enc(pk, p).

o HE. Dec(sk, c): Take the decryption key sk and a ciphertext ¢, and output a plaintext z,
denoted as = HE.Dec(sk, c).

e HE.Eval(evk, f, ¢\, ¢,, ..., ¢,): Take the evaluation key evk, a function £ {0, 1}'—{0, 1}
and ¢ ciphertexts cy, ¢, ..., ¢,, and output a ciphertext c, satisfying HE.Dec(sk, c)) =
fHE.Dec(sk, cy)), ..., HE.Dec(sk, c,)).
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Definition 2: (L-Homomorphic) A scheme is L-Homomorphic if for arithmetic circuit
Sflover GF(2)) with depth no more than L, and respective inputs s, g, ..., e, it
holds that

Pr[Decsk(Evalevk(f; C1,Cpy vy C;))if(ﬂl, s oees ,uf)] = negl(n)

where (pk, sk, evk)«—HE.KeyGen(1%) and c; = HE.Ency(1).
2.2 Learning with Errors (LWE)

The LWE assumption is introduced by Regev [24], which is defined as follows.

Definition 3 (LWE): For security parameter A, let n = n(1), m = m(1) be integer dimen-
sion, and g = g(1) > 2 be an integer. Meanwhile, let y = »(1) be a small ‘noise’ distribu-
tion over Z. Given a matrix 4 EZZ’X” and a vector beZ,. The LWE, , , problem iE to diﬂstiry
guishathe following two distributions: In the first distribution, one samples p = 4-s+ ¢
with s«“—7Z", and e«>— y. In the second distribution, one samples 5 uniformly
from Z;’. The LWE, , , assumption is that the LWE, , , problem is infeasible.

LWE,, , problem can be reduced to approximating short vector problems in stand-
ard lattices through classical algorithm [28] or quantum algorithm [24] for certain pa-
rameters. Specifics are Theorem 1:

Theorem 1: Let ¢ = g¢(n) € N be a product of small (size poly(n)) coprime numbers g =
[1g; or a power of prime g = p". And let B > w(logn)- Jn. Then there exists an efficient
algorithm that solves the LWE, , , problem with a B-bounded distribution y. Then:

o If ¢ > O(2"%), then there is an efficient classical algorithm for solving GapS VP ¢(uq5) ON
any n-dimensional lattice.

o There is an efficient quantum algorithm that solves GapSVP¢,45 on any n-dimensional
lattice.

3. ANALYSIS OF NOISE CAUSED BY “RELINEARIZATION”
TECHNIQUE
3.1 “Relinearization” Technique

We begin with introducing the linearization technique through a SWHE scheme. It
is fairly straightforward to an LWE-based FHE scheme.

o HE.KeyGen(1%): Suppose ¢, n, m are instantiated according to the LWE assumption.
Randomly choose vector a, seZZ and sample an error e, with |e| < B. The secret key is
s.

o HE.Enc(u, s): To encrypt a message ueZ,, we compute

c=(a,b=<a,s>+2e+u)el,x7,
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o HE Dec(c, s): To recover the message 1, we compute p= [[b <a, s>],],.

Correctness is guaranteed only when 2e <| ¢/2 . And security is guaranteed when
= poly(1), B = poly(n), g = 2" with £e(0, 1), and m = O(nlogq). Besides, for the above
scheme, the additive homomorphism is rather straightforward, but the multiplication
homomorphism was not easy to analyze until 2011. In 2011, Brakerski and Vaikuntan-
athan (BV11) are the first to study the homomorphism of above scheme according to
decryption algorithm, which makes it easy to analyse multiplication homomorphism.
Suppose (a, b) is a ciphertext, according to the decryption algorithm, they construct a
symbolic linear function f, ,: ZZ—)Zq defined as:

foy(x)=b—<a,x>(mod q)=b- dli]-x[il€ Z,
i=1
where x = (x[1], x[2], ..., x[n]) denotes the function variables, and the coefficients of
linear function is just defined by ciphertext. Meanwhile, the decryption equation can be
written by m = f; ,(s) mod 2.

Homomorphism can now be easily described in terms of this function f. Firstly, for
the addition of two ciphertexts (a+a’, b+b'), it corresponds to the addition of two linear
functions fo., py(X) = fop(X)F for»(x). Homomorphism is obvious. Then for the multipli-
cation of two ciphertexts, it corresponds to a symbolic multiplication of these linear
equations

f;z,b (x)'fa',b' (x)
= (b—<a,x>)(b'—<a',x>)

= (b= Y aliali b~ Y aTilal)
= hy+ 2 B+ 3 TR ]

By this way, we can get a degree-2 polynomial on the variables x = (x[1], x[2], ...,
x[n]), of which the coefficients 4,; can be directly computed from ciphertexts (a, b) and
(a', b").

To decrypt, we need know all the coefficients of above degree-2 polynomial, which
means that the size of the ciphertext just expands from n+1 elements to (roughly) n%/2.
This is a serious challenge for the homomorphic multiplication of ciphertexts. For that
reason, BV11 introduces a “relinearization” technique, which can pull back the size of
the ciphertext from #n*/2 to n+1. The main idea is that they encrypt all the linear and
quadratic terms under another secret key ¢ as follows:

b, =<a,,t>+2e +s[i]~<a,,t > +s[i]

b, =<a,;,t>+2e  +slils[j]~<aq,

ij?

t > +s[i]s[ /]

i.j?

where x~y means that the absolute difference between x and y is small.
Thus,

hy+ Y hslil+ D b slils[j1~ hy+ D (b= <a,t>)+Y b (b ,—<a,,t>)
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where the right side of the (approximate) equation is a linear function on ¢ = ({[1], #[2], ...,
t[n]) (with nt+1 coefficients).

But note that, when the coefﬁcients h;; (similarly as #;) are potentially large, the ap-
proximate equation A, s[i]s[j] = h; (b;; — <a,;, £>) may not hold even though (b;; — <a;;, £)
~ s[i]s[j]. Since at this time, the absolute difference 24, e;; between both s1des of equa-
tion may be great. This is handled by considering the blnary representation of %, ;, namely

= Z h;.2°, where I =[logg .

=0

Thus,

ij>

slilstj Z(h, 27 s[s[ D).
Then encrypt each term 27s[7]s[/] under another secret key ¢ as follows:

b ,.=<a,;, t>+2e +2s[ils[j]=<gq

i,],T 1/1”

t>+27s[i]s[f].

i,j,7°

Thus, we can get that
-1

h slilsUjl= Dok, (b, —<a,,.,1>)
7=0

where £;; . {0, 1}. That is, it needs to publish the “encryptions” of all the 2*-multiples of
s[7]s[j], instead of just the encryptions of s[7]s[j]. This expands the size of public key by a
factor of approximate logg, which is polynomial. But by this way, for each quadratic
term, the error caused by the “relinearization” technique is reduced from g - 2e;; to ap-
proximate logg - 2B (since |A;; | < 1, |e;; | < B). This is a great progress, since it makes it
possible for LWE-based FHE scheme to support arbitrary depth of homomorphic evalua-
tion circuit. Theorem 3.1 specifically presents the total errors after multiplication of two
fresh ciphertexts based on the “relinearization” technique with binary representation.

Theorem 3.1: Suppose ¢'is a LWE-based FHE scheme with parameter g, n, m. e denotes
the error after the multiplication of two fresh ciphertexts based on the “relinearization”
technique with binary representation. Then we can get

le| <n-(n+3)-(log g+1)-B.

Proof: Assume fresh ciphertexts are both encrypted by secret key s. Then, after a ho-
momorphic multiplication of ciphertexts c;, c,, we can get a degree-2 polynomial £ ,(s) *
Sup(8)=ho+ Zhis[i]s[j], which has n(1+n)/2 quadratic terms and » linear terms. And for
each term, the error caused by the “relinearization” technique based on binary is ap-
proximate (logg+1)-2B. Thus,

|e|S@-(logq—i—l)ll&’:n~(n+3)~(10gq+1)~B. .|

This naturally leads to another problem. Wouldn’t it be better to change #;; into
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other scale numbers (such as four hexadecimal, octal, ezc.) instead of binary on the per-
formance of noise reduction? Considering the efficiency of computer implementation,
we mainly discuss the case that scale numbers is power of 2.

3.2 Performance for “Relinearization” Technique Based on Other Scale Numbers

Consider the 2*-ary representation of 4, , namely

NE

I'-1

iy =2 (24)
where I' =[logyq | =[logyg/k, h;; . € {0, 1, ..., 25— 1},
Thus,

I'-1 T
by sLilsL] = D (hy ,, (2°) stidsLiD).

7=0
Then encrypt each term (2°)%[7]s[j] under another secret key ¢ as follows:
b, =(a,.t)+2e, . +(2°) slibslj1~(a, ,.t)+(2") slilsLj]

Thus, we can get that
I'-1
hslilsl /] = Z(;h/ (b, —(a,,..1)

where 4;;. € {0, 1, ..., 2% — 1}. Similarly as binary, for each quadratic term, the error
caused by the “relinearization” technique is no more than /- (2* — 1)-2B = (logg/k+1) -
(2"~ 1)-2B (Since h;; . € {0, 1, ..., 2* = 1}, |e;; | < B). Theorem 3.2 specifically discuss-
es the total errors after multiplication of two fresh ciphertexts based on the “relineariza-
tion” technique with 2%-ary representation.

Theorem 3.2: Suppose £'is a LWE-based FHE scheme with parameter ¢, n, k. e denotes
the error after multiplication of two fresh ciphertexts based on the “relinearization” tech-
nique with 2%-ary representation. Then we can get the following two conclusions:

(1) lel <n-(3+n)- (logg/k+1) - (2"-1)- B
(2) The upper bound of absolute value of e is rigid monotony increase on k.

Proof: For Theorem 3.2 (1), the proof is same as Theorem 3.1 and is omitted. For Theo-
rem 3.2 (2) let

y(k)y=n-3+n)-Uogq/k+D-(2"-1)-B

k

=n-(3+n)-logq-B- +n-(3+n)-B-(2" -1

k_
=aq, .%4_02.(2"_1)
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where a;, = n-(3+n)-logq- B, a, = n-(3+n)-B. And let y,(k) = a, - (2" — 1)k, y»(k) = a -
(2¥ = 1), that is, y(k) = y(k) + y»(k). It can be easily proved that y,(k) and y,(k) are both
rigid monotony increase on k, since a;, a, € Z*. Thus, y(k) is rigid monotony increase on
k. a

Note that, the security of LWE-based FHE is guaranteed when n = poly(1), B = poly(n),
g =2" with £e(0, 1). And from the above proof, we can see that monotonicity of the up-
per bound of |e| on £ is not related to the value of ¢, B, n. We take n = B=1024, g = i
= 2% as an example, generating Fig. 2 to display the relationship between the upper
bound of |e| and & visually.

1

x 10
2.5
n=1024 o
2+ g=power(2,32) -
- B=1024 ye
5 e
1§ 1.5 ye g
£ /
] //
o
g 1 - T
® ~
= L
-
0.5 o i
e — -
+—
0

1 1;5 é 2.‘5 I3 3.‘5 tlt 4.‘5 I5 5.‘5 [
Fig. 2. The performance of noise reduction on one homomorphic multiplication based on “re-linea-
rization” technique with 2%-ary representation.

Since k > 1, the absolute value of e is least when k& = 1, which corresponds to binary
representation.

In this section, we prove that the total errors caused by “relinearization” technique
based on binary representation is smaller than other 2*-ary representation, in the situation
of following the approach of BV11. Through analysis we find the main reason is that the
weight of each component for 2f-ary representation of 4, ; (belonging to Zy) is too large
compared to binary representation (belonging to Z,), although the numbers of compo-
nents is reduced.

In next section, using the idea of space-time transform, we get a better performance
on noise reduction based on 2*-ary representation in a new way.

4. OPTIMIZED “RELINEARIZATION” TECHNIQUE ON NOISE REDUCTION

We take the quaternary as an example to illustrate our ideas. Assume the quaternary
representation of 4, is

I'-1
h”s]‘ = Zhi,j,r 4T (hi,_/',r € {07 1’ 25 3})
7=0

where I =[logsq | =[logg/2 |. Next, we express h;; .as a product of h;; .. and z, with &;; .
e {0,1},z € {0, 1, 2, 3}. Specifics are as shown in Table 1:
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Table 1. Express /;; . as a Product 4;; _ of z.

2T

hij.c hijre Z
0 0 1
1 1 1
2 1 2
3 1 3

Thus,

1'-1

SUSL = 2, A4S = b 24 sl

=0

Then, publish the “encryptions” of all the z-multiples of 47s[i]s[/], instead of just the
encryptions of 4%s[{]s[;], as follows:

b =<a,

i,j,7.1°

i,j,7,1 t > +2€i,j,r,1 +4rS[i]S[j] ~< ai,j,r,l)

t >+4"s[i]s[J]
+2e4%s[ils[j] < @, ; , 5.t > +2+47 s[i]s[ /]

t > +3+47 s[i]s[ /]

t>+2e,

=<gq; i,j,7,2

i,,7,2 i,j,7,2°

b t>+2e,

=<gq; i,j,7,3

i,j,7,3°

#3471 < a0

Thus indeed

i[2-1 -1

h stilsLil= D b, 24 SUlsL = Dk (b =< a .ot >)

=0 =0

Similarly, for each quadratic term, we can get that the error caused by the “relinear-
ization” technique is no more than /- B = (log/g2+1) - B (Since 4;; .. € {0, 1},z € {0, 1,
2, 3} |lei;.d < B). Theorem 3.3 specifically discusses the total errors after multiplication of
two fresh ciphertexts based on the “relinearization” technique with variant of quaternary
representation.

Theorem 4.1: Suppose £'is a LWE-based FHE scheme with parameter g, n, m. e denotes
the error after multiplication of two fresh ciphertexts based on the “relinearization” tech-
nique with variant of quaternary representation. Then we can get |e| < n- (3+n) - (logg/2+
1)-B.

The proof is same as Theorem 3.1 and is omitted. From Theorem 4.1, we can get
that our method has a smaller noise expansion. Specifically, if choose variant of quater-
nary representation as our way, noise can be reduced to about half of the origina “reline-
arization” technique for one homomorphic multiplication. Moreover, the larger the
number of scale number we choose, the better the performance. Specifics are as Theorem
3.4.

Theorem 4.2: Suppose £'is a LWE-based FHE scheme with parameter g, n, m. e denotes
the error after multiplication of two fresh ciphertexts based on the “relinearization” tech-
nique with variant of 2*-ary representation in our way. Then we can get |¢| < n-(3+n)-
(logg/k+1) - B.
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The proof is same as Theorem 3.1 and is omitted. Next we show our performance
intuitively by Fig. 3.

x 10
2.5
e 1 n=1021 s
2k q=power(2,32) e
,,,,,, B=1024
= b2 ps
5 -
ERE e 4
3 i
2 A
2 —~
g 10 - g
= —
2 —
= o
0.5 //*// i
T
o , Yt |
1 1.5 2 2.5 3 3.5 4 45 5 5.5 6

k
Fig. 3. The comparison of performance of noise reduction on one homomorphic multiplication

based on “relinearization” technique with 2*-ary representation between our way and
BV1l’s.

Where dashed line 2 represents the performance of noise reduction on one homomorphic
multiplication based on “relinearization” technique in our way, and dashed line 1 repre-
sents the performance following BV11’s way. Besides, It is easy to see from Fig. 4 that
if we choose a quaternary representation (k = 2) as our way, noise can be reduced to
about half of the original “relinearization” technique for one homomorphic multiplica-
tion. Moreover, the larger the number of scale number we choose, the better the perfor-
mance.

Next, in order to further increase the practicality of our method, Algorithm 1 shows
how to use our optimization “relinearization” techniques to change a somewhat LWE-
based FHE into a leveled LWE-based FHE.

Algorithm 1: Assume HE = (HE.KeyGen, HE.Enc, HE.Dec, HE.Eval) is somewhat LWE-
based FHE.

Step 1: Let / = [ logytq | — 1}. Then, the user generates a prestored table for L + 1 secret
keys o, +,8; <$—Z'; as follows: for all e[L],0<i<j<n, re{0,...,[},and 1 <z <
[ogytg | = 1, compute ;. = (Qrijaer Drijiger = <uijoen S + 2055 0+ 2 27504 [i]5,4]]
eZxZ, and send the table to the server.

Step 2: Let ¢; = ((a;, by), £), c; = ((ay, by), £) be two ciphertexts. The server implements
homomorphic addition or homomorphic multiplication on them. If implement homo-
morphic addition, then the server outputs ¢ = ((a; +a,, b, +b,), £), and terminate.

Step 3: Run polynomial multiplication

Sasney G Siar .y (¥)
=((b—(a,x))®'—(a’,x)),0)

- (- Z ali B iD(b Z a i), )

= hﬂ,O + i hé,ix[i] + z hé,i,jx[i]x[j]

1<i<j<n
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= z hf,i,jx[i]x[j]

0<i<j<n
where h,;0=h,;, x[0]=1,0<i<n.

Step 4: For all the linear and quadratic coefficients 4,,;, compute the 2*ary representa-
tion of 4, ;, namely

=k, oz (2Y) where by, e 10,1}, 2 € {1,2,3, ..., 27— 1},

/
)
Then

hy, Ailx 1= Z;;hé,,.gj,, cz+(24) A1
Step 5: Forallthe 1 <z < |—log2kq—| —1,and 7 € {0, ..., [}, compute
bijjioz=<Qpjij oz S+ 2€0) . 2 2% lils ] = <Ayj» Stz 2% alils -

Step 6: Replace z- (2°)7%,.,[i]s,.,[j] with (brijoz— <y .25 S7), We can get

I'-1

h/,f,jx[i]x[j] = zh/,i,j,r (b iz Sy iezeSe >).

7=

Step 7: Compute
ﬁ(a,b),t)(x).ﬁ(a',b'),[) (x)= z hc,;,jx[i]x[j]

0<i<j<n

-1
= z th,i,j,r By em <Ay, .8,>)

0<i<j<n =0

=b'-<ad,s, >

The first Then ¢* = ((a', b'), (+1).
Step 8: We can get a leveled LWE-based FHE by implementing homomorphic addition
and multiplication on ciphertexts according to former steps.

5. CONCLUSIONS

Nowadays, the efficiency of FHE schemes is still far from the actual needs. And the
main reason is the additional noise reduction manipulations which take lots of time. This
greatly influences its advantage to play. In this paper, we are the first to directly reduce
the noise (caused by the “relinearization” technique which is an essential technique to
construct LWE-based FHE scheme) in a natural way. If we choose a quaternary repre-
sentation as our way, noise can be reduced to about half of the original “relinearization”
technique for one homomorphic multiplication, which means less additional noise reduc-
tion manipulations needed for same depth of homomorphic evaluation circuit. Moreover,
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the larger the number of scale number we choose, the better the performance. This is a
great progress, and it further promotes the practical process of FHE in cloud computing,
for the sake of providing better security and privacy protection of smart city.
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