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Cloud computing is very lucrative technology because of its cost effectiveness, effi-
ciency, flexibility, pay-per-use and scalability. With these advantages, cloud computing
has many issues, and some existing issues have become very critical. Access control and
security are two critical issues of cloud computing. Access control is a method, which
allows a customer or user to access a data, file or any kind of resources from a system. In
this paper, a new table based access control model has been proposed for cloud compu-
ting environment. The proposed scheme is very efficient because it can minimize many
problems, such as high data accessing time, high searching time for providing the public
key of the data owner, maintenance of the database, efc. Both the performance analysis
and experimental results prove that the proposed scheme is more efficient and effective
than the existing schemes.
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1. INTRODUCTION

In Information Technology (IT) sector, uses of cloud computing are gradually in-
creasing. Cloud computing offers flexibility, scalability, business continuity and unlim-
ited storage. It offers users to use the cloud, when they demand it. Users need not to
worry about the software or hardware in a cloud environment. In cloud computing, users
do not know where the data are actually stored on the cloud server. Many business mod-
els have been developed by using cloud technology [1]. In future, it can be used as a
model of business computing. Cloud computing can be defined as a way of delivering IT
services in terms of hardware, software, resource, infrastructure, etc.

In 1996, the term “cloud computing” was first introduced for describing a model,
where all the desktop applications were running on the cloud. In 2006, cloud computing
gains much popularity. In 2007, after the collaboration between Google and IBM, cloud
technology became very popular. Currently, many IT companies like Microsoft, Google,
Yahoo, Amazon, efc. are providing cloud services [2].

In cloud computing, there are mainly three parties, namely Cloud Service Provider
(CSP), Data Owner (DO) and users. The CSP provides cloud services to both DOs and
users. The CSP controls all the tasks of a cloud server, and allows the DOs to store their
data or files on the cloud server. The users can access these data or files from the cloud
server according to their demand. Fig. 1 shows a simple scenario of cloud computing.
There are many security issues in cloud computing [3-7], occur due to either manual

Received July 5, 2016; revised September 25, 2016; accepted October 10, 2016.
Communicated by Balamurugan Balusamy.

585



586 SUYEL NAMASUDRA AND PINKI ROY

cause (hackers) or technical difficulty. Hackers are gradually creating very critical prob-
lems in the cloud server. Those hackers replace the original data by their fake data.
Sometimes, when internet goes to shut down mode for a long period, all the tasks of a
cloud environment used to stop.

Cloud Service
Provider
(CSP)

Shared data in Access data
cloud server from cloud
server
. K3
)
Data Owner (DO) User

Fig. 1. Simple scenario of cloud computing.

Access control is a major issue out of all these issues. Many researchers proposed
many Access Control Models (ACM) for efficient, high performance and secured data
accessing in the cloud computing environment [8-18]. In the past years, users were only
bounded in their own domain. But, recently, users want to work outside of their own
domain. So, these traditional ACMs are not applicable in many cases. When users want
to access a data from a cloud server, they must follow many access policies, which are
assigned by the CSP or DO. Each CSP or DO has different types of access policies. Us-
ers face many problems at the time of accessing data from a cloud server, such as high
accessing time, high searching cost, data security, efc. Zhu et al. [19] introduced To-
wards Temporal Access Control (TTAC) model, where the CSP records the current time
i.e. when users make data requests. The user’s access rights are restricted by the CSP in
this scheme. Danwei et al. [20] proposed a scheme, namely Usage Control Based Access
Control Model (UCON) for accessing the cloud services. In this model, there are several
modules, and it takes much time to provide a data or file. Gao ef al. [21] proposed a
Novel Data Access Control (NDAC) scheme for secure data accessing and data confi-
dentiality. Here, the DO must be always online through the entire data communication
process. Wu et al. [22] proposed Gateway Based Access Control (GBAC) scheme for
collaborative cloud environment. Yu et al. [23] introduced Attribute Based Access Con-
trol (ABAC) scheme, which is based on the attributes of users. In both ABAC and
GBAC, the CSP may need to search the entire database to provide one data, and mainte-
nance of database is very difficult. Therefore, data searching time as well as data access-
ing time may be very high.

To solve the above-mentioned problems of the existing ACMs, a new ACM has
been proposed in this paper, namely Size Based Secure Access Control Model for Cloud
Computing (SzSBAC). The proposed scheme is mainly based on the size of the data.
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Here, the CSP maintains a temporary table, where data are stored based on the size that
facilitates efficient and fast data accessing. When a user makes a request for data, the
CSP searches the data based on the requested data size from the table, and provides the
data. The CSP needs not to search the entire database for one data. So, the proposed
model can minimize high data searching time. Since data searching time is decreased,
data accessing time can be automatically decreased. In the proposed model, the DO can
only come online for providing the data decryption key or secret key. Therefore, the DO
needs not to be always online. The proposed scheme can also minimize the problem of
database maintenance by monitoring the temporary table. The major contributions of this
paper are listed below:

(A) In this paper, a new table based protocol for data accessing has been proposed for
cloud computing environment based on the data size.

(B) The proposed scheme can minimize many problems, such as high data accessing
time, high searching time for providing the public key of the data owner, database
maintenance, efc.

(C) Detailed informal performance analyses as well as the experimental results have
been presented in this paper. Both the performance analyses and experimental re-
sults prove that the proposed scheme is more efficient and effective than the existing
schemes.

The rest of the paper is organized in different section. Section 2 reviews the related
works. Section 3 highlights the problem statements. The proposed scheme has been dis-
cussed in section 4. In section 5, performance evaluation has been presented. Advantages
of the proposed scheme are given in section 6. Finally, conclusions and future work are
given in section 7.

2. RELATED WORKS

Access control is a very significant aspect of a cloud environment, where the CSP
or the DO defines a set of user’s rights or policies by an ACM.

In GBAC [22], there are several private clouds. If a user belongs to one private
cloud, s/he can easily communicate with other private clouds. In GBAC, each organiza-
tion must has a gateway that converts the user’s or customer’s data into Security Asser-
tion Markup Language (SAML) format, and then, this SAML formatted data are trans-
ferred to the target organization. Here, the gateway has vital role for data communication.
GBAC scheme required to search the whole database for providing one single data,
which results in high time complexity and low maintenance of the database.

In ABAC [23], data access is provided to the users based on the attributes of the us-
ers. In this model, data or files are associated with meaningful attributes. A Dummy At-
tribute (Attp) is maintained in this scheme for key management. In ABAC, the access
structure of every user is represented by an access tree over the attributes, where the root
node of the tree is an AND gate, and one child of the root node must be a leaf node asso-
ciated with Attp. Here, the CSP controls all the tasks, and the attributes of resources also
play a vital role for data accessing [24]. This scheme does not provide confidentiality of
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the data items and scalability simultaneously.

Hota et al. [25] proposed a model, namely Capability Based Access Control (CBAC)
model. CBAC is composed of three entities, namely CSP, DO and user. Here, DOs en-
crypt a data by the symmetric keys, and give these keys to only authorized users to de-
crypt the data or file. Modified D-H key exchange procedure is used in this model for
data transferring between the CSP and user. CBAC is secured against the man-in-the-
middle attack. However, the data searching time can be more as CBAC required search-
ing the entire database, even to provide a single data.

Crues [26] proposed an access control model, which is controlled by the CSP. Here,
the CSP decides that whether a user is able to access a data. In this scheme, the CSP pro-
vides the access policies to only authorized users. In this scheme, all the tasks are cen-
trally controlled by the CSP.

Towards temporal access control model gives emphasis on the security at the time
of data accessing [19]. In TTAC, the DO uses an access Policy (P) to encrypt a data.
When the CSP receives a data access request, s/he verifies whether the temporal con-
straint is satisfied in policy within the current time #.. The major benefits of TTAC are
flexibility, supervisory and security. TTAC scheme restricts access rights of user’s by
assigning time, according to which only the user can access data from the cloud server.

Usage control based access control model is a conceptual model, which gives deci-
sion making ability to the users [20]. UCON has all the advantages of traditional access
control models. Many access control models can be established by the UCON. UCON
has three entities, namely cloud user, security assertion markup language server and
cloud service. It consists of six parts: subject, objects, rights, obligation, authorization
and conditions. Here, a negotiation module is used to increase the flexibility in such a
way that when user’s data access request does not match with the access rules, the user’s
request does not directly terminate, rather UCON model permits the user to get a subse-
quent choice by negotiating in some other condition. So, the user can get one more
chance to access the data or file.

3. PROBLEM STATEMENTS

In this section, system model, adversary model, system requirements and design
goals have been discussed.

3.1 System Model

The proposed model consists of three entities: cloud service provider, data owners
and users.

(A) Cloud service provider

CSP is the central administrator of any organization, who provides cloud services to
both DO and user. The CSP provides many services by using a number of servers having
sufficient space for data storing and computational power. The CSP issues the system
parameters, and generates all the certificates, which are necessary during a transaction.
The CSP controls accessing of the data or cloud services, and monitors all the tasks of
the cloud server.
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(B) Data owner

DOs are the entities who wish to store their data on the cloud server, and depend on
the CSP for data maintenance. Data owner can be any organization or any individual
user. A DO may also be any entity even from outside the organization. At first, all the
DOs must be registered at the CSP for storing any data. The DO can restrict users to ac-
cess any file or data.

(C) User

Users are those parties who want to access data from the cloud server. Only author-
ized users have the decryption key to decrypt the encrypted file or data. Fig. 2 shows the
system model of the proposed scheme.

Cloud Service
Provider
(CSP)

Encrypted Access Data

Data

5

Data Owner

Fig. 2. System model.
3.2 Adversary Model

In the proposed system model, a point to point communication is assumed among
the CSP, DO and user. Since there are many attackers, communications are not fully
trusted.

(A) CSP is semi-honest and curious

Semi-honest implies that the CSP may follow the protocol. The CSP may be curious
as s/he attempts to get user’s personal information, such as the content of data, reason for
data accessing, efc. [27].

(B) User is sensitive and rational

Users are sensitive that implies they do not want to disclose their confidential data,
but they want to get the information from others. Rational means that user’s behaviour
does not depend on emotion or feeling.

(C) DO is curious and sensitive

DOs may be curious to get the user’s personal information. DOs may also want to
get the information about the CSP.

There are mainly two attacks in the cloud server, namely internal and external at-
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tacks [28]. System model covers these security threats and other vulnerabilities. External
attacks are the threats from an outsider adversary, who can manipulate the data storage,
data modification or data deletion. Internal attacks are mainly triggered by internal enti-
ties, such as DO and user. Sometimes, an employee of an organization leaves the job, and
then, s/he reveals all the sensitive information of that organization to malicious users. This
kind of attack is known as internal attack, which is more malicious than an external attack.

3.3 System Requirements

Nowadays, the time required to access a data from the cloud server is very high.
Therefore, users have to pay much money. Since there are many hackers, every user
wants that his/her data must be secured on the cloud server. Data should not reveal to
any unauthorized users, and the CSP should not use the data for earning revenue. The
CSP should provide data security against both internal and external attackers. The re-
quirements of the proposed scheme are mentioned below:

(A) Fine-grained access control

The CSP should ensure that only authorized users are able to access a data, for
which they have access rights. Users are not allowed to access the data as they wish. Da-
ta owner assigns access policies for each and every data, which must be satisfied by a
user to access the data from the cloud server.

(B) Reducing data accessing time

On the cloud servers, there are huge amounts of data. DOs share their data from all
over the world. Since users pay money on the basis of pay-per-use, reducing data ac-
cessing time is always required for users, so that they can pay less money for using the
cloud services.

(C) Maintaining the database
Though in cloud computing, storage space is not limited, the CSP always needs to ea-
sily maintain the cloud database, and wants to minimize the problem of data redundancy.

3.4 Design Goals

The main goals of the proposed scheme are as follows. To achieve a scalable and
efficient access control model for the cloud environment. Data accessing time should be
less, so that users can pay less money for using the cloud services. Data searching time
should be less, so that the CSP can take less time to provide the public key of the DO.
The CSP should monitor and maintain the database in an easy and efficient way. In tradi-
tional schemes, the DO must be always online during the entire communication, which
results in an increase in the system overhead. In the proposed scheme, an attempt is made
to reduce the overhead of the system.

4. PROPOSED SCHEME

In cloud computing, DOs can store any size of file or data. The proposed scheme
uses the information about the sizes of the data, which users want to access from the
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cloud server. There are many units of data size, such as Bit, Nibble, Word, Byte, Kilo-
byte, Megabyte, Terrabyte, Gigabyte, Petabyte, Zettabyte, etc. [29]. Bit is the smallest
unit of data size.

The proposed scheme is composed of three entities, namely CSP, DOs and users,
Here, in the proposed scheme, the CSP maintains a temporary table, namely CSP Table
(CSPTAB), and it consists of four attributes: Group No (GPNO), Size of data (Sz), Data
Owner’s ID (DOID) and DO’s Date & Time (DOD&T). The detail procedures of mes-
sage passing in the proposed model are presented in this section.

Table 1. Example of CSPTAB.

Group Number Data Owner’s ID Data Size (Sz) Data Owner’s Date & Time
(GPNO) (DOID) (In GB) (DOD&T)

033 29-05-15 11.32

001 21-08-14 01.19

1 612 233 <8z < 20 03-07-14 17.46
342 17-06-13 07.36

561 22-12-11 05.59

210 16-09-15 06.08

003 13-11-14 03.36

2 103 230« <2 09-07-12 23.46
198 12-06-12 10.42

712 13-12-07 23.49

178 12-03-14 21.23

564 15-07-13 12.32

3 725 220< g <010 28-11-12 20.16
069 19-11-12 12.23

149 22-07-10 09.30

613 18-03-13 16.23

071 03-02-13 17.41

50 687 20 g <1 27-10-12 14.09
738 21-09-11 17.48

068 25-11-10 11.57

In the CSPTAB, the GPNO contains the total number of groups. The Sz contains a
range of data size of any particular group. Each and every group contains a different
range of data size, which is defined by the CSP for efficient data accessing. In a cloud
environment, there may be many DOs who share same size of data. Whenever the DOs
share a data on the cloud server, the CSP records all the information about the data and
add the DO’s ID in the CSPTAB at respective positions. The CSP groups IDs in DOID
field of those DOs who store the same size of data. The DOD&T contains corresponding
latest time and date of DOs that when they have provided the data to the users. In the
CSPTAB, DO’s IDs are placed based on Least Recently Used (LRU). After providing
the data to the users, most recent DO’s IDs are placed at the top of the group. The
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CSPTAB is mainly used for fast and efficient data accessing. Whenever a user makes a
request for accessing data from the cloud server, at first, the CSP checks his/her authori-
zation, and then, the CSP searches the data on the basis of the requested data size.
Therefore, the CSP does not need to search the entire database to provide one data. Thus,
data searching time as well as data accessing time can be decreased by using the
CSPTAB.

Table 2. Notation and description,

Notation Description
PUSP Public key of cloud service provider
EK Encryption
PRSP Private key of cloud service provider
DK Decryption
PUUSR Public key of user
Certi Certificate
PRUSR Private key of user
Sec Secret key or data decryption key
PUOWN Public key of data owner
AR Access rights
PROWN Private key of data owner
GPNO; ith user group
PUOWN; Public key of jth data owner
DOID; Jjth data owner’s ID
Ys. Data size of Y
DOjs, Data size of jth data owner
GPNO;s, Data size corresponding to ith GPNO
GPNO;poin DOID field of corresponding ith GPNO
DOIDygw DOID field after processing
DOIDppgy DOID field before processing
Xs. X’s requested data size
EKg,, Encryption with secret key
DK, Decryption with secret key
EKpysp Encryption with public key of CSP
EKppsp Encryption with private key of CSP
DKprsp Decryption with private key of CSP
DKpysp Decryption with public key of CSP
EKprown Encryption with private key of DO
DKpyown Decryption with public key of DO
EKpyuse Encryption with public key of user
EKprusr Encryption with private key of user
DKppusr Decryption with private key of user
DKpyusr Decryption with public key of user

In Table 1, an example of CSPTAB is shown. In the CSPTAB, 50 GPNOs have
been considered, and each group contains one data size, 5 DO’s ID, who provide the
same size of data or the same range of data and corresponding latest date and time of
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each DO that when s/he has provided the data. Table 2 represents description of nota-
tions, which are used in this paper.

In the proposed technique, there are mainly four processes, namely user authoriza-
tion, data storage, processes on the CSPTAB and data access.

4.1 User Authorization

On the cloud server, authorization is the first step for communication among the
CSP, DOs and users. At first, for data accessing from a cloud server, users must be reg-
istered at the cloud server.

In user’s registration phase, a registration request is sent by a user to the CSP. The
CSP authenticates the user by the digital signature, and collects all the significant infor-
mation of the user. After collecting all the information of the user, the CSP sends a reg-
istration acknowledgment to the user [30]. Then, the user sends a request to the CSP for
providing the data. The CSP sends the DO’s public key to the user for getting the certif-
icate or AR and the secret key i.e. data decryption key from the DO. Using this public
key, the user sends a request to the DO for getting the secret key and certificate. When
the DO gets a request from the user, after checking the user’s authorization, s/he pro-
vides the corresponding secret key and AR of the data. The user shows this certificate to
the CSP, and after verifying the certificate with respect to the requested data, the CSP
provides the requested data to the user. Otherwise, the CSP terminates the data access
request.

4.2 Data Storage

In this sub-section, the data storage processes have been discussed. At first, DOs
must be registered at the cloud server for storing any data. When DOs want to share a
data on the cloud server, they have to create a secret key or password for each data [23].
DOs also share a certificate or AR along with the data.

There are three encryption processes for storing a data on the cloud server. At first,
DOs encrypt their data by the secret key. Secondly, the data are encrypted by the DO’s
private key, and then, DOs encrypt the data and certificate by the CSP’s public key. DOs
make a bundle of the encrypted data, and send it to the CSP along with the certificate.
The CSP uses his/her own private key, and then, again uses the DO’s public key to de-
crypt the bundle [21]. There are few processes for data storing between DOs and CSP,
which are given below:

(A) Data owner

¢ DOs encrypt the data by using the secret key, which is created by the DO.
Data — EKs,.(Data)

e DOs encrypt EK.(Data) by the DO’s private key.
EKs.(Data) — EKprown{ EKse(Data)}

o At last, DOs encrypt EKprown{EKs..(Data)} and certificate by using the CSP’s
public key. Then, make a bundle, and send it to the CSP.
EKPROWN{EKSEC(Data)} and Certi —> EKPUSP[EKPROWN{EKSEC(DGZCZ)} and C@I"ti]
EKPUSP[EKPROWN{EKSec(Data)} and Certi] — CSP
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(B) Cloud service provider
o At first, the CSP decrypts the bundle by using his/her private key.
EKPROWN{EKSEC(Data)} and Certi
<DKprspl EKpuspl EKprown A EK sec(Data) } and Certi]]
e Again the CSP decrypts the message by using the DO’s public key.
EKSEC(Data) and Certi < DKPUOWN[EKPROWN{EKSEC(Data)}] and Certi

The CSP stores EK.(data) and certificate on his/her own database. The CSP can-
not be able to read the original content of the bundle because the secret key is not shared
with the CSP. DOs share their secret key to only the authorized users. Fig. 3 shows mes-
sage transfer sequences among the CSP, DO and user.

»
>

12) Data Storage and give Certificate

14. Provide Data

&

13. Show Certificate

Cloud Service
Provider
(CSP)

7. Search DO

9. Provide Public Key off DO

&
<

8. Authenticate DO
with Digital Signature

6. Give Data Size

5. Ask Required
Data Size

4. Data Request

3. Registration Reply Ly

2.|Authenticate with Digital Signature ~\.\\;§" -
:}\J\‘- \\\ ,"

1. Registration Request

11. Provide Secret Key and Certificate

Data Owner (DO)

A

10. Request for Secret Key and Certificate to DO
Fig. 3. System architecture of proposed scheme.

4.3 Processes on the CSPTAB

All the main works of the proposed scheme are executed on the CSPTAB. When
the DOs share their data on the cloud server, the CSP checks their data size. If DO’s data
size is presented in the CSPTAB, the CSP adds that DO in the CSPTAB at the appropri-
ate position. Otherwise, the CSP adds a new data size field in the CSPTAB, and then,
add that DO in the new field. The CSP also can delete a whole group number or DO’s ID
from the CSPTAB. There are mainly four algorithms on the CSPTAB, namely insert a
DO’s ID in the CSPTAB, delete a DO’s ID from the CSPTAB, delete a whole GPNO
from the CSPTAB and search a DO’s ID from the CSPTAB for providing the public key
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of the DO. Let us consider that N is the maximum number of GPNO in the CSPTAB, and
the maximum number of DOID per GPNO is M.

4.3.1 Algorithm for inserting a DO’s ID in the CSPTAB

Step 1: If Y=ID of an authorized DO

Goto step 2
Else
Goto step 4
Step 2: Flag =0,
Fori=1to N
If YSz = GPNO,-SZ
If GPNO,'DOID # Full
DOIDNEW = DOIDPREV uY
Flag=1
Break
Else
DELETE an ID from ith DOID
DOIDNEW = DOIDPREV uY
Flag=1
Break
End For

If Flag = 0 and CSPTAB = Full
Add a new GPNO with Y.
Add details of Y in the new GPNO
Else if Flag = 0 and CSPTAB = Full
DELETE a whole GPNO
Add a new GPNO with Y,
Add details of Y in the new GPNO
Step 3: UPDATE CSPTAB
Step 4: STOP

4.3.2 Deletion

There are two cases in deletion. First one is to delete a DO’s ID from the CSPTAB,
and the second one is to delete a whole GPNO from the CSPTAB. To delete a DO’s ID
from the CSPTAB, the CSP searches the GPNO and its corresponding DOID field on the
basis of LRU policy. If the CSP finds that any GPNO has not been used for a long time,
the CSP can delete that full GPNO after searching it on the basis of LRU policy.

(A) Condition no 1
Algorithm for deleting a DO’s ID from the CSPTAB:

Step 1: Fori=1to N
Forj=1toM
k= SEARCHLRU (DOID/)
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DOIDNEW = DOIDPREV -k
End For
End For
Step 2: UPDATE CSPTAB
Step 3: STOP

(B) Condition no 2
Algorithm for deleting a whole GPNO from the CSPTAB:

Step 1: SEARCH LRU GPNO

Step 2: DELETE entries of ith GPNO
Step 3: UPDATE CSPTAB

Step 4: STOP

4.3.3 Algorithm for searching a DO’s ID from the CSPTAB for providing PUOWN

Step 1: If X = ID of an authorized user
Goto step 2
Else
Goto step 3
Step 2: Fori=1to N
If X, = GPNO;s,
SEARCH DO in GPNO;

Forj=1to M
If Xg. = DOys.
PROVIDE PUOWN; to X
End For
Else
Display INVALID data size
End For

Step 3: STOP

4.4 Data Access

After the user’s authorization, users have to send a data request to the server for ac-
cessing data or file. If users want to access a data for the first time, the CSP asks users to
get the data decryption key or secret key and certificate from the DO for decrypting the
data. When users make a data request for the second time, after the user’s authorization,
the CSP directly provides the data. In this case, the CSP does not ask the users to get the
secret key and certificate from the DO because users have already got the secret key and
certificate from the DO, when they have accessed the data for the first time [23]. For data
accessing, following processes are executed:

Step 1: Users send a request to the CSP for data accessing. The CSP searches the DO
from the CSPTAB, and authenticates the DO by the digital signature. The CSP encrypts
the DO’s public key by using his/her own private key and user’s public key, and then,
sends it to the users. After decrypting the message, users get the DO’s public key.
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Step 2: In the second step, users send a query to the DO for providing the secret key and
certificate. Users send this message after encrypting by using their own private key, and
then, again encrypting by using the DO’s public key. The DO decrypts the message by
using his/her private key, and then, again decrypts it by using the user’s public key.

Step 3: In the third step, the DO checks the user’s authorization from the CSP. The CSP
sends the authorization confirmation to the DO.

Step 4: After confirmation about the user’s authorization, the DO sends the secret key
and certificate to the user after encrypting by using his/her own private key and user’s
public key. The whole encryption processes are shown below:

Sec and Certi — EKprown(Sec and Certi)
EKPROWN(SEC and Certi) —> EKPUUSR{EKPROWN(SEC and Certl)}
EKPUUSR {EKPROWN(S€C and Certl)} — User

Step 5: Users decrypt the message by using their own private key and DO’s public key.

EKPROWN(SEC and Certi) <« DKPRUSR[EKPUUSR{EKPROWN(S€c and Certl)}]
Sec and Certi < DKpyown{ EKprown(Sec and Certi)}

Step 6: Users encrypt the certificate by using their own private key, and then, again by
using the CSP’s public key. Then, they send it to the CSP.

Certi > EKPRUSR(Certi)
EKprusr(Certi) — EKpysp{ EKprusr(Certi) }
EKPUSP{EKPRUSR(Certi) — CSP

Step 7: The CSP decrypts the message.

EKprusr(Certi) <— DK prspl EK pysp{ EKprusr(Certi)}]
Certi < DKPUUSR {EKPRUSR(CEVti)}

Step 8: The CSP checks whether the certificate is matched with the requested data. If it
is matched, the CSP provides the requested data to the users after encrypted by using
his/her own private key and user’s public key.

EKs.(Data) = EKprsp{ EKse(Data)}
EKprsp{EKsed(Data)}y — EKpyuspl EK prsp{EKsc(Data)} ]
EKpyusrlEKprspiEKse(Data)} ] — User

Step 9: Users decrypt the encrypted data by using their own private key, and then, de-
crypt by using the CSP’s public key. At last, users again decrypt the message by using
the secret key for getting the original data.

EKprsp{EKsec(Data)} <— DKprusrl EKpyusg[ EKprspi EK sec(Data) 1]
EKs..(Data) < DKpysp[ EKprsp{ EKsec(Data)} ]
Data < DK, {EKs..(Data)}

Step 10: Users get the original data.
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5. PERFORMANCE EVALUATION

This section verifies the reliability and accuracy of the proposed scheme through
simulation and comparison of the performance with several existing well-known schemes.

5.1 Simulation Environment

In cloud computing, users usually access data from the cloud server. But, to build a
real cloud environment is not always possible. To evaluate the validity of the proposed
scheme, a cloud simulation platform has been set up. In this paper, CloudSim 3.0.3 has
been used to evaluate the performance of the proposed scheme [31]. CloudSim was de-
veloped by a research group at university of Melbourne.

CloudSim toolkit consists of mainly four layers, namely cloud resources, cloud ser-
vices, virtual machine services and user interface structures. In bottom most cloud re-
source layer, there are mainly two entities, namely host and datacenter. In cloud services
layer, many services like Virtual Machine (VM) provisioning, CPU allocation, storage
allocation, memory allocation and bandwidth allocation are provided. Virtual machine
services are responsible for mainly VM management. The top most user’s interface
structure layer deals with the physical host specification. This layer also deals that how
the user’s request is processed by the system. The CloudSim provides a work environ-
ment, where a host can concurrently use by many VMs on the basis of user’s QoS speci-
fication [31]. Load distribution process also improves the performance of the CloudSim.
There are several components in CloudSim toolkit, such as Cloud Information Service
(CIS), datacenter, host, virtual machine, broker, cloudlet and VM Manager (VMM).

In CloudSim, for executing a task, at first, the datacenter sends a request to the CIS
to register his/her resources. Each datacenter has a number of hosts, and each host has
several VMs having some essential characteristics, such as processing elements, RAM,
bandwidth, etc. The broker has many cloudlets, which are waiting for executions. The
broker requests to the CIS to provide the available lists of resources to execute the
cloudlets. Then, the characteristics of the datacenter are sent to the broker. Now, VMs
are created for user or broker after getting the request from the user or broker. If VMs
are created, the datacenter sends an acknowledgment to the broker. After receiving the
acknowledgment, the broker submits the cloudlet to the datacenter broker module for
executing the task. The datacenter assigns VMs for cloudlet. When a cloudlet is executed,
an acknowledgment is sent to the broker.

CloudSim package is installed on DELL OPTIPLEX 9020 desktop with 3.40 GHz
Intel corei7 processor, 8 GB RAM and 1 TB storage capacity with Windows 7 Operating
System. Java version 7 is installed on the system, and Apache Common-math 3.5 is also
configured with CloudSim for execution purpose [32, 33]. A heterogeneous cloud envi-
ronment has been created using the CloudSim toolkit. 10 datacenters have been consid-
ered that consist of 1000 physical nodes, where 500 nodes are HP ProLiant ML110 G4
servers, and other 500 nodes are HP ProLiant ML 110 G5 servers. Each 500 nodes are
assigned with 1860 MIPS and 2660 MIPS for each and every core of G4 and G5 servers,
respectively with 4 GB of storage capacity, and network bandwidth is considered as 1
GB/s. The RAM is divided into four types of VMs: Type 1 (500 MIPS, 512MB), Type 2
(1000 MIPS, 1GB), Type 3 (1500 MIPS, 1.5 GB) and Type 4 (2000 MIPS, 2 GB). All
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VMs are 2 GB of size, and bandwidth is 1000 MB/s.

For the simulation purpose, few modifications have been made in the CloudSim
toolkit. A new class, namely dynamicmemory is added in the CloudSim toolkit. This
class helps to guess the required resource, and after a cloudlet execution, it performs up-
dating the resource allocation of VMs. Few classes are also modified, namely VM, pow-
erhost, VMScheduler and CloudletScheduler to achieve the dynamic resource distribu-
tion. To maintain the CSPTAB, a new class, namely csptab has been added in the
CloudSim toolkit. We have assumed that there are 50 groups, and each group contains
ID of 5 DOs. To implement the existing attribute based access control model, three new
classes have been added, namely attribute, attributehistorylist and accessright. The at-
tribute class is used to set a number of attributes. The attributehistorylist class is used to
maintain the evolution history of all attributes. We have assumed that the attributehis-
torylist class can contain the history of maximum 200 attributes. The accessright class is
used to assign a set of actions for each user or broker. Three new classes have been add-
ed in the CloudSim, namely temporalconstraint, policy and currenttime to implement the
towards temporal access control model. The temporalconstraint class is used to assign
constraints. The policy class is used by the CIS to set policies for each data item. The
currenttime class is used to record the time, when users send data access request. To im-
plement capability based access control model, the capabilitylist class has been added in
the CloudSim toolkit. This class keeps information of the user ID, file ID and access
rights.

In the simulation process, the main emphasis is given on the proposed scheme to
depict how it helps the CIS for efficient data accessing from the cloud server. By using
the data size, the CIS can easily search the data, and provide it to the user. In the simula-
tion process, data searching time, data accessing time and CPU utilization are considered
to evaluate the performance analysis. The key generation time, data encryption and de-
cryption times are not considered in the simulation process; as in the proposed scheme,
the data security issue and the data access control issue are treated separately for secure
and efficient data access control. Few parameters have been considered for the experi-
mental purposes, namely number of users, size of data or file, data searching time, data
accessing time and CPU utilization. There are three assumptions, which are necessary for
the experimentations. These assumptions include:

(A) All the transactions are executed in the mutual exclusion manner. Users are not al-
lowed to suddenly stop the transaction until it gets completed.

(B) Every user is allowed to send the access request to only one cloud server. Users are
not allowed to send request outside the cloud server.

(C) Each user can send at most 20 requests per minute to the cloud server. The time in-
terval between two requests is random.

5.2 Results and Discussions

To evaluate the performance analysis, data searching time for providing the PUOWN,
data accessing time and CPU utilization have been calculated for the proposed scheme
and other existing schemes, namely ABAC, TTAC and CBAC.

Fig. 4 shows the results of the first experiment for calculating the searching time for
providing the public key of the DO. From Fig. 4, it is clear that the proposed technique
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gives much better result than the existing schemes for providing the public key of the
data owner. Experiments have been executed with different size of files to get the accu-
rate results. In the proposed scheme, the CSP does not search the whole database for
providing the public key of the data owner. Here, searching is based on the requested
data size. In the simulation process, as discussed in section 4, for finding the DO’s ID,
the CIS matches the DO’s data size with respect to the requested data size from the
CSPTAB. In the proposed scheme, the CIS can directly find where the DO is actually
placed in the database. Thus, after getting the details of the DO, the CIS can easily pro-
vide the public key of the DO. If the same size of data is requested by another user, the
CIS can easily locate the position of the data owner because the CIS records the recent
data accessing details of same size of data. Thus, data searching time is less in the pro-
posed scheme, and this produces a straight line curve with a slight increase at initial. In
ABAC, when a user requests to access any data, the CIS matches the attributes of the
users with the requested data. So, time complexity is increased, which gives a zigzag
curve. In ABAC, TTAC and CBAC, when the CIS receives a data request, the CIS
searches the entire database for a single data. So, data searching time is increased in
ABAC, TTAC and CBAC.
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Fig. 4. Data searching time vs. size of data.

Fig. 5 highlights the experimental results for data accessing time. Since the search-
ing time for providing the public key of the DO is decreased by the proposed scheme,
data or file accessing time is automatically decreased. But, for the other existing schemes,
namely ABAC, TTAC and CBAC, the data accessing time is increased in the same way
as the data searching time. So, the curves we got for these schemes are same as Fig. 4. In
case of the proposed scheme, we have obtained an almost linearly increasing curve for
the increasing number of users with respect to the data accessing time in second. Exper-
imental results show that if there are many users, data accessing time is increased. For
data accessing from the cloud server, several factors have been considered, namely exact
matching, aggregation and response time. Response time denotes how long users have to
wait for getting the response from the server. There may be some requests, which are
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timed out. Time out may occur for several reasons, such as too many requests are in the
waiting queue and network is not responding for a long time period. When time out is
crossed a threshold value it means that a request is waiting for a long time. We have as-
sumed that time out is 60 seconds, and the numbers of requests are same for all users.
Initially, one request per minute is tested, and it is gradually increased up to 20.
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Fig. 5. Data accessing time vs. number of users.
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Fig. 6. Percentage of CPU utilization vs. number of users.

In the last simulation process, utilizations of CPU have been calculated. At the be-
ginning, 5 VMs are allocated on each host. Virtual machines are sorted in descending
order of CPU utilizations and assigned them to hosts in a first fit method. VMs are mi-
grated from one host to another if CPU utilizations are optimized. Fig. 6 illustrates the
experimental results of CPU utilization. From Fig. 6, it is clear that in the proposed
scheme, the CPU utilization is increased linearly with the number of users, resulted in
yielding a linearly increasing curve. When there are many users in the cloud server, the
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numbers of requests for accessing the cloud services are increased. As discussed earlier,
the proposed scheme takes less time to search the data, and thus, data accessing time also
decreased. Therefore, in the proposed scheme, the CPU does not take much time to re-
spond to the users in comparison to the other existing schemes. Thus, the CPU utilization
is less. Each experiment runs for 60 seconds, and it is repeated if the server replies with
an error. During the experiment, CPU utilizations have been calculated per 3 seconds,
which means 20 values per experiment. Then, average CPU utilizations have been cal-
culated out of all 20 values for each experiment. CPU utilizations have been calculated

by Eq. (1).

U, :M (1)

where Z:’:IU,-(n) = Sum of all CPU usage of all CPU cores, and n = Total number of
CPU used for an experiment. So,n € 1,2, 3, ...

5.3 Performance Analysis

The proposed scheme consists of mainly four operations, namely creation of the
CSPTAB, insertion of a DO’s ID in the CSPTAB, deletion of a DO’s ID or GPNO from
the CSPTAB and searching PUOWN from the CSPTAB. Complexities have been calcu-
lated for these four operations.

(A) Creation of the CSPTAB

In the proposed scheme, the CSPTAB is formed by the CSP. For the creation of the
CSPTAB, the CSP has to examine and monitor the data size of each and every data
owner. The computational overhead of creation of the CSPTAB occurs, when the CSP
monitors the sizes of all data or files.

(B) Insertion of a data owner’s ID in the CSPTAB

For inserting a DO’s ID in the CSPTAB, at first, the CSP records the data size, and
then, the CSP matches the DO’s data size with respect to the existing data size of the
CSPTAB. If DO’s data size is matched with the CSPTAB’s data size, add the DO’s ID in
that particular GPNO. Otherwise, add a new GPNO in the CSPTAB with the DO’s data
size, and add the DO’s ID in the new GPNO. We have assumed that the maximum group
number in the CSPTAB is N, and M is the maximum number of DO’s ID in the DOID
field. In the worst case, to insert a DO’s ID, the CSP has to search all GPNO fields to
find the exact data size, and in that matched GPNO, the CSP again has to search the cor-
responding M positions. So, in the worst case, the complexity is O(NM) to insert a DO’s
ID in the CSPTAB.

(C) Deletion of a data owner’s ID or group number from the CSPTAB

Deletion operations are fully handled by the CSP. The CSP can delete a DO’s ID
from the CSPTAB or the CSP can also delete a whole GPNO field from the CSPTAB. In
section 4, it has already been discussed that the deletion operation is mainly based on the
LRU concept. The CSP deletes a DO from the CSPTAB, who has shared his/her data
before a long time ago. At the time of deleting a DO’s ID, the CSP searches the GPNO,
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and then, again the CSP searches the whole DOID field corresponding to the GPNO field.
So, in the worst case, the complexity is O(NM) to delete a DO’s ID from the CSPTAB. If
the CSP wants to delete a whole GPNO field, in the worst case, the CSP has to search N
number of GPNO. So, the complexity is O(N).

(D) Search public key of the DO from the CSPTAB

This is one of the main operations of the proposed scheme. For providing the public
key of the DO, the CSP initiates a query in the CSPTAB based on the requested data size.
In the worst case, the CSP searches in all GPNO field for providing the PUOWN. At the
mean time, the CSP also searches the DOID field for searching the DO’s ID. The CSP
does not search the entire database. So, the complexity is O(NM). Table 3 summarizes
the complexity of the proposed scheme in the worst case scenario.

Table 3. Complexity of the proposed scheme in the worst case.

Operation Complexity
Insertion O(NM)
DOID Deletion O(NM)
GPNO Deletion O(N)
Search Public Key of the Data Owner O(NM)

(E) File access

There are mainly two conditions for file accessing. The first condition is when the
users are new in the cloud server. When the users are new, the CSP asks them to put the
required data size. The CSP also asks users to collect the secret key and certificate from
the DO. All the users must put the required data size, and they have to collect the secret
key and certificate. The old users need not collect the secret key and certificate from the
DO. After the user’s authorization, the CSP provides the requested data to the old users.
Computational overhead for file accessing is minimized because for the old users, after
the user’s authorization, the CSP can easily provide the requested data to the users.

5.4 Comparisons with Existing Schemes

In ABAC [23], the CSP has to assign attributes for each and every user, and keeps
an Attributes History List (AHL) for maintaining evolution history of all attributes. In a
cloud environment, maintaining a large number of attributes, and set them along with the
AHL is very difficult. Thus, complexity of the system may be increased. In ABAC, users
loose AR if they log out from the cloud server. Therefore, the overhead of the system
may be also increased because after log out, when users want to access a data, then,
again they have to get the AR from the CSP. Thus, data accessing time may be automat-
ically increased in ABAC. In SzSBAC, if the user had already accessed data from a
cloud server, after getting a data access request from the user, the CSP just checks the
authorization, and provides the requested data to the user. Thus, the proposed scheme
can be considered simple, and the overhead of the system may be reduced.

In TTAC [19], current time is introduced with respect to proxy re-encryption.
TTAC specifies some predefined time that when the user can access a data or file from
the cloud server. The users have to access the data within the specified time range only.



604 SUYEL NAMASUDRA AND PINKI ROY

This feature often dimmed the user-friendliness of the TTAC scheme. In TTAC, data
searching time may also increase because for providing the requested data, the CSP may
need to search the entire database. Thus, data accessing time may be automatically in-
creased in TTAC. In the proposed model, no specific time is mentioned by the CSP for
data accessing. So, users can access data at any time they want. Thus, the proposed
scheme can be considered as user-friendly. As discussed earlier, the proposed scheme
maintains a table for fast data accessing. The CSPTAB facilitates the CSP to provide the
requested data without searching the entire database. Thus, the CSPTAB of the proposed
scheme can minimize data searching time as well as data accessing time.

In CBAC [25], DOs maintain a capability list for data accessing. Here, when users
want to register at the CSP, they have to send user ID and file ID to the DO. Then, the
DO updates the capability list, and sends the users requested encrypted data along with
the capability list to the CSP. The maintenance of the capability list, in turn, caused to
increase the overhead at the DO’s end. Another major problem of CBAC is that when
users make data request, the CSP may need to search the entire database for a single data.
So, data searching time as well as data accessing time may be increased in CBAC. In the
proposed scheme, DOs do not contain any list for data accessing. Therefore, the over-
head at the DOs end is reduced as compared to CBAC. In the proposed scheme, when
users request for data accessing, the CSP searches the data based on the requested data
size from the CSPTAB, and provides the data to the user. The CSP needs not search the
entire database. Thus, in the proposed scheme, data searching time may be decreased,
which in turn facilitates to have less data accessing time.

The main issue of usage control based access control model is that it takes much
time for providing a data because there are many modules in UCON, such as cloud ser-
vice, policy enforcement point, policy decision point, policy information point, policy
administration point, XACML policy database and negotiation module [20]. For provid-
ing one data, each user’s request must go through each and every module. So, complexi-
ty can be increased in UCON, and time can be also consumed for data accessing. The
proposed scheme does not contain many modules. The CSP can directly provide the re-
quested data to the respective user without using of several modules. Therefore, com-
plexity is not high as UCON, and data accessing time can be also decreased in the pro-
posed scheme.

In GBAC [22], the CSP may have to search the entire database for one data. So, da-
ta searching time as well as the overhead of the system can be increased. The user has to
wait a long time for getting the data access from the cloud server. In the proposed model,
the CSP records all the details about a data in the CSPTAB, and searches the requested
data by using the requested data size from the CSPTAB. Here, for providing one data,
the CSP does not need to search the entire database. Therefore, data searching time can
be reduced, and the overhead of the system can be also decreased.

NDAC scheme provides trusted communication among CSP, DO and user [21].
NDAC is secured against the man-in-the-middle attack and replay attack. In NDAC,
DOs must be always online for the entire data communication process. So, the load on
the system can be increased. In the proposed scheme, DOs may come online just for
providing the secret key to the users. Therefore, DOs need not to be always online, and
thus, the load on the system can be decreased. Table 4 shows comparisons among the
existing schemes and the proposed scheme (SzSBAC).
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Table 4. Comparisons among the existing schemes and the proposed scheme.

Advantages of SZSBAC

Existing schemes SzSBAC over existing schemes

In the existing schemes [19, 22, | In the proposed scheme, the | Searching cost can be re-
23, 25], searching cost as well as | CSP searches data based on | duced.

data accessing time can be high | the requested data size.
because the CSP may need to
search the entire database for
providing one data.

In NDAC [21], data owners | In SZSBAC, data owners can | DO’s are not required to
should be online during the en- | go offline after providing the | be always online.

tire data accessing process, and | secret key and certificate.
they cannot go offline during a
transaction.

In TTAC [19], a specific time | In the proposed scheme, spe- | Users can access data at
period for data accessing is de- | cific time period is not men- | any time they want. Thus,
fined by the CSP for the users. | tioned for data accessing from | the proposed scheme can
Thus, this scheme cannot be con- | the cloud server. be considered as user-fri-
sidered as user-friendly. endly.

In UCON [20], user’s data re- | SZSBAC does not contain ma- | Complexity can be less as
quest has to go through many mo- | ny modules as compared to | compared to UCON.
dules, which increases the com- | UCON.
plexity of the system.

Data accessing time can
be less.

The load on the system
can be decreased.

6. ADVANTAGES OF THE PROPOSED SCHEME
This section describes the advantages of the proposed scheme:

(A) Flexibility

The proposed scheme is very user-friendly and flexible since users can access data
at any time they want. There is no time specification in the proposed scheme for access-
ing data from the cloud server.

(B) Security

In the proposed scheme, for storing a data, at first, the DO encrypts the data by the
secret key. Then, the DO uses his/her own private key and public key of the CSP to en-
crypt the data. The DO shares the secret key to only authorized users. Neither the CSP
nor any malicious user or hacker gets the secret key. So, the proposed scheme is secured.

(C) Maintenance of the database

In the proposed scheme, those DOs who have the same size of data or the same
range of data make a group. Each Sz field can contain only one range of data size. Same
size of data cannot be presented in several Sz fields. So, the CSP can easily monitor and
maintain the database by the CSPTAB.

(D) Reduced searching time
In SzZSBAC, for finding a PUOWN, the CSP must send a query to the CSPTAB
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based on the data size. So, searching time is reduced since the CSP does not need to
search all the DOs.

(E) Reduced data accessing time

The proposed scheme is very useful for fast data accessing. By using the CSPTAB,
the CSP can easily provide the DO’s public key. So, searching time is decreased for
providing the PUOWN. Therefore, users do not have to wait a long time for getting the
PUOWN. After getting the PUOWN, users can send a request for the secret key. Be-
cause of minimization of the searching time of the PUOWN, data accessing time is au-
tomatically decreased. So, users can pay less money for using the cloud services.

(F) Reduced overhead

In the proposed scheme, DOs need not to be always online. They can be online just
for providing the secret key and certificate to the users. After providing the secret key
and certificate, they can go offline. Therefore, the overhead of the system is reduced.

7. CONCLUSIONS AND FUTURE WORK

Cloud computing is one of the advanced fields in IT. In this paper, a new access
control scheme has been proposed. The proposed scheme is mainly based on the data
size stored by the data owners, and it can minimize several problems for data accessing.
In the proposed scheme, the CSP does not check the entire database for providing the
public key of the data owner. So, searching time for providing the public key of the data
owner can be reduced. Data accessing time can be automatically reduced because of the
minimization of the searching time, so users can pay less money for using the cloud ser-
vices. In the proposed scheme, the overhead of the system is reduced, and the CSP can
easily monitor and maintain the database. Both experimental results and theoretical
analysis show that the proposed scheme can be more efficient than the existing schemes.
In future, the proposed scheme can be improved by developing a new data security
scheme for user’s sensitive data.
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