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The explosive growth of mobile users has been increasing in the past few years. In
this paper, an efficient authentication scheme for distributed mobile cloud computing is
proposed. This proposed scheme enables the users to access multiple service providers
with a single private key. Instead of opting traditional public key cryptosystem like RSA,
the proposed scheme uses bilinear pairing technique for effective anonymous authentica-
tion. This scheme supports mutual authentication. In our proposed scheme, mobile cloud
users and service providers are only allowed to communicate during the authentication
process. The third party is considered to be trusted and it participates in the registration
of mobile cloud users and the service providers. In addition, our proposed scheme pre-
vents the malicious mobile users and service providers through the third party revocation
mechanism. With this design, our proposed scheme reduces the computation cost during
the anonymous mutual authentication between the mobile cloud user and the service pro-
vider. Performance analysis is conducted to show that our proposed scheme is computa-
tionally efficient in comparison with the previously used schemes in the literature.

Keywords: anonymous authentication, mobile cloud, bilinear pairing, computation cost,
message integrity

1. INTRODUCTION

Cloud computing is a type of computing where storing and accessing of data and
other programs are done outside the computer through the Internet rather than using the
computer’s hard drive. In other words, cloud computing is the third party data centers
where the users can store and access their data with various capabilities. It is used to
share the computing resources rather than using personal devices or local servers to han-
dle applications. Mobile cloud computing is the combination of mobile computing, cloud
computing and also wireless networks to provide better computational resources to the
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mobile users and also for the network operators. It is the simplest infrastructure where
storing and processing of the data will happen outside the mobile device. It will allow the
users to access the services anywhere whenever it needs through the Internet. It is based
on the principle “pay as you use”. Most commonly used mobile computing devices are
portable computers, mobile phones, wearable computers and smart cards. Mobile cloud
computing allows the users to access software and platforms at low cost. Allowing the
users to store and process the data outside the mobile device will help to increase the
configuration speed of the device. It will allow universal access to the services. It will
provide the software and platforms up to date and provide flexibility to access. It will
extend the battery life of mobile phones. It will also provide better bandwidth and leads
to have a good storage capacity. Data storing capacity and processing power will be in-
creased when we use the mobile cloud computing. Regarding the popularity of mobile
cloud computing, the study of ABI research done in the year 2015 concludes that ac-
cessing the cloud services through the mobile devices for the business purpose increases
more than 240 million. This will move the income of mobile cloud computing to reach
5.2 billion [1].

The important issue in mobile cloud computing is the security. The service provid-
ers of the cloud must support secure and efficient authentication schemes to avoid illegal
access. The authentication is the first level of defense against all attacks. It will prevent
the illegal access by adversaries or unauthorized users. There are many existing authen-
tication schemes [2-4] used for mobile cloud computing which should solve the three
following concerns. First important issue is the computational overhead, since the mobile
devices have limited capability of computing when compared with the computers or lap-
tops. Hence, the efficiency of computing must be seriously considered. The second issue
is the strength regarding security. Since the messages are transmitted over an insecure
Wireless Local Area Network (WLAN), there is a chance for an adversary to interrupt or
modify the transmitted message before they reach the correct recipient. The final thing is
that the masquerader has the chance to access the resources instead of the original recip-
ients. So, the privacy protection is must [3, 4] for the account of each user. These things
should be resolved during the time of authentication. Moreover, another important chal-
lenging issue in most of the existing schemes is key management. A single user is in the
position to access different services from more than one service provider. In these sce-
narios, users are interested to access multiple services from various service providers
through the single private key. Therefore, designing an effective data access scheme us-
ing a single private key is necessary.

1.1 Our Contributions

Based on the above mentioned challenges, the main contributions of this paper are
summarized as follows.

1. To propose a computationally efficient anonymous mutual authentication scheme for
mobile cloud users to verify the authenticity of the users without revealing their real
identities to the Service Provider (SP).

2. To provide data integrity during message transmission which is suitably required for
mobile cloud computing.
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3. To provide a conditional tracking mechanism through which the third party (TP) trac-
es the misbehaving Service Provider (SP) that abuses the mobile cloud computing.
Thus, a TP can revoke privacy of the misbehaving SPs from causing any further
damage.

4. To propose an efficient authentication scheme to anonymously authenticate the SPs
before getting information from it.

1.2 Roadmap

The remaining sections of this paper are organized as follows. Section 2 summariz-
es the related works. The system model and preliminaries are given in section 3. We de-
scribe our proposed anonymous authentication schemes in section 4. We present the se-
curity analysis in section 5. Section 6 gives performance evaluation of our proposed
scheme. Section 7 provides the conclusion of this paper.

2. RELATED WORKS

In the field of authentication and privacy of mobile cloud computing, the bulk of the
research works [20-25] have concentrated on authentication to guarantee the security. In
all these existing works, ID-based authentication schemes were used. The main limita-
tion of these existing schemes is that the privacy is not protected during the time of au-
thentication which leads to privacy-related attacks. W. S. Juang et al. [S] proposed an
authenticated key agreement mechanism using smart cards. This scheme is used to pro-
tect the identity information during authentication. The security of this system is based
on symmetric cryptosystem and the elliptic curve cryptosystem. However, the scheme
has the following disadvantages. This scheme doesn’t provide a password changing
mechanism and user untracebility. Also, the generation and distribution of session key
was a difficult task. L. Chen et al. [6] proposed ID based authenticated key agreement
protocol scheme to provide mutual authentication and key exchange mechanism. The
major drawback of this scheme is high computational cost. D. Giri and Srivastava [7]
proposed efficient ID based remote user authentication scheme. This scheme has the
ability to withstand forgery attack. In contrast, this scheme doesn’t support mutual au-
thentication and key exchange. In addition, the computation cost is also high. Authenti-
cated key agreement protocol is also used in various papers [8-10]. It will provide the
mutual authentication and key exchange mechanism. The important drawback is that
high computational cost.

T. Eissa ef al. [11] proposed an RSA public authentication scheme which is named
as Ron Rivest, Adi Shamir and Leonard Adleman (ID-RSA). Only the trusted entities are
allowed to access the public key of the users through which it can withstand RSA crypt-
analysis. Since bilinear pairing is used, the cost of computation tends to be high. H. S.
Rhee et al. [12] proposed a secured user authentication scheme which uses a USB stick
instead of smart cards. This scheme uses modular exponentiation and multiplication op-
erations which are unable to be applied in remote user authentication using the mobile
devices which have less computing power. Another disadvantage is that it is unable to
withstand from the impersonation attack.
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M. L. Das et al. [13] proposed remote user authentication scheme with smart cards.
This scheme uses the bilinear pairing operation. It can handle forgery attack and insider
attack. Simultaneously, it lacks mutual authentication and session key agreement. More-
over, there is more possibility for the replay attack. M. S. Hwang and L. H. Li [14] pro-
posed a password authentication protocol without using password tables. Without the
involvement of password tables, the passwords are authenticated, which in turn provides
the resistance against the stealing verifier table attack. The computational cost is high as
it uses the public key cryptosystem.

X. J. Tian et al. [8] proposed analysis and improvement of ECC based authenticated
key exchange protocol. This scheme is able to generate a shared session key through the
certificate authority center. The major drawback is that this scheme needs a large space
to store all user’s public key and also to certify which is inefficient. G. Yang and chang
[10] proposed ID based remote mutual authentication with key agreement scheme on
ECC for remote devices. This scheme is more efficient. But the main disadvantage is that
the authentication is performed without protecting the password which may lead to im-
personation attack and insider attack. C. Tang et al. [9] proposed an efficient mobile au-
thentication scheme for wireless network. In this scheme a temporary ID is created dy-
namically for user by the onetime alias mechanism for providing security to the users.
The drawback of this scheme is that user id does not support user unlinkability. J. Z. Lu
and J. Zhou [15], proposed a delegation based mobile authentication protocol in which
the original ID is replaced by a user alias mechanism during the authentication process.
The main limitation of this scheme is that it is not able to resist Denial of Service (DoS)
Attack.

Comparing with most of the authentication and privacy preserving schemes existing
in the literature, we propose an anonymous authentication scheme for mobile cloud com-
puting which anonymously authenticates the mobile cloud users and service providers in
a computationally efficient way to preserve the real identities of mobile users and service
providers from other entities in the network.

3. SYSTEM MODEL AND PRELIMINARIES

In this section, we demonstrate the system model and the definitions of bilinear
pairing.

3.1 System Model

The system architecture of the proposed scheme is shown in Fig. 1. In this system
model, the trusted third party (TP) chooses its own master private key and then computes
its corresponding public key. During the time of registration, the mobile user and the
service provider sends their identities and necessary parameters to the TP. After the suc-
cessful completion of the registration process, the TP computes the private key and the
corresponding public keys along with the necessary authentication parameters for both
the user and the service provider and sends back to them in a secure way. After receiving
the authentication parameters from the TP the users and the service providers computes
its own authentication parameters for anonymous authentication. If the user wants to
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communicate with the service provider he/she sends request to the service provider. Af-
ter the request has been received, the service provider anonymously authenticates the
mobile user to avoid communication with the illegal user. Similarly, the mobile user
anonymously authenticates the SP before making access to it.

User Registration

User Third Party
SP Registration
= !
o
T
> |
Service Provider
Mutual
Authentication |I§
>
C
| N
= d
User Service Provider

Fig. 1. Process of anonymous authentication scheme for mobile cloud computing environment.

3.2 Bilinear Pairing

Let G, G, and Grdenote three multiplicative cyclic groups of order ¢, where ¢ is a
large prime. Suppose that G|, G, and Gy are equipped with pairing. The bilinear map e:
GxG, - Grsatisfies three properties.

1. Bilinearity: The mapping e: G1><G*2 — Gr is*said to be bilinear if e(gg, gg) = e(gi, gz)"b,
g1€G &g e GandVa, b e Z,;, where Z, =[1, ..., (g - 1)].

2. Nondegeneracy: e(g, £2) # lg;-

3. Computability: There exists an efficient algorithm to easily compute the bilinear map
e: GixGy, > Gr.

We denote the isomorphism by y and hence a well computable isomorphism y: G, —> G,
is basically required. The group that possesses such a map e is called a bilinear group.

4. PROPOSED ANONYMOUS MUTUAL AUTHENTICATION SCHEME

In this section, we propose a new anonymous mutual authentication scheme for
mobile cloud computing to anonymously authenticate both users and service providers
with less computational cost. This scheme consists of the following four phases namely
system initialization, registration, users anonymous authentication and service providers



732 S. AUDITHAN, V. VIJAYASARO, P. VIDAYAKUMAR AND V. VIJAYAKUMAR

anonymous authentication.
4.1 System Initialization

The TP initially generates its private and public keys. To compute its initial param-
eters, the TP picks [, s € Z as its private keys and its master key as z € Z Then, the TP
computes its corresponding pubhc keys as follows.

Y =g"
Y gm»
YS =g1
=g

4.2 Registration

After the successful registration of the SPs, the TP generates the public and private
key pair for each SP. The private key of the SP is x € Z, and the public parameters of the
SP are computed below:

y=g
=8
:}/1.K+Z
v =Y
N :Y;x

Similarly, after the successful registration of the mobile users, the TP generates the
public and private key pair for each mobile user. The private keys of the mobile user are
m, n € Z,; and the public parameters are as follows,

gm =g/, gm,=g"
— Ylm+Z’ gm4 — Y3—m

1

gm=Y,", gm =g,
gm, = gln

Then, the TP generates a fake identity along with secret parameter for each mobile user
and service provider after generating these public parameters. The use of computing the
fake identities and the secret parameter is to prove the legitimacy of the user or the ser-
vice provider against the masquerading attack. In order to compute the fake identity (F1D)
for every service provider SP;, the TP chooses a random number f; such that fie Z, and
computes FIDgp; = g’ The mapping from original identities to fake identities is done
just in the TP. Next, TA keeps (FIDgp, id — SP;, g/ ) in its tracking list, where id — SP; is
the original identity (id) of SP; assigned by the TP at the time of its registration. Then the
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value of gf FIDgp; are given to the service provider and these parameters are kept secret
by it. Similarly, FIDy;, is computed for each user.

4.3 Users Anonymous Authentication

Once the mobile user starts sending the request messages to the service provider,
the mobile user needs to check the legitimacy of the SP against masquerading attack. To
perform this task, the mobile user sends a request {FIDy, || y4} which has its fake identity
and the one of the public values y, of SP; to the TP. After receiving this, the TP sends
{FIDy||FIDsp,} to the mobile user. By receiving this, the mobile user sends a request to
the SP for verification. Hence, the SP compute B = gm; - g{l and sends it back to the mo-
bile user. Then, the mobile user checks the following condition

B-gm2~y4 = FIDSP/.
Proof of Correctness:

B- g i g gl gmy -y,

1

'g1 * V4
—g} " V4
= FIDgp,

If this condition holds, the mobile user considers that service provider is not mas-
queraded. Because, in order to masquerade to be another entity, it is necessary to know
the value f'and FIDgp,. Since, these two parameters are secret parameters, it is not possi-
ble for an intruder to perform the masquerading attack. Moreover, the mobile user needs
to check the legitimacy of the public parameters of the SP by checking the following
condition before making communication with it.

e(n2y3ya, 12) = e(g1, &)
Proof of Correctness:

(v, ¥y v Xy) = e XY, g0
_e(Yx Yz Y Y guﬂ)z)

_ e(g(l+s)x gl(l+s)z 'g—l ’g21+&) )
_ e(g(lﬂ)x (l+s)z . g—x(lﬂ)’gé/mz)
i e
=e(g". ")
G
=e(g,,8,)""
=e(g,8,)

If it holds, then the mobile user ensures that the SP is an authenticated one, other-
wise the mobile user avoids communication with the illegal SP.
In order to prove the integrity of the sending messages, the service provider picks a
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random number as d € Z;. In addition, the SP takes the message mes and its correspond-
ing hash function SHF = H\(mes) and computes

ci :ygml
O'1=C;~gm1
o=y

O3 :y}i - gmy

Oy :yl - gmy
L

o5 =g""

After generating these parameters, the mobile user first generates the hash function RHF

= H\(mes) for the received message and checks whether the following condition is satis-
fied.

e(o1, 0, 03, 04, gMig) = e(g1, £2)

Proof of Correctness:

1
_ d d (m+n)
e(0,,0,,05,0,,gm) =e(c - gm -y -gm, - y; - gm,,g;"")

m m

=e(y-g'-g g’ g g g gl e

m

—e(g g g g g g g glhel")

1
_ e(glx m .gl (x+m) .glm n’gémm))
1
=e(g"",g"")
=e(g,8,)""
= e(gl’ gz)
For message integrity
e(o'sagQRHF) =e(g,,g,)
Proof of Correctness:
(o5, g, ) = e(g?™, g5 )

1
— Hy (mes) Hj (mes)
- e(gl 1 »&> ' )

Hy (mes)
)H, (mes)

=e(g,g,
=e(g,g,)

4.4 Service Provider’s Anonymous Authentication

Before providing access to the mobile users, the service providers’ needs to check
the legitimacy of the mobile users to avoid communication with the illegal users.
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e(gms - gmy - gms, ) = e(g1, £2)

Proof of Correctness:

e(gmy-gm,-gm.,Y,)=e(¥)"* ¥, " - ¥,", gi"")

=YY gl )

(l+s)m (l+s)z —Im —m. T

=e(g """ g g™, 8)

1
_ e(gl(1+s)m 'g](l+s)z 'g]—m(lﬂ)’g;/mz)
_ o (oUt)z TE
=e(g &)
(l+5)z
=e(g,g,)""
=e(g,g,)

If it holds, the SP ensures that the mobile user is a legitimate user, otherwise, the SP
avoid communication with the mobile user.

5. SECURITY ANALYSIS

In this section, we briefly analyze our proposed protocol with some security and
privacy issues.

5.1 Impersonation Attack

In our proposed schemes, to perform an impersonation attack, the attacker should
derive the temporary short time keys owned by a legitimate mobile user and the service
provider. Moreover, the attacker should derive the private keys issued by the TP to a
particular mobile user. However, the attacker cannot compromise the registration proto-
col because it is performed in offline mode directly in the TP. Hence, our system is se-
cure against impersonation attack.

5.2 Message Integrity

In general, the message integrity can be ensured by the mobile user through the bi-
linear pairing process. In the anonymous secure mutual authentication, the message in-
tegrity can be achieved using both hash function and the bilinear pairing function that is
mentioned as follows e(os, gﬁHF ). If there is any modification in the message transmis-
sion, the value of SHF will be different from the value of RHF. Hence, the message in-
tegrity is achieved in this proposed work.

5.3 Anonymity

With the given public keys given by the TP to the mobile user and to the service
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provider. it is computationally hard to identify the actual sender of the message. Hence,
the attacker gets no knowledge about the sender from the public keys given by the TP.

5.4 Source Authentication

The mutual authentication between the user to service provider and the service pro-
vider to the user are performed in an anonymous manner. In this authentication process,
each user and each service provider check the legitimacy of the user or service provider
using the general parameter e(g;, g»). In the case of masquerading, the users and service
providers cannot get this general parameter after successful authentication. In order to
get this condition, the service provider and the user are required to register their identi-
ties in the TP and also it is necessary to get the authentication parameters from the TP.

6. PERFORMANCE ANALYSIS

In this section, we analyze the performance of our anonymous authentication
scheme in terms of computational cost with some of the existing schemes. We also com-
pare the performance of the proposed anonymous authentication scheme with four most
recently proposed authentication schemes. In our scheme, we use bilinear pairing G,xG,
—Gj; to achieve the security where Gy, G, and Gj are the cyclic group generated by a
point p with the order g on the elliptic curve E = y* = x> + x mod g.

Computational Cost

In this section, we analyze the computation costs of the related anonymous authen-
tication schemes for mobile cloud computing. For convenience, we define some nota-
tions about execution time as follows,

T,~Execution time of a bilinear pairing operation.
T,,—Execution time of a multiplication operation.
T,4—Execution time of an additional operation.
T,—Execution time of a hash function operation.

To compare the computation cost related to the anonymous authentication scheme
for VANETSs, we compute the execution time of operations using Cygwin platform inte-
grated with the windows operating system. The execution time of different cryptographic
operations are shown in Table 2.

Table 2. Execution time of different cryptographic operations.

Cryptographic operation Execution time (milliseconds)
T, 0.28
T, 0.001
Toad 0.000
7, 1.07
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The performance analysis of various existing schemes [16-19] are compared with
the proposed scheme in Table 3.

Table 3. Comparison of computation cost.

Scheme Single message verification n message verification
CPAS [16] 37,427, 4 Toaat2T), 3T, 4(n+t DT, +3(m=3)Tuat2nT,
SSBVGT [17] 3T, 2T+ Taat3Th 3T, +@n+t )T, +Bn-2)T,ut3(m) T},
CAS [18] 3T, +T,+2T;, 3T, +(n)T,+(3n=3)T 4 2nT,
EICPAS [19] 37, 2T42T 4 Bnt2)T,+Bn—D) Ty 2nT;,
Our proposed scheme | 37,+7), (+2m)T,+nT)

The comparison of the computational cost for each step is presented in Table 3. For
single message verification in CPAS [16], the user needs to execute three pairing opera-
tions related to bilinear pairing, two multiplication operations related to bilinear pairing,
one addition operation and two hash function operations. Therefore, the execution time
of this step is 37,427, + T4 t2T, = 2.982ms. For multiple message verification the veri-
fier needs to execute three pairing operations, (n + 1) multiplication operations, (3n — 3)
addition operations and 2n hashing operations. Therefore the execution time of this ap-
proach is 37,+(n+1)T,+3(n — 3)Tast2nT; = 2.144n+0.841ms.

For single message verification in SSBVGT [19], the user needs to execute three
pairing operations and two multiplication operations along with one addition operation
and three hash function operations. Therefore the execution time of this scheme is
3Tp2T,+Tut3T, = 4.052ms. For multiple message verification, the user needs to exe-
cute three pairing operations related to bilinear pairing, (3n + 1) multiplication opera-
tions, (3n — 2) addition operations and 3(n) hashing operations. Therefore the execution
time of this scheme is 37, + 3n + 1)T,, + (3n — 2)T 04 + 3(n)T;, = 3.213n+.0.841ms. For
single message verification in CAS [18], the user needs to execute three pairing opera-
tions, one multiplication operation and two hash function operations. Therefore the exe-
cution time of this method is 37,+7,+27;, = 2.981ms. For multiple message verification
the user needs to execute three pairing operations, (n) multiplication operations, 3(n — 3)
addition operations and 2z hashing operations. Therefore the execution time of this step
is 3T, + (n) T, t(3n — 3)Tyue +2nT), = 2.141n+0.84ms.

For single message verification in EICPAS [19], the user needs to execute three
pairing operations, two addition operations and two hash function operations. Therefore,
the execution time of this step is 37, +27,+27,4, = 2.143ms. For multiple message veri-
fication, the user needs to execute (3n+2) multiplication operations, (3n — 1) addition
operations and 2n hashing operations. Therefore, the execution time of this method is (3n
+2)T,+(3n — )Ty +2nT), = 2.143n+.0.002ms.

In our scheme to verify a single message, the mobile user needs to execute three
pairing operations and two hashing function operations. Therefore, the execution time of
our proposed scheme is 37,+7, = 1.91ms which is very less compared with above
schemes. For multiple message verification, our scheme requires only (1+2n) pairing
operations and (n) hashing operations. Therefore, the execution time of this proposed
scheme is (1+2n)T,+nT), = 1.63n+0.28ms.

In Fig. 2, the computation time for verifying n number of messages for the previ-
ously proposed four schemes is compared with computation time for verifying » number
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of messages of proposed scheme. Fig. 2 shows that our proposed scheme shows the less
computation time comparing with other existing schemes.

350
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" thn I Il | I

20 40 60 80 100

Number of Messages

ISR

Computation Time for

Authentication in ms
Lh
=]

HCPAS MSSBVGT ®CAS MEISPAS ®Qur Proposed Scheme

Fig. 2. Execution time for the verification of multiple messages.

7. CONCLUSIONS

In this paper, we have proposed an efficient authentication scheme for mobile cloud

computing based on bilinear pairings. The proposed scheme has been developed to sup-
port the mutual authentication between the user and the service provider. The proposed
scheme has reduced the computational cost during the authentication process. Our
scheme also supports user anonymity and to preserve the real identity of the users from
other users in the network. The performance analysis has shown that the computation
cost for the anonymous authentication process is very low when compared to the previ-
ously proposed schemes. The future works of this work is extended to the batch verifica-
tion and group authentication.
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